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AHHOTALIMSA

JIaHHBI JOKYMEHT COJEpKUT TMepeueHb TpeOoBaHUII 1O 00ecTeyeHUIo
UHPOPMAIIMOHHONW  OE€30MacHOCTH  aBTOMATHU3MPOBAaHHOTO  pabodyero  mecra
[Tonb30Barens cucTeMbl « IEKTPOHHBIA OFOIKET.

JIOKyMEHT TpeAHa3HaueH Uil KBaIM(PUIHMPOBAHHBIX CHELUAINUCTOB 10
uHpopManmoHHoN  Oe3omacHoctT  Opranuzanuu  Ilosmb3oBarenss  cucTemsl
«DNEKTPOHHBIN OIOJIKET.



1. CIIMCOK TEPMHMHOB U COKPAIIIEHUM

B nokymeHTe UCIoIb3yIOTCS CASAYIOIHME TEPMUHBI U COKPAIICHHUS:
AQO - ammapatHoe oOecreueHue;

APM — aBTomaTuM3MpoOBaHHOE pabodee MEeCTO IIOJb30BATEIS CHUCTEMBI
«IJEKTPOHHBIN OI0JKETY;

BBK — Bo3elicTBHE BPEIOHOCHOTO KO/Ia;

BK — BpenoHOCHBIH KOJ;

JIBC — nokanbHast BEIYMCIIMTEIbHAS CETh,

HC/I — HecaHKIITMOHUPOBAHHBIN JTOCTYII;

OC — onepallMOHHas CUCTEMa;

IT1O — mporpamMmmHOe 0OecIeUeHHE;

ITAK — nporpaMmHoOro-anmapaTHbiii KOMILIEKC,

[Tonb3oBaTenb — 3aperuCTPUPOBAHHBIA B CUCTEME «IDJEKTPOHHBIA OOJIKET
COTPYOHUK OpPTraHU3allik, KOTOPOMY THIPEAOCTABIEH JOCTYH K ONpPEIEIICHHBIM
GyHKIMUSIM B cUCTeME «DJIEKTPOHHBIN OIOKET», B COOTBETCTBUU C 3asBKOM Ha
MOAKITIOUCHHUE;

Cucrema «DNEKTPOHHBIA OIOHKET» — TOCYAApCTBEHHAs HMHTETPUPOBAHHAS
uHopMaIMOHHAsT ~ CUCTEMa  yIPABJICHHUS 0O0II1eCTBEHHBIMU dbuHaHcaMu
«INEKTPOHHBIN OIOJIKETY;

C3U — cpexacTsa 3ammThl HHGOPMAIIUH;

CK31M1 - cpenctBa  kpunrorpaguueckol — 3ammTbel  MHGOpMAIIUH,
00€ecreynBaIIfe CO3JaHUE 3allUIIEHHOTO COEAMHEHUS C MOPTaJIOM CHCTEMBbI
«INEKTPOHHBIN OIOKET» U CO3aHNE KBATM(DUIIMPOBAHHOMN 3JIEKTPOHHOM MOITUCH.



2. PEKOMEHJIALIUU IO OPTAHU3ALIMU BE3ONACHOM
IKCIVIYATALIUN

2.1. O01IMe moJaoKeHus

3amuta I[1O u AO ot HCJ] 1 BO31€CTBUSI BPEIOHOCHOTO KOJIa MPU YCTAHOBKE
U ucnojp3oBaHuu APM momnb3oBaTens SBISETCS COCTaBHOM 4acThbio OoOLIEH 3amaun
oOecnieueHrs O€30MaCHOCTH HMH(POpPMAIMU BHEIIHUX CUCTEM IO OTHOIICHHUIO K
cucteMe «nekTpoHHbId Oroker». Hapsny ¢ npumenennem C3U ot HC/l n BBK,
HEOOXOJAMMO  BBIIIOJIHEHHE LEJIOro  psaa Mep, BKIIOYAIOIIEro B cedd
OpraHU3allMOHHO-TEXHUYECKHE U aJIMUHUCTPATUBHBIE MEPOINPHUSATHUS, CBA3AHHBIE C
o0ecreyeHrneM MpaBUIbHOCTH (PYHKIIMOHUPOBAHMS TEXHUYECKHUX CPENCTB 00pabOTKH
U nepenadyd MHGOpMaluy, a TaKKE€ YCTAHOBJIEHHE COOTBETCTBYIOUIMX IMpaBHII IS
oOCITy’)KMBAIOLIETO IMEepcoHala, JAOMYyLIIEHHOro K pabore ¢ uHpopmanuen
OTPaHUYEHHOTO JIOCTYIIA.

CoctraB C3U, npumensiembix Ha APM mnonb3oBartens, 3aBUCUT OT ClocoOa
B3auMoeicTBusl APM monb30BaTeNs C CUCTEMON «DJIEKTPOHHBINA OIOKET.

[Io cnocoOy B3auMOAEUCTBUS C CHCTEMOU «DJIEKTPOHHBIN Oromxer» APM
I10JIB30BATENS MOAPA3AEIAETCS Ha CIEIYIOIINE TUIIBL:

Tun 1. APM, B3auMOJCHCTBYIOIIMN C CHUCTEeMOM «DJEKTPOHHBIM OOJIKET
MOCPEJICTBOM MPSIMOTO MOAKITFOYEHUS K CeTH VIHTEpHET.

Tun 2. APM, B3auMOJCHCTBYIOIIMN C CHCTEMOM «DJCKTPOHHBIM OOJIKET
MIOCPEICTBOM MOAKII0YEHUS K cetn MHTepHeT uepe3 JIBC opranuzanum.

Tun 3. APM, B3auMoACUCTBYIOIIMI C CHUCTEMOU «DJIEKTPOHHBIM OIOJIKET»
MOCPEACTBOM MOJAKIIIOUCHHUS MO BBIACICHHBIM KaHallaM CBsi3u uepe3 JIBC
OpraHU3alIHH.

2.2. Opranmn3anus padot no 3amurte ot HCJ{

3ammurta wuHpopmamuu ot HCJ[ gomkHa obOecneyumBaThcsi Ha  BCeX
TEXHOJIOTMYECKUX 3Tanax oO0padOTKM MH(POpMaLHUH, B TOM YHCIE IPU MPOBEACHUU
PEMOHTHBIX W perlaMeHTHBIX padot. 3amura uHpopmanuu ot HCJ[ momkna
nperycMaTpuBaTh KOHTPOJb 3(p¢deKTuBHOCTH cpeactB 3amutel oT HCJl. Otor
KOHTPOJIb MOXET ObITh JIMOO MEPUOAMYECKUM, JIMOO WHUIMUPOBATHCS MO MeEpe
HEOOXOJUMOCTH  TOJIb30BaTEeM WM  aJMUHUCTPATOPOM  HMH(OPMALMOHHON
o6e3onacHocTi. B opranuzanuu, skcmtyatupytomeid APM monb3oBarens, A0KEH
ObITb HAa3HAYEH aAMUHUCTPATOpP HHGOPMAIIMOHHOM O0€30MacHOCTH, Ha KOTOPOTO
BO3JIAraloTCs 3a/layd OpraHu3auuu padoT mo ucnosibzoBaHuio APM mnomib3oBarens,



BBIPa0OTKH COOTBETCTBYIOUINX MHCTPYKLUUN AJIA MOJI30BATENICH, a TAaKKEe KOHTPOIIb
3a COOJII0/IEHHEM ONHUCAHHBIX HUXKE TPeOOBaHUI.

2.2.1. TpeOGoBanus no pa3MemeHUI0 TEXHUYECKUX CPeICTB

[Ipu pa3MelieHMM TEXHUYECKUX CPEICTB C  yCTaHOBIEHHbIM APM
M0JIb30BaTEIA:

—  JAOJI’KHBI OBITH IMPUHATBI MCPBI IO HCKIHOYCHHIO HCI[ B IIOMCIICHHS, B
KOTOPBIX pPasMCIICHbBI TCXHUYCCKUC CpPCACTBAa C YCTAHOBJICHHBIM APM
IMOJIB30BATCJIsI, ITOCTOPOHHHUX JIMI, II0 poay CBOEH ACATCIIBHOCTH HC
SABJIAIOIUXCA IICPCOHATIOM, JOITYIHICHHBIM K pa60Te B OTHUX IIOMCIIICHUAX

— BHYTPEHHSS IUIAHUPOBKA, PACIIOJIOKEHUE U YKOMIUIEKTOBAHHOCTh Pab0UYUX
MECT B TMOMEUIEHUSAX JOJDKHBI OO€ECleYynMBaTh MCHOJHUTEISAM padoT
COXPAHHOCTb JIOBEPEHHbIX WM KOH(MUICHIMAIbHBIX JOKYMEHTOB U
CBEICHMI, BKIIIOUas KIHOYEBYIO HH(DOpPMALIHIO.

2.2.2. TpeGoBaHus M0 YCTAHOBKeE 00IIECHCTEMHOr0 U cnennaiabuoro IO

K ycranoBke oOmecucremHoro u cnenuanbHoro IIO pomyckarores nauia,
m3yunBime nokymeHtanuio Ha 110. IIpm ycranoBke 110 ma APM nosb3oBarens
HEOOXO0JIMMO COOTIOIATh CIEAYIOIIEe TPEOOBaHMUS:

1) Ha TEXHUYECKHUX CpEICTBaX, MPEIHA3HAYCHHBIX Uil pabotel ¢ APM
MOJIb30BATENsl, HCIOJIb30BaTh  TOJIbKO JuleH3uonHoe I1O0  ¢upwm-
HU3rOTOBUTEJICH;

2) ycranoBky [10 APM mnosib30BaTenss HEOOXOIUMO TPOU3BOIUTH TOJBKO C
3apEruCTPUPOBAHHOTO, 3ALIUILEHHOTO OT 3aIIMCH HOCUTEIIS;

3) Ha APM nmonp3oBarenss He JIOJDKHBI —YCTaHABJIMBAThCS — CPEACTBA
pazpabotku 110 u oTnaguuky;

4) npeaycMoTpeTh MEpHlI, HCKIJTIOYAIOIINE BO3MOXHOCTb
HECAHKIIMOHUPOBAHHOTO HE OOHAPY>KMBAEMOTO WM3MEHEHHUS aIllapaTHOU
YacTU TEXHHMYECKUX CPEIACTB, Ha KOTOpBIX YycraHoBieHo I[IO APM
MOJIK30BaTENs (HAMpUMEp, MYTEeM OIEYaThIBaHHWS CHCTEMHOTO OJioOKa U
pa3beMoB APM mosis30Batess);

5) nmocie 3aBeplIeHUS MPOIECCAa YCTAHOBKH JIOJDKHBI OBITh BBIMOJHCHBI
NEeNUCTBUS, HEOOXOIUMBIC JIJII OCYIIECTBICHUS TIEPUOAUIECKOTO KOHTPOJIS
LEJIOCTHOCTHU ycTaHoBiIeHHOTO 110 Ha APM mnonbs3oBarens;



6)

I10, ycranaBnuBaemoe Ha APM mnosib30BaTelns, HE JIOJKHO COJEpXKaTh
BO3MOXXHOCTEH, O3BOJISTIOIIHNX

—  MOau(UIIUPOBATEH COEPKUMOE MMPOU3BOJIBHBIX 00JIACTEH aMSTH;
—  MoauUUIUPOBATH COOCTBEHHBIN KOJ M KO/ IPYTUX MOIIPOrPaMM;
—  MOau(UIIUPOBATH MAMSTh, BBIACICHHYIO JIS IPYTHX MOAMPOTPAMM;

— TepefaBaTh yMNpPaBJICHHE B 00JaCTh COOCTBEHHBIX JAHHBIX M JAHHBIX
OPYTUX TOANPOrpaMM;

— HE CaHKIMOHHUPOBAHHO MOAM(PUIMUPOBATH (alsibl, COACpIKAIIHe
WCTIOJTHSAEMbIE KOJIbI ITPU UX XPAHEHUU Ha )KECTKOM JIUCKE;

— TOBBIIIATH MPEAOCTABICHHBIC TIPUBUIICTUH;
— MoaudunupoBaTh HacTporiku OC;

— UCHOJB30BaTh  HEJOKYMEHTHUPOBAaHHbIE  (PUPMOH-Pa3pabOTUYNKOM
¢ynxun OC.

2.3. TpeooBanus mno 3amure or HCJ npum 3kcmiyarauuum APM
M0JIb30BaTeJ A

[Ipu opranuzamuu pabotr no 3ammure uHpopmanuu ot HCJ] Heobxommmo
YUUTBHIBATH CICAYIONINE TPEOOBAHMUS:

1)

HCO6XOI[I/IMO pa3pa60TaTL U IIPUMCHUTH IIOJUTUKY HA3HAYCHHUA W CMCHBI

naposiet (myst Bxoga B OC, BIOS, npu mudpoBanuu Ha maposie U T.1.),
WCTIOJB30BaTh (PUIBTPHI Mapojied B COOTBETCTBUM CO CICAYIOIIUMU

MpaBUJIaMu:

AJIMHA IIapoJist A0JKHA OBITH HE MeHee 8-MU CHMBOJIOB,

B YKCJIE CUMBOJIOB MapoJisi 00513aT€IbHO TOJDKHBI IPUCYTCTBOBATH OYKBBI
B BEPXHEM M HIDKHEM PErUCTpax, UGPHI U CrielUaIbHbIe CUMBOIIBI (@, #,
$, &, *, % uTtm.),

napojb HE JOJDKEH BKIIOYAaTh B CEOS JIETKO BBIUMCISIEMBIE COYETaHUS

CUMBOJIOB (MM€Ha, (GaMmiMmd W T. [1.), a TakkKe OOIICTPUHATHIE
cokpauenust (USER, ADMIN, ALEX u T. 11.);

npu CMCHC IIapojii HOBOC 3HA4YCHHUC JOJDKHO  OTIMYAaTbCAd  OT
MpeAbIAYIICTO HC MCHEC, YCM B 4-x IIO3ULUAX,

JUYHBIN TIAPOJIb MMOJIB30BaTEIh HE UMEET MpaBa CoOOIATh HUKOMY;



— NEPpUOJUYHOCTb CMCHBI IIAapOJIsA OIIPCACIIACTCA HpHHﬂTOﬁ MOJIUTUKOMN

0e30MacHOCTH, HO HE JOJDKHA NpeBbIIaTh O-u MecsmeB. Yucno
HEYJAaYHbIX MOMBITOK BBOJIA MApOJs JODKHO OBITH OTPAHUYECHO YHCIOM

10.

Vka3zaHHas TNoOJMTHKA  O0s3aTelbHa I BCEX  YYETHBIX  3allMCeid,

3apeructpupoBaHHbiX B OC;

2) cpeactBamu BIOS momkHa OBITH HCKITIOYEHA BO3MOXKHOCTH padboThl Ha APM

3)

4)

IMOJIB30BATCIIsI, €CJIIM BO BpPEMA €TI0 HaYaJIbHOM 3arpy3Ku HE HPOXOJAT

BCTPOCHHBIC TCCTHI,

3alIpCIIacTCA:

OCTaBJISITh 0€3 KOHTPOJISi BBIYMCIMUTEIbHBIE CpPEICTBA, HAa KOTOPBIX
skcrutyatupyercas  APM  monb3oBaTens, MOCHE BBOJA  KIKOYEBOU
uHpopMaIuu JMO0 UHOU MH(OpPMAITUU OTPAHUYEHHOTO JTOCTYTIA;

OCYIICCTBJIATD HCCAaHKIIHOHHWPOBAHHOC AIMHUHHUCTPATOPOM
I/IH(l)OpMa]_II/IOHHOf/'I 0e301acHOCTH KOIIMPOBAHHC KIIIOYCBBIX HOCHTGHGﬁ;

pasriamarb COACPKUMOE HOCHUTENEH KIoYeBOM UHGOpMaIMu WId
IIepeaBaTh CAMU HOCHUTENH JULAM, K HUM HE JONYUIEHHBIM, BBIBOAUTH
KJII0YEBYI0 MH(POpPMAIMIO HAa JUCIUIEH, NMPUHTEP U T.II. MHBIE CPEICTBA
0TOOpakeHUst UH(popMaLINH;

3alUChIBATh HA KJIIOUEBBIC HOCUTENIM MOCTOPOHHIOW MH(OPMAIIHIO.

aAMUHUCTPATOP nH()OPMAITMOHHON Oe3omacHOCTH JOJKEH

ckoHurypupoBath OC, B cpejie KOTOpPOU MIaHUupyeTCs Ucnoiab3oBath APM

IMOJIB30BATCIIsI, W OCYHICCTBJIIATH HepI/IOI[I/IqGCKI/Iﬁ KOHTPOJIb CACIIAHHBIX

HaCTPOCK B COOTBCTCTBUU CO CICAYIOIINMHA Tpe6OBaHI/I$IMI/IZ

HC MCITIOJIB30BaTh HCCTAHAAPTHLIC, N3MCHCHHBIC WJIN OTJIAA0YHBIC BEPCUU
OoC;
UCKIIFOYUTh BO3MOXHOCTh 3arpy3ku U ucnoiib3oBanuss OC, OTIIMYHOU OT

MPEyCMOTPEHHOM ITAaTHOU pabOTOMH;

UCKJIFOYUTh BO3MOKHOCTh YIAJICHHOTO YIPABJIEHUS, aIMUHUCTPUPOBAHUS
u Mmogudukanmuu OC u e€ HaCTPOEK;

pexuMBbI Oe30macHoCTH, peain3oBaHHbie B OC, TOJKHBI OBITh HACTPOCHBI
Ha MaKCUMAJIbHBIN YPOBEHb;

BCEM TIOJIb30BATENISIM M Tpynmnam, 3apeructpupoBaHHbiM B OC,
HEOOXOIUMO HA3HAYUTh MHUHHUMAJIBHO BO3MOKHBIE JUIsI HOPMAaJIbHOM
paboThI NpaBa;



— JOJDKHO OBITh WCKJIIOYEHO TIOMaJlaHhe B CHUCTEMYy MpOTpamM,
MO3BOJISIIOIIUX, MOJIB3YsICh ommOkamMu OC, MOBBIIATH MPEIOCTABICHHBIC
IPUBUJICTHH;

— HEOOXOAWMMO  PETYJSIPHO  YCTAaHaBIMBAaTh  MaKeThl  OOHOBJICHUS
o6ezonacHoctu  OC (Service Packs, Hot fix u T.1.), OOHOBIATH
aHTUBUPYCHBIC 0a3bl, a TaKKe MCCIEA0BaTh HHPOPMAIIMOHHBIC PECypPCHI
10 BOIPOCaM KOMIBIOTEPHON OE30MaCHOCTH C IEIhI0 CBOCBPEMEHHOM
MUHHUMH3AIUNA OMACHBIX IMMOCJIEACTBUH OT BO3MOXHOTO BO3JICHCTBHS Ha

OC;
— HEoOXOAMMO  OpraHU30BaTh M  HCIOJB30BaTh CHCTEMY  ayJIWTa,

OpPraHHU30BaTh PETYJIAPHBIA AHAJIN3 PE3YJIbTATOB AyAUTA;

— HE0OXOJAMMO OpraHu30BaTh M MCIOJIB30BATh KOMILJIEKC MEpPOMPUSTUI
AHTUBUPYCHOM 3aIlIUTHI,

— HE0OXOJMMO HUCKIIOUUTHh OJHOBpeMeHHyIo padbory OC c 3arpykeHHOU
KJIF0YEBOM MH(OpMaIel HECKOJIBKUX M0JIb30BaTEIICH.

2.4. Cpeacra 3amutsl oT HCJ{

Hns paboter APM monb3oBaTenss ¢ CHCTEMOM «DJIEKTPOHHBIN OHOHKET
TpedyeTcsi MpUMEHATh nporpammHo-anmnapataeie C3U ot HCJl He Huke 6 Kiacca
samumeHHocT 11t CBT, takue kak «Secret Nety, «Cobomby, «I[lanmups-C» u T.11.

2.5. TpeOboBanuss mno o0ecne4YeHHI0 3alUTHI OT BO3JEHCTBUI
BPEeIOHOCHOT'0 KO/1a

BpenonocHblit koj — 511000M MpOrpaMMHBIN KOJA (KOMIBIOTEPHBIA BUPYC,
TPOSIH, CETEBOW 4YEpBb), MPUBOAAIIMA K HAPYIICHUIO (YHKIIMOHUPOBAHUS CPENICTB
BBIYMCIIUTENILHON  TEXHUKA  W/WIM  MPEJHA3HAYCHHBIM  JUII  WCKaKEHWS,
MOAW(UKAIINK, YHUYTOXKEHUS, OJIOKUPOBAHUS WM  HECAHKIIMOHUPOBAHHOTO
konupoBaHuss uHpopMmanuu. BK cmocoOeH co3gaBaTh CBOM KOIHH, COXPAHSIOIINC
BCE €r0 CBOWCTBAa M TPEOYIOIIHME I CBOCTO PA3MHOXKCHHS IPYTHE IMPOTPaMMBI,
KaHAJTbI CBS3Y WJIM MAIlTHHHBIC HOCUTEITH.

Bo3MoxkeH ciaeayronmi xapakrep nposiBiaeHui aercrsui BK:
— HCKaXXeHHe N300pakKeHUs Ha HKpaHe MOHUTOPA,

— MCKaK€HHE CUMBOJIOB, BBOJMMBIX C KJIaBUATYPHI;

— OJIOKHpOBaHUE KJIABUATYPbI, 3BYKOBbIE 3(h(PEKTHI;

— CTUpaHUE WY MOopYa OTJASIBHBIX YacTel AUcKa uiu (aityios;



— TOBPEXKIEHUE 3arPy30YHbIX CEKTOPOB kecTkoro aucka [I9BM u cepBepos;

— OCTaHOBKAa 3arpy3KM WJIM 3aBUCaHHE KOMIBbIOTEPA, 3HAYUTEIIBHOE
3aMeJIeHne ero paboThl;

— YHUYTOXXCHHE WJIM MCKaKEHHE MH(MOPMAIIMK O CUCTEMHON KOH(MUTYpaIuu
APM noswp30BaTeis.

BK moxeT nonacte Ha kommnbelotep co cmeHHoro Hocutens (CD-ROM, USB
drnem-HaKonuTenel U IPyrux HOCHUTENEH, Jake €CIU 3TH HOCHUTEIH HE COJAep)Katr
¢aiinoB), mpu 3arpy3ke (HalsioB U3 CETH, C COOOIICHHWEM, IOJYYCHHBIM 10
AIIEKTPOHHOM TOYTE, a TAKXKE Yepe3 YA3BUMOCTH OMEPAIMOHHBIX CHCTEM MPOCTO TIPH
HAJIMYAH CETEBOTO MOAKIIOUEHUS KOMITBIOTEPA K JIOKAIbHON BBEIYMCIUTEILHOW CETH.

[Ipy HaMMUMKM TEXHUYECKOW BO3MOXHOCTH, OOHOBJICHHE CPEJCTB 3aIlUTHI U
CUTHATYpHBIX 0a3 MpPOU3BOJUTCA LIEHTPAJU30BaHHO, C paboyero Mecra
aIMUHUCTPATOpPa MPOTPAMMHBIX CPEJICTB 3allUThl OT BO3ACHCTBHUII BPEJOHOCHOTO
kona. [Ipu mpoBeneHun HEHTPAIU30BaHHBIX OOHOBJIEHUN HCIIOJIB3YETCS MEXaHU3M
BEJICHUS MPOTOKOJIa CPEACTB 3aluThl. OOHOBJICHUE CUTHATYPHBIX 0a3 MPOU3BOIUTCA
10 MEpE UX BBIMYCKA.

B 1mensx oOecnedyeHusi 3aluThl OT BO3JECUCTBUM BPEIOHOCHOTO KOJAA
nonb3oBatento APM 3anpemaercs:

— CaMOCTOATEIBHO YCTaHABIMBATh MPOrPaMMHOE 00ECIIEYEHUE, B TOM YHUCIIE

KOMaH/IHbIE (pailiibl;
— HCHOJIb30BaTh IpH paboTe «3apa)kKeHHbI» BPEIOHOCHBIM KOJIOM JIMOO C
MI0JIO3PEHNEM Ha «3apakKeHHE» HOCUTENb U/ Wi (Haii;

— HWCHOJbB30BaTh JINYHEIE HOocuTeIn Ha APM mosb3oBarend,

— HCIOJIb30BaTh CIY)KEOHbIE HOCHTENIM Ha JOMAIIHUX KOMIIBIOTEpaxX M B
HECITY>KEOHBIX LEJIAX;

—  CaMOCTOATENHLHO MPOBOAUTH “‘TIeUeHUE” HOCUTEINS W/ uiu (aiina;

— CaMOCTOATCIIBHO OTKJIIOYAaThb, YAAIATD n HU3MCHATD HaCTpOﬁKH
YCTAaHOBJICHHBIX CPCACTB 3allIUThI.

[Tonw3oBarenr APM o00s3aH:

— TPOBOAWTH KOHTPOJb Ha OTCYTCTBHE BK MFOOBIX CMEHHBIX U MOAKITIOYAEMBIX
Hocuteneir (CD-muckoB, DVD-auckoB, USB ¢duem-nakonureneit u 1.1.) u
¢aitnos.

IIpumeuanue: KiroueBble HOCUTEIM CPEICTB KPUNTOTPaPUUECKON 3allUThI
nH(popmaImu KOHTpoIto Ha oTcyTcTBue BK He moaBepratores;

— Ha KOMIIBIOTEpAX C OTKJIFOYCHHBIM AHTUBHUPYCHBIM MOHHUTOPOM
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(IOCTOSIHHOM 3aIUTOM) MPOBOAUTH MOJHYIO POBEPKY Ha oTcyTcTBHE BK
€XKEHEeJIeTbHO (B EPBBIN JE€Hb MOCIE BHIXOIHbBIX);

NpU TOSBICHUU COOOIIEHUH, (OPMUPYEMBIX CpEACTBAMH  3allUThHI
uHpopmaruu, 06 00HApYKEHUH BPEIOHOCHOTO KOJa IMojbk3oBatear APM
JOJDKEH HEMEJUICHHO TIpeKpaTuTh paboTy u  cooOmuTh 00 3TOM
PYKOBOIHTEIO U aIMAUHUCTPATOPY HH(POPMAIIMOHHOW 0€30TacHOCTH (WTH
COTPYJIHUKY, BBITIOJHSIOMEMY 3TH (QYHKIIHH);

P HEBO3MOXKHOCTH 3alycKa CPEJCTB 3allUThl WH()OPMAIUU WU TIPU
omuOKax B TMPOLIECCe MX BBIMOJIHEHUS TMoyb3oBaTenb APM pomxen
HEMEJUICHHO TPEeKPaTUTh padoTy U COOOIIUTH 00 ATOM PYKOBOJUTEIIO U
aAMUHUCTPATOPY HH(OpPMAIMOHHONW 0€30MacHOCTH (UJIM COTPYAHHUKY,
BBITIOJTHSIOIIEMY 3TH (PYHKIIHUH).

[IpaBuna u pekomeHauu moias3oBaresito APM 1o 3ammre oT BO3ACHCTBUI

BpPEIOHOCHOI'O KOJa.

IIEPBUYHBIA BXOAHOM KOHTpoJab Ha orcyrctBue BK  Hocurenei,
NpelHa3HAYeHHBIX  JUII ~ MHOTOpa3oBOMl  3amucu  MHGOpMAIUH
(mepe3anuchiBaeMbIX KOMIAKT-T1UckoB u DVD-guckoB, USB dunerm-
HaKOIUTENIEH W APYTHX MOJO0OHBIX HOCHTENICH) MPOBOAMUT IOJIB30BATENb
Ipyd TIEPBOM TPUMEHEHWHW HOCUTEIS Ha JIaHHOM KOMIIBIOTEpE.
[Tocnemyronue KOHTPOJIM HOCUTEIS TMPOU3BOAUTH TEPE  KaKIbIM
IPOCMOTPOM COCTaBa U COJIEPKUMOTO (haityioB;

B IIEJSIX MCKJIFOUCHHS aBTO3aIlyCKa HCIOJHAEMbBIX (aijioB CO CMEHHBIX
Hocureneit (CD, DVD, USB ¢rem-nakonureneii U T.1.) MOIb30BATEIIO
PEKOMEHJyeTCS MPHU MPUCOCAMHEHUH HOCHUTENISI K KOMIBIOTEPY (BCTaBKa
CD/DVD B nortok, BcraBka USB duemi-nakonurteneii B mopt USB)
yaepKuBaTh HeKoTopoe Bpems (20-30 cekyHa) HaxxkaTol kiapuiry Shift;

BXOJQHOW KOHTPOJIb Ha oTcyTcTBUEe BK kommakT-muckoB m DVD-auckos,
npeAHa3HAYCHHBIX JUIS OJHOPA30BOM 3amuick WHOOPMAIMH, IMPOBOJIUT
moyyJatesib (BiajeNen) TUCKa OJHOKPAaTHO C MOMEHTa IPHOOPETCHHS
(momyudeHus ) TUCKa Mepes UCIOIb30BAHUEM €0 Ha KOMIIbIOTEpax.

2.6. CpeacTBa mo  oOecrnedyeHHI0O 3alMTBI  OT  BO3/JeiliCTBU
BPEIOHOCHOI0 K0/

Hnst paboter APM momnb3oBatensi ¢ CHUCTEMON «DJIEKTPOHHBIN OFOIKET

TpeOyeTcss TPUMEHSATh MPOTpaMMHBIE CPEIACTBAa 3allUTHl  OT  BO3JICHUCTBHS

BpCAOHOCHOI'O KOAa HC HHIKC 5 KJacca 3AMIICHHOCTH 110 THITY F, TAKUX KaK:
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«Kaspersky Endpoint Security mms Windows», «Security Studio Endpointy,
«OfficeScan» u T.1.

2.7. CpeacTBa MeKCETEBOI0 SIKPAHUPOBAHMS
2.7.1. APM Tun 1

B3aumoneiicteue APM Tun 1 ¢ cucremoin «DJIEKTPOHHBIA OIOJKET» JOJAKHO
OBITH 3aIMIIEHO C TIOMOIIBI0 C TIEPCOHAIBHOTO CPEACTBA MEXKCETEBOTO
SKpAaHUPOBaHUSI HE HUXKE 4 Kiacca 3allUMIIEHHOCTH, TakuxX Kak: «KontuHeHT-Ally,
«Security Studio Endpoint Protectiony», «ViPNet Client» u 1.11.

2.7.2. APM Tun 2 u Tun3

Bzaunmoneiicteue APM Tun 2 u Tun 3 ¢ cucreMont « DJIIEKTPOHHBIN OFOKETY,
obobektamu JIBC opranumzanuu u pecypcaMu ceTd HWHTEpHET HIOHKHO OBITh
3allMIIEH0 ¢ Tnomompblo cereBoro (B coctaBe JIBC Opranuzanuu) wid
MEPCOHAJILHOTO CPEJICTBA MEKCETEBOTO JSKpaHUPOBaHUA HE HWKe 4 Kiacca
3aIIUIICHHOCTH.

HpI/IMepBI AOIIYCTHUMBIX K HCIIOJIb30BAHHIO II0 KJIACCYy 3alIMIICHHOCTH CPCIACTB
MEXKCETEBOI'0 SKpaHUPOBaHU.

— B cocrase JIBC opranuzanuu:
e AIIKII KoaTuHeHT,
e Check Point Firewall;
e ViPNet Coordinator u T.11.
— HCPCOHAJIBHBIC Cpe):[CTBa:
e Security Studio Endpoint Protection;
e Kontunenrt-All,
e ViPNet Client (4 kiacc) u T.1.

2.8. CpenctBa o0Hapy:KeHHSI BTOPKEHUI
28.1. APM Tun 1

Bzanmoneiicteue APM Tun 1 ¢ cucremoit «3JEKTPOHHBINA OOKET» JTOHKHO
OBITH 3aIUIIECHO C TOMOIILI0 IEPCOHAIIBHOTO CPEACTBA OOHAPYKEHHUS BTOP>KCHHUMN HE
HIKe 6 Kitacca 3amunieHaocty g CBT.

B kauecTBe cpenctBa 0OHapyKEHUSI BTOPKEHHUIM MOXKET ObITh UCTONb30BaHo 110
«Security Studio Endpoint Protectiony 160 nuHoe cpeacTBo, cepTuGHUINPOBAHHOE TIO
TpeOyeMoMy KJ1accy 3alUIIEHHOCTH.
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2.8.2. APM Tun 2 u Tun3

B3aumoneiicteue APM Tun 2 u Tun 3 ¢ cucteMoit « DJIIEKTPOHHBIN OOKET,
oO0bekramu JIBC opranmzanuum u pecypcamu ceTd MHTepHET IOOJKHO OBITh
3alIMIIEHO ¢ TMoMolplo ceteBoro (B cocrae JIBC opranu3zammm) 15R10 |
MEePCOHAJILHOTO CpeJCTBA OOHAapyXeHUs BTOP)KEHMM HE HIKEe S5 Kiacca
3aIUIICHHOCTH.

[TpuMepsl TOMYCTUMBIX K HCIIOIB30BAHHUIO IO KJIACCY 3alTUIIEHHOCTH CPEICTB
OOHapyXEHUS BTOPKCHUM:

— IICPCOHAJILHBIC CPCACTBA UIJIK CPCACTBA B COCTABC JIBC OpraHU3aluH.
e KonTtuHeHT-/IA;
e Security Studio Endpoint Protection u T.11.

2.9. TpeGoBanusi mo oOpamIeHNIo cO CPeACTBAMM KPUNITOrpaduiecKoi
3alUThI HH(pPOpMaALH

YcranoBka, Hactpoiika wu  conpoBoxaeHne CK3U  ocymectBusercs
aAMUHUCTPATOPOM MH(POPMALIMOHHON 0€30MaCHOCTH OPTraHU3AlMH B COOTBETCTBUH C
TpeOOBaHUsIMU 3aKoHOAaTenbcTBa Poccuiickoit denepanuu M 3KCIUTyaTallMOHHOM
noxkymeHnTanuu k CK3U.

[lepsuunas ycranoBka CK3W Ha aBTOMaTH3upoBaHHOE paboyee MECTO
MI0JIB30BATENS] CUCTEMBI «DJIEKTPOHHBIN OIOJIKET» OCYLIECTBIIAETCS C 0QOPMIICHHUEM
COOTBETCTBYIOILIETO aKTa YCTAaHOBKM COIVIACHO TpeOoBaHusiM  Permamenra
VY nocrosepsitoniero nentpa dGenaepanbHOro Ka3HA4YEMCTBA.

@opmynssp Ha CK3U B 2lEKTpOHHOM BHJAE, HAXOIAIIMKWCA B COCTaBe
nokymeHTtanuu Ha CK3U, BbIBOOUTCS aIMUHHCTPATOPOM HMHQPOPMAIMOHHOM
0€30MMacHOCTH OpraHU3aluy Ha OyMa)KHBIM HOCUTENb U 3alI0JIHSAETCS OT PyKU B 4acTU
paznena «CBeneHUs O 3aKpEIUICHUM W3JeNus IMpH 3KCIuryaTauum». OTBETCTBEHHOE
XpaHeHue ¢GopMmyisipa OCYUIECTBISETCS aJIMHHHCTPATOPOM HH(POPMALMOHHON
0€30MacHOCTH OpraHu3aluu.

3anpenaeTcs MOJHOE WM YaCTHYHOE BOCIPOMU3BEIECHUE, TUPAKUPOBAHUE H
pacnpocTpaHeHUE ONTUYECKUX HOocUTeneH, coaepxkammx auctpudytusl CK3U, a
TaKXe JTUIEH3MOHHBIX Kirouelt CK3U.

B ciyuae npekpainieHusi NOJHOMOYHUI OPraHU3aLNHU B CUCTEME « DIEKTPOHHBII
OlO/DKEeT», ONTUYECKWe Hocutenu, coaepxkaume auctpudytuBsl CK3U, wu
muuen3nonHbele kmoun CK3U, a takke 3amoJIHEHHBIE YCTAHOBJIEHHBIM IMOPSIKOM
(dbopMyIsipbl BO3BpAILaOTCs opraHu3anuei B opran denepaibHOro kazHauencTsa (1o
Mecty nonyuenus: CK31).
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