127 018, MockBa, Cywesckwii Ban, 4.16/5 K P " n To
TenedoH: (495) 780 4820

dakc: (495) 780 4820 ’ n Po
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru

CpeacTtso Kpuntollpo CSP
Kpuntorpapunyieckon Bepcus 3.6
3aWmnThbl PyKoBOACTBO
aAMUHUCTpPATOopa

NHopMaLnMmn
DB 6e3onacHoCTU

Ncnonb3oBaHune CK3U
noA ynpasJieHUeEM
OC Windows

XTHAN.00050-02 90 02-01
Jlncrtos 33

2010


http://www.cryptopro.ru/�
mailto:info@CryptoPro.ru�

XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasnenHmem OC Windows

© 000 "KPUMAOTO-MPO", 2000-2010. Bce npaBa 3alnLlEHbI.

ABTOpCKME npaBa Ha CpeacTBa KpunTorpaduyeckomn 3awmTbl MHpOpMaumm Tmna
KpunTtolpo CSP n 3kcniyaTauMoHHYO AOKYMEHTAUNIO K HUM 3aperMcTpupoBaHbl
B POoccMMCKOM areHTCTBE MO NaTeHTaM M ToBapHbIM 3Hakam (PocnateHT).

HacToswmnin IokyMeHT BXOAMUT B KOMMJIEKT NOCTaBKW MPOrpaMMHOro
ob6ecneuerHunsa CK3U Kpuntollpo CSP Bepcumn 3.6; Ha HEro pacnpocTpaHsaoTCs
BCe YCJI0BMS JIMLEH3MOHHOIO cornalwenuns. bes cneunanbHOro NMCbMEHHOro
paspeweHus 000 "KPUMTO-MPO" fOKYMEHT MK €ro 4acCTb B 3/IEKTPOHHOM WUJN
ne4yaTHOM BuAe He MOryT 6bITb CKOMMPOBaHbI M NepeaaHbl TPETbUM nLaM

C KOMMEpPYEeCKOMN Lesblo.




XTAN.00050-02 90 02-01. KpunTtollpo CSP. PykoBoacTBo aaMuMHUCTpaTopa 6e30nacHoCTy.

Ncnonb3oBaHme CK3U nop ynpasnenHmem OC Windows

CoaepxaHue
1. AHHOTaUMA 5
2. CrNCOK COKPALUEHMM 1.ttt satesaaesaaeseeasesaaesaseeateseeaaesaneaaneaaneanneanees 5
3. OCHOBHble TeEXHMYECKNe AaHHble N XapakTepucTnkm CK3N.........c.ccvvvvnennns 6
3.1. TpOrpPaMMHO-AMMAPATHBIE CPEADBI 1euuiruirnienssenreesrensensensrnssesesssnnsssasesssensesnsessmsnsesnrenssensesnrenns 6
3.2. WcnonHeHnsa CK3N 6
3.3, KITHOUEBBIE HOCUTEIIM euueruieunienennsennsensssnsensssnsessssnssansesssnnsssnsesssensssnsesssensesnsensssnsesnsesssensesnsenns 7
4. YcrtaHoBka anctpubytmsos MO Kpuntollpo CSP n Kpuntolpo TLS.............. 7
4.1. MapameTpbl YCTAHOBKN KPUMATOITPO CSP.....iiiiiiiiiiiiiiiiins it st 9
4.1.1. CrpaBOYHMK NAPAMETPOB YCTAHOBKM . v ttisisisisistsiaiaiattt st eesesesesararara s sasasassneaenens 9
O6HoBNeHME CK3U KpUNTOITPO CSP ...t e e e e e nea e 11
BapuaHTtbl BcTpamBaHusa Kpuntollpo CSP w KpunTollpo TLS B npuknagHoe
no 11
6.1. BcrpavBaHue Ha YPOBHE CryptOAPL 2.0......oiiuuiiiiiiiiiiiiiriin i ea e 11
6.2. BCTPamMBaAHME HA YPOBHE CSP ....uiiuiiiiiiiiiiiiiiiiis i s s s e s s s eans 12
6.3. Ncnonb30BaHNE COM MHTEPMEMCOB ...uivuiuitiersenssseessenssssesssnssssenssnsssnsesnssnsssasennssnnesnsennns 12
6.4. NHNUMANN3aLUMSa BUBINOTEKM SSP ....criiiiiiiiiiiiiiie e s s s e s e s en e een 13
6.5. 3aBepleHne ceccunls
6.6. TPEOOBAHMS BEB0MACHOCTM «.vueruieunirusesnsensssessenssssessrnssssessssnssssenssnsesnsesnssnsesnsennsrnnesnsenns 14
7. CocTaB 1 Ha3HayeHue KOMMOHEHT nporpaMMHoro obecneveHns CK3U ...... 14
7.1. CepBucHble mogynu 15
7.1.1. Moaynb KOHTPONS LENOCTHOCTU AUCTPUOYTUBA t.vuvineirie ittt it itaiestaessanesssneesanensaneneanes 15
7.1.2. F A1 Ton o) 13V 4 1= S PO PPN 15
7.1.3. MOZAYIID KOHMIUIY PALMM cu ettt ittt tte e tte e et et et e et e et e e e e e e e e e e e e e e e e e e e a e e e neneaneeanas 15
7.1.4. MOAYIIb WP il e e e 15
7.1.5. MoAylb KOHTPOS LENOCTHOCTM B IAPAMBE Pttt ittt ittt iteettaae st rtaeetaneseanereenereaneneanes 15
7.2. Moaynu HacTPOMKM MK3U OC WINAOWS......ivuiiiiiiiiiicciisin e e s s e s s s s e s s s s nenaas 15
7.2.1. Mogaynb pacwmpeHnst n HAaCTPOMKM CryptoAPT 2.0 .. .ciiiiiii i e 15
7.2.2. Moaynu nHnumanmsaumm HacTponKku BCTpoeHHoro MK3U OC Windows ............. 16
7.2.3. Mogaynb HacTporkm anst cncteMHoro DLL crypt32.dil....ccoiieiiiiiiic e 16
7.2.4. Mogaynb HacTporikm anst cuctemHoro DLL inetcomm.dll ... 16
7.2.5. Mogaynb HacTporikm anst cncteMHoro DLL certocm.dll.....oooeiniiiiiiiiiiic e 16
7.2.6. Mogaynb HacTporikm anst cncteMHoro DLL wininet.dll ... 16
7.2.7. Mogaynb HacTporikm anst cuctemHoro DLL advapi32.dll ... 16
7.2.8. Mogaynb HacTporikm anst cncteMHoro DLL kerberos.dll.......ccovviiiiiiiiiiiiiiicceea 16
7.2.9. MOAYIIb HACTPOMKIM TL S o ittt ettt e et e e e neeanan 16
7.2.10. Moaynb HaCTPOMKM AULhENTICOA@. ...ttt e e 17
7.2.11. MoAynn HACTPOMKM MS OffiC. . uiiiiiii ittt et aeees 17
7.2.12.  MOAYNb HACTPOMKIM XML ittt ittt ettt ettt et e et e a e e e a e e e n e e naaenes 17
7.2.13.  Moay/nib HACTPOMKN KOHTPOIIEPA JOMEHA «.vuuertntsineissnestnensssenssnensrsensanenesneneeeneeneneens 17



XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasnenHmem OC Windows

7.3. Kpuntonpoanaep Kpuntollpo CSP (Moaynu conpskeHus co
BcTpoeHHbIM MK3WM Windows 2000/XP/2003/Vista/2008/7/2008R2) .....cevvivviriiennirieerinennsennenns 17
7.3.1. NHTepdencHas bMbAMOTEKA KPUMTOMPOBAMAEP@ v uerrtuerrenersenersaersaersanerssnerssnersanennenes 17
7.3.2. NHTepdericHasa 6MbnnoTeka KpUNTOrPaMUUECKOTO CEPBMCA «.vurrrrrnrnrnrnrnrnrnrrnenenenererenes 17
7.4. CK3U KPUMTOIPO CSP ...isiiiiiiiiiiies s s s s s s s s s s s e s e s s s s s e s eansn s en s e s s sesenarnsnnennnnns 17
7.4.1. Peanusaums B popmMe cepBuca xpaHeHus kntouen gnsg OC Windows
2000/XP/2003/Vista/2008/7/2008R2......cueuienieieiit et e e e e e e e e e e e aeas 17
7.4.2. Peanunsaumnsa kpuntonposangepa B opMe NPOArpyX aeMbIX BUBINOTEK .. cuvrvrinirierininnenes 18
7.4.3. Peanunsaumnsa kpuntonposangepa B popMe apariBepa 94Pa OC .....ovvvviiiiiiiiiinniiiiiiniaienes 18
7.4.4. NHTepdelic goctyna K puanyeckoMy M BUOLCH. ... ..coiviiiiiiiiiiiiiis e 18
7.4.5. MHTEP@ENCHBIE MOAYIIN [ICH . .o i e e e e e a 18
7.4.6. Manenb ynpasneHus pecypcamm CK3U KpURTOMPO CSP ...vviviiiiiiiiiii i e neaes 18
7.5. Moaynb noaaepXXkun ceTeBor ayteHTudunkaumm KpUnTolpo TLS ...iviiiiiiicesineieans 18
T 116G 77 Qo1 T o] o T ] o PP 19
7.6.1. NHTepdenc AOCTYNA K KITHOUEBBIM HOCUTEIISIM tuuueuine st itenessanesssesssaesssnesssnessseneaneneenes 19
7.6.2. MHTepdencHbie MOAYIN YCTPONCTB XPaHEHMUS KITHOUEBON MHMDOPMALMM .ovvvieirieiniennnne, 19
7.6.3. BbubnnoTteka NoaAePXKN AOCTYMNA K KITHOUEBBIM HOCUTEIIAM .uuuiueirieitieisaerssneessennanennanes 19
7.6.4. MOLYIIB ASIN L .ottt ittt ittt e e e e e e e aens 19
7.6.5. Mcnonb3oBaHue KAUEN PeECTPA WINAOWS ..uiuiii ittt e e e eneaaes 19
8. ApxutekTypa kpuntorpadumueckmnx dyHkumn B OC Windows..........c.cevvene. 21
9. BcTtpamBaHue CK3U Kpuntollpo CSP B npuknagHoe MO ......ccvvvivvviinnnnnnn. 22
10. TpeboBaHMs NO OpraHN3aUNOHHO-TEXHUYECKUM N aAMUHUCTPATUBHbIM MepaMm
obecneueHuns aKCMNYyaTaUNM CK3U .o e 22
10.1. TpebosaHus no nogkntodeHnto CK3U ans pabotbl no
06LLEeA0CTYMNHBIM KaHANAM MEPEAAUM LAHHDBIX civruirruserursrsssesesesesesasseransesansssanersaneeransenneenns 23
11. TpeboBaHMs NO 3aWMTE OT HCL ooriiiiiiii i e e aaea 23
11.1. OpraHusaunoHHO-TexHUYeckmne Mepbl 3awmTbl OT HCO....cvvvvevviiiiiieeenceeen 24
11.2. Hactpowka cucrtemHoro peectpa OC Windows
2000/XP/2003/Vista/2008/7/2008R2 npu yCTaHOBKE CK3M ......ccviiiiiiiiiiiiiccicren e 26
11.3. Mcnonb3oBaHue CK3W co ctaHAapTHbIMX NporpaMMHbIMK cpeacteamm COK .26
11.4. TpebosaHus no nogkntodeHnto CK3U anst pabotbl no
06LLEeA0CTYMNHBIM KaHANMAM MEPEAAUM LAHHDBIX civvuirruesrrrsrrnsesesesnsesaesesnssesaesssanersanseraneernneennns 27
12. TpeboBaHMSA NO KPUNTOrPAMPUUECKOM BALUMTE ..vtineiireiinerareinnerinerneaaneannens 28
MpunoxeHune 1. KOHTPO/Ib LEeIOCTHOCTM NporpaMMHOro obecneyeHus........... 30

Mpunoxenune 2. Cnyx6bl cepTudurkaunm onepaymoHHon cnctembl Windows.... 31
MpunoxeHne 3. YnpaBrieHUE NMPOTOKOSIMPOBAHMEM ...uvrrerinnrrnsessnnessanessnnnss 34

JINCT PErUCTPALMM MBMEHEHMM .veneiineiiseiineiiteaitesesanesanesanssineaneeanesaneeaneenes 36



XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasneHmem OC Windows

1. AHHOTaUMUS

HacTtoswee PykoBoacTBO AonosHseT AoKyMeHT «XKTAN.00050-02 90 02. Kpuntollpo CSP. PykoBoACTBO
aaMuHUCcTpaTopa 6e3onacHocTn. Obwasa YyacTb» Npu ncnonb3osaHum CK3U XTAW.00050-02 noa ynpas-
neHneM onepaumnoHHbix cuctem Windows 2000/XP/2003/Vista/2008/7/2008R2.

WNHCTpYKUMK agMuMHUCTpaTopam 6e30nacHOCTM M NOMIb30BaTeNAM Pa3IMYHbIX aBTOMaTU3UPOBAHHbIX
cuctem, ncnonbaywmx CK3M Kpuntolpo CSP, agomxHbl pa3pabaTbiBaTbCs C y4eToM TpeboBaHui
HacTosLero AoKyMeHTa.

2. Cnncok cokpalleHui

CRL Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoAHbI KOMUTET No TenekoMMmyHukaumam (International
Telecommunication Union)

IETF Internet Engineering Task Force

™ YCTpOCTBO XpaHeHus nHpopMaumn Ha Tabnetke touch-memory

APM ABTOMaTM3MpOBaHHOE paboyee MecTo

rMAa TMOKUIM MarHUTHbBIN AUCK

ACYH [JaTumnk cnydarHbix ymcen

HDD XecTkuin MarHUTHbIM AUCK

HCAO HecaHKLUMOHMPOBAHHbIN AOCTYM

o]® OnepaunoHHasa cmctema

MAK MporpaMMHO-annapaTHbI KOMMAEKC

MNK3n MoacnctemMa KpunTorpadunyeckon 3awmTbl MHPOpMaLMK

no MporpamMMHoe obecneyeHune

Perncrpauums MNMpucBoeHne onpeaeneHHblx atpubyToB (aapeca, HoOMepa Kiua,
npaB UCNOMNb30BAHUSA U T.M.) aBOHEHTY

PernameHT COBOKYMHOCTb UHCTPYKLUMIA U APYTON pernamMeHTUpyoLei
AOKyMeHTauumn, obecneunsatowlent pyHKLMOHUPOBaHME
aBTOMaTM3MPOBAHHOM CUCTEMbI BO BCEX peXMMax.

CepTtudukaTr DNeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHAANEXHOCTb
OTKPbITOrO K/t04a W onpeaeneHHbIX atpubyToB KOHKPETHOMY
aboHeHTy

CepTudukaums Mpouecc U3roToBneHna cepTugukaTa oTKpbITOro kntoya aboHeHTa
B LEeHTpe cepTudurkaumm

CK3M CpeactBo kpunTorpadunyeckon 3awmTbl MHGOPMaLmm

cocC Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

CcC CnpaBOYHUK CEPTUPUKATOB OTKPbLITbIX Ktoyen. CeTeBoi
CNpaBOYHUK.
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LC LlenTp Ceptudmkaumm (YaooctoBepstowmmn LieHTp)
LP LleHTp Perncrpaunmu

CoOK Cpena yHKUMOHUPOBHMSA KOMMeKca

oun DNeKTpoHHasa umdposBas noanmnch

3. OCHOBHble TEXHUYECKNE AAHHbIE N XapPaKTEPUCTUKN
CK3M

CK3U Kpuntolpo CSP pa3paboTaHo B COOTBETCTBMU C KpUMTOrpaduyeckmMm nHtepdencom bmpmbl
Microsoft - Cryptographic Service Provider (CSP).

3.1. lporpaMMHO-annapaTHble cpeabl
CK3WM Kpuntolpo CSP dyHKUMOHMPYET B Cleayowmx NnporpaMMHO-annapaTHbIX cpeaax:
Windows 2000 (ia32);
Windows XP/2003/Vista/2008/7/2008R2 (ia32, ia64, x64).

B OC Windows 2000 npu ncnonb3oBaHnm CK3U XTAN.00050-02 gomkHa 6biTb Mpon3BeAeHa YCTaHOBKA
cnepyrwmx naketoB 06HOBNEHUN:

1. Service Pack 4

2. Microsoft Security Bulletin MS02-050. Certificate Validation Flaw Could Enable
Identity Spoofing (Q328145). September 09, 2002.

JocTyn no agpecy:

http://www.microsoft.com/technet/security/bulletin/MS02-050.mspx

B OC Windows XP gosxHa 6bITb Npou3BeaeHa yCTaHOBKa naketa ob6HoBneHun Service Pack 2.
B OC Windows 2003 gomxHa 6bITb Npou3sBeaeHa yCTaHOBKa naketa obHoBneHui Service Pack 1.

Co cpokaMu aKcniyaTaumm onepaumoHHbIX CUCTEM, B Cpeae KOTopbiX MyHKUMOHMPYeT CK3U, MOXHO
03HaKoOMUTbCS MO cneayowemy agpecy: http://support.microsoft.com/gp/lifeselect.

3.2. NcnonHeHunsa CK3U

CK3M XXTAKN.00050-02 Ha nnaTdopmax Microsoft Windows 2000/XP/2003/Vista/2008/7/2008R2
MCNonb3yeTcs B ABYX BapMaHTaxX UCMONHEHMUSA:

MUcnonHeHue 1 B cocTaBe KpunTonposaraepa B opMe NOArpyxaeMoln auHammyeckorn 6nubnmorteknu,
KpunTtoapariBepa, Moayns ceteBon ayteHTudumkaumm (TLS), cepBucHbix nporpamMm. Knacc 3awmtbl - KC1.
MUcnonHeHue 2 B cocTaBe KpunToaparisepa, KpUNTOCEpPBMCA, MOAYNA CeTEBOM ayTeHTUduKauum (TLS),
YTUNUTbI BbIpaboTKN BHELLHEN raMMbl U CEPBUCHBIX Nporpamm. Knacc 3awmtbl — KC2.
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3.3. KnwueBble HOCUTEnu

Hocutenn/OC Windows IA32 Windows x64 | Windows IA64
rMAa 3,5"”, USB ancku + + +
eToken + + -
CmapTkapTbl PUK + - -
CmapTkapTtbl Ockap, + + -
MarucTpa

Rutoken + -
Pazpen HDD MNM3BM +
(B Windows -peecTp)

NpeHTudunkatopbl Touch- + - -
Memory DS1995, DS1996

MpumMmeuanme 1. Bo nsbexaHune notepu Ko4YeBo MHGOPMaLMK NMpu
nospexaeHnn HDD pekomeHayeTcs XpaHUTb pabouyto KONUI KKOYEBOM
ANCKEeTbI.

MpumMmeuaHue 2. [JonycKaeTcsd MCMNONb30BaHNE B Ka4eCTBE KJIH0YEBOro
HOCUTENS peecTpa TOJIbKO Npu npeabsasneHum K NMN3BM (cbemHomy HDD
MN3BM) TpeboBaHMit NO 3alWnTE OT HECAHKLIMOHMPOBAHHOIO AOCTYyMNa Kak
K K/Il0YEBOMY HOCUTENIO, B TOM YMCE N NOC/e yaalleHNs KoYen s
peecTpa.

MpumMmeuanme 3. NHCTanNSaTop AN KIKOYEBbIX HOCUTENEN, AOCTYMHbIX
no yMo/l4yaHuio, yCTaHaBIMBAET BCE CUMTbIBATEIN CMapTKapT U BCe
OVCKOBOAblI CbeMHbIX ANCKOB. [ONOMHUTENIbHOE NpOrpaMMHoe
obecneueHne, HeobxoamMoe AN UCMNOb30BaHUSA APYIrMX YCTPONCTB
XpaHeHuMs KN4eBon nHdopmaummn, Takxke ycTaHaBIMBaeTcs
WMHCTanNaTopoM. [Jo6aBuTb YCTPONCTBA, HE BXOAsLNE B COCTaB
anctpmbyTtmea Kpuntollpo CSP, HEBO3MOXHO.

MpumeuaHue 4. [ins Toro 4ytobbl BO BpeMs ncnosb3osaHusa MAK
Akkopa-AM3 Kak K0UYeBOro HOCUTENA OH OCTaBasica MPUroaHbIM U ANns
naeHTuduKaumm Nonb3oBaTesns Npu 3arpyske KoMnboTepa, Heob6xoanmMo
B OkHe ceoncTB [MAK BO Bce nons nepsoro ctonbua 3aHeCcTn KOHCTaHTy
64.

4. YctaHoBka auctpubyTtmnseos MO Kpuntollpo CSP un
Kpuntollpo TLS

YcraHoBka anctpubytusa Kpuntollpo CSP gonkHa Npon3BoauTCs MoJsib30BaTeNieM, UMEKLWMM NpaBa

agMUHUCTpaTopa.

[ns ycTaHOBKM nporpaMMHoOro obecneyeHuss BCTaBbTe KOMMNAKT-AUCK B MPUBOA cUMTbiBaTens. M3
npeasaraemMbix AMCTpnbyTnBoB Bbibepute ANCTpmbyTnB, noaxoasiwmn ans Bawen onepaumMoHHON
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CUCTEMbI, UMEIOLUMIA HYXHbI/ BaM ypoBeHb 3alMLLIEHHOCTU U YAO6HbIN ANs Bac S3blK YCTaHOBKM.
3anycTuTe BbINOJIHEHWE YCTaHOBKM.

{5 ¥crarosxa “Kpsnrolpo CSP” x|

Bat NPUEETCTEYET NPOrPaMMa YCTaHOEKH
"KpunTolpo CSP (KC1)"

Mporpanna BenonHHT yoTamoexy "Kpnntollpo CSPY Ha
FOMMEHOTER. JNA MpoAcn¥EHHA HanemTe keoney " danee”,

MPEAYTIPESCAEHME: JanHan Nporpamma JauiHILEHS 3aK0HAMH
HI]]I“[I[] “[“] BSF o AETODCKHE NPABAY H MEMAYHADO L HEMA COFNALIEHIAME,

3.6

o [ Hmes—] _ onew |

Puc. 2. MNpuBeTcTBEHHOE OKHO MacTepa YCTaHOBKM.

Ecnv MacTep ycTaHOBKM 0B6Hapy>XuWT Ha MalmnHe 6onee paHHioto Bepcuio KpunTolpo CSP, To B
NPUBETCTBEHHOM OKHE MOSIBUTCA MHMOPMaLWs O 3aMeLlaeMbiX NpoAyKTax:

i

{5 ¥cranosxa “Kpsnrolpo CSP™

Bac NpHBETCTEYET NPOMPamMMa yCTaHOEKK
"Kpuntolpo CSP (KC1)"

Mporpania BpNonHHT yoTamoexy "Kpnntollpo €SP Ha
FOMMEITER. JNA NPOAOMHEHHA HaWMHTE KHONEY " Janee”,

CREAYIOULHE NPOAYETbI By Ay T SANEILEHE! KOMMOHEHT AHH
VETAHABMBAEN0N BERCHM:

Kpanmalpo CSP 3.0
KpsnTolpo Winkogon

MPEAYTMPESCAEHME: JanHan Nporpamea 38 HILEHS 3aK0HAMA
HI]]I“I'“}" [1]1] ESF off ABTOPCKHX NPABAX H MENAYHADOAHEIMA COF NALIEHMANE,

Puc. 3. YcTaHOBKa C 3aMelleHUeM KOMMOHEHT.

Ons panbHelwen yctaHoskn Kpuntolpo CSP HaxMmnTe Oanee.
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Mocneaytowasa yctaHOBKa NpOM3BOANTCA B COOTBETCTBUM C COOBLLEHNSAMMN, BblAaBaeMbIMU NPOrpamMMon
yCTaHOBKU. B npouecce ycTaHOBKW ByAeT NpeasioXeHo 3aperncTMpmpoBaTth AOMNOJTHUTENbHbIE
CUMTbIBATENWN KJTOYEBOM MHGMOPMaUnNKU, AOMOMHUTENbHbIE AAaTUMKM CNy4dalHbIxX ymucen (ans yposHsa KC2)
WKW HaCTpOUTb KPMNTOMNpOBanaep Ha UCMonb3oBaHMe cnyxbbl XxpaHeHus knwodven (ans yposHs KC1). Bce
3TN HaCTPOMKM MOXHO MPOM3BECTU KaK B MOMEHT yCTaHOBKM KpUnTonpoBsaiaepa, Tak v B Nto60 MOMEHT
nocse 3aBepLleHmns yCTaHOBKM Yepes naHeb CBOUCTB.

Mocne 3aBepLieHUs YCTAHOBKU ANCTpMBYyTUBA HEOBX0AUMO NPOU3BECTU Nepe3arpy3ky KOMMbloTepa.

Mepapxuyeckas apxutektypa Kpuntorpadunyecknx @yHKUMn B onepaumoHHon cucteme Windows
No3BONSET UCMOJSIb30BaTb POCCUNCKUE KpUNTorpaduyeckme anropuTMbl, peasnmsoBaHHbIe B
Kpuntollpo CSP Ha caMbIX pa3finyHbIX YPOBHSX.

4.1. TNapameTpbl ycTaHoBKKM KpunTtollpo CSP.

Mpwu ycTtaHoBke Kpuntolpo CSP MOXHO MCMOMb30BaTh pas/inyHble NapamMeTpbl KOMaHAHON CTPOKMU,
BAMSIIOLLME Ha YCTAHaB/IMBaEMble KOMMOHEHTbI, HaYaIbHY0 HAaCTPOlKy NpoayKTa 1 T.4.

[nsa nx ncnonb3oBaHus Heob6X0AMMO 3anycKaTb YCTAaHOBKY cneayowmM obpasom:
msiexec /i <NOMHbIA WA OTHOCUTENbHbLIN NYTb K .msi-danny> <napameTpbl>

4.1.1. CnpaBO4YHMK NapaMeTpoB YCTaHOBKU
CJ'Ie.CI,YIOLLI,VIe onuunm No3BoNAKT HE YCTaHaB/IMBaTb COOTBETCTBYOLWNE enbnmnorteku noaaepxKu:
NOACCORD=1 - AkkopAa

NOBIO=1 - Buonornuecknin ACH
NODALLAS=1 - Hocutenun Dallas
NODS=1 - CyutbiBaTtenun Dallas

NODSRF=1 - ACH "MocnenoBaTe/ibHOCTb NocTaBLUMKa"
NOEMV=1 - Kapta EMV

NOFLOPPY=1 - CynTtblBaTENDb ANCKET
NOJCARD=1 - Kaptbl JCard

NOPCSC=1 - PC/SC

NOREGISTRY=1 - CuntbiBaTenb "Peectp"”
NORIC=1 - Kaptbl RIC/OSCAR
NORUTOKEN=1 - Hocutenb Rutoken

NOSABLE=1 - Cobonb

Cneaytowme onumu No3BOSIOT YNPaBasaTb perncrtpaunen nogaepxvwsaeMoro obopyLoBaHus BO BpeMs
yctaHoBku Kpuntollpo CSP (3HayeHue 0 o3Ha4vaeT "oTKIUMTb ONUMKD"; 3BE3A0UYKON OTMEYEHDLI OMuuK,
BKJIIOYEHHbIE MO YMONTYaHUIO):

REGACCORDRDR=1 - 3apernctpnpoBatb cuuTbiBaTenb "Akkopa"
REGACCORDRND=1 - 3apeructpuposaTb ACHY "Akkopa"
REGBIO=1 - 3aperncTpupoBaTh 61onornueckuii [JCY *(Toneko ana KCl)

REGETOKEN=1 - 3aperucTpupoBaTb Bce HocuTenu "Alladin eToken" *
oTaenbHble TMNbl: REGETOKENJAVA10, REGETOKENJAVA10B, REGETOKENM420, REGETOKENM420B,
REGETOKEN16, REGETOKEN32, REGETOKENR2

REGFLOPPY=6ykBbl - 3apernctpupoBaTb cumMTbiBaTenb "ancketa" ans 6ykB, yKasaHHbIX yepes3
3anaTyto

REGPNPFLOPPY=1 - 3aperncrpupoBaTb cuYuTbiBaTesnb "Bce cbeMHble HocuTenun" *
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REGDSRF=nyTtb - 3apeructpupoBaTtb ACH "MNocnenoBaTenbHOCTb NOCTaBWMKa" 1 3aaatb nyTh (6e3
"\" Ha koHuUe) k nanke c dbl, db2

REGDS1410E=nopTbl - 3apernctpmupoBaTtb cuntbiBaTtens "DS1410E" (cnncok nopToB Yyepes 3anaTyto:
LPT1,LPT2,...)

REGDS9097E=nopTbl - 3apernctpupoBaTtb cunTbiBaTesb "DS9097E" (CNnCOK NOpTOB Yepes 3ansATyto:
COM1,COM2,...)

REGDS9097U=nopTbl- 3apernctpuposaTtb cuntbiBatenb "DS9097U" (cnncok nopToB vepes 3anaTylo:
COM1,COM2,...)

REGDS199X=1 - 3aperucTpupoBaTb Hocutenb "DS199x"

REGOSCAR=1 - 3aperucTpupoBaTb Hocutenb "Ockap"

REGOSCAR2=1 - 3aperucTpupoBaTb Hocutenb "Ockap2" *

REGTRUST=1 - 3aperucTpmpoBaTb HocuTenb "Marucrpa" *

REGTRUSTS=1 - 3aperucTpupoBaTb HocuTenb "Marmnctpa CbepbaHk/BGS" *
REGTRUSTD=1 - 3aperucTpmpoBaTb HocuTenb "Maructpa Debug" *
REGPNPPCSC=1 - 3aperucTpupoBaTb cumTbiBaTeNb "BCce cuntbiBaTENM cMapTkapT" *
REGALLPCSC=1 - 3aperncTpupoBaTb NOAK/IIOYEHHbIE CHUTbIBATENN CMapTKapT
REGREGISTRY=1 - 3aperucTpmpoBaTb cuuTbiBaTENDb "Peectp”

REGRIC=1 - 3aperucTtpupoBatb HocuTenb "PUK"

REGRUTOKEN=1 - 3aperucTpupoBaTb Hocutenb "Rutoken" *

REGSABLERDR=1 - 3apeructpupoBaTb cuuTbiBaTeNb "Co60b"

REGSABLERND=1 - 3apeructpupoBaTb ACH "Cobonb"

NOETOKENWL=1 - He peructpuposatb Hocutenu "Alladin eToken" ana Winlogon
NOOSCAR2WL=1 - He peructpupoBatb HocuTenb "Ockap2" ana Winlogon

NOTRUSTWL=1 - He peructpupoBaTb HocuTenb "Maructpa"” gns Winlogon
NOTRUSTSWL=1 - He peructpupoBatb HocuTenb "Maructpa CbepbaHk/BGS" ana Winlogon
NOTRUSTDWL=1 - He peructpupoBatb HocuTenb "Maructpa Debug" ans Winlogon

NORUTOKENWL=1 - He peructpupoBatb HocuTesnb "Rutoken" ana Winlogon *

YrnpaBneHue pexvmamMu paboThbl:

CPCSPR=1 - Ansa sepcum KC1 nossonsieT Bblbpatb pexuM ciyXbbl XpaHeHnsa Knwoyen (ToNbkKo
npu ycTaHOBKe)

MEDIACSPS=1 - PernctpupoBaTb B cucTeMe OTAENbHbIN NpoBangep AN Kaxaoro tuna
KIOUYEBLIX HOCUTENEN (TONbKO NpU YyCTaHOBKE)

CACHED=N - HacTtpolika kawmnpoBaHusa kntoden. Ecnn N=0, To BbikntodeHo, ecnm N>0, To
3ajaeT pa3sMep Kawa (TobKO Mpu YCTAaHOBKE U TOSIbKO A pexXmma Cnyxbbl XpaHeHUs Ko4ven)
CSPDELETEKEYS=1 - Mpun yoaneHnn npoaykTa yaanuT Tak e BCe HaCTPOMKM U BCE KIIKOYEBbIE

KOHTeHEepbl U3 peectpa

YKaszaHue CEpPUIHbIX HOMEPOB JIMLLEH3UN:

PIDKEY= - lcnonb30BaTb yKa3aHHbI cepuiiHbiin Homep CSP
WLPIDKEY= - lcnonb3oBaTh yKasaHHbIN cepuiiHbiii HoMep Winlogon
RPPIDKEY= - lcnonb3oBaTh yKasaHHbIN CepuUiHbIA HOMep Revocation Provider
OCSPAPIPIDKEY= - Ucnonb3oBaTb yKa3aHHbI cepuiiHblin Homep OCSP Client
TSPAPIPIDKEY= - icnonb3oBaTb yKasaHHbIN cepuiiHbii Homep TSP Client
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CraHaapTHble napameTpbl Windows Installer (nogpobHee - cM. JoOKyMeHTaLUMIO:
http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=... - MNyTb ycTaHOBKMU
INSTALLDIR64=... - lyTb YyCTaHOBKN Ans 64-KOMNOHeHT (x64, Itanium)
REBOOT=R - He nepe3zarpy»xaTb KOMMNbIOTEP NOC/E YCTAHOBKM

ADDLOCAL=Mopaynm - 3azjaeT CMUCOK AOMOJIHUTENbHbIX MOAYNIEeN, KOTOpbIE CnefyeT YCTaHOBUTb
(cnncok yepes 3an0ATyto).

CyuwecTBylowme gononHUTeNbHbIE MOAYNU: reprov, driver, compat.

REMOVE=moaynu- [1J14 Y>XE YCTAHOBJIEHHOIO MNMPOAYKTA ypnansieT ykasaHHble Moayu
/gb - ycTaHoBKa 6e3 macTepa

/gn - yctaHoBka 6e3 OKOH

/L*v caitn - CO3[aHune XypHana yCTaHOBKM

Ons yaanenuna Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

MpumMepsbl:
msiexec /i "d:\Kpuntolpo CSP 3.6\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp" /L*v "c:\temp\csp.log"
/ab

5. O6HoBneHne CK3U KpunTtollpo CSP

Onsa o6HoBneHus Kpuntollpo CSP Ha OC Windows Heo6xoanmo:

. 3aMoOMHUTb TeKyLyo KoHdurypaumnto CSP (yctaHoBneHHble [JCH, cunTbiBaTENN, HOCUTENN,
napamMeTpbl aJiIrfOPUTMOB MO YMOJIYAHUIO U T.M.)

o yAanuTb wTaTtHbiMK cpeagctBamm OC gmnctpmbytus Kpuntollpo CSP

o YCT@QHOBWUTb aHaNorM4yHbIn HOBbIN anctpmbytne Kpmuntollpo CSP

o npu Heo6xoaANMOCTN BHECTU M3MEHEHUS B HACTPOKU

o KOUM U cepTUdMKaTbl COXPaHSIOTCA aBTOMaTUYECKMU

6. BapuaHTbl BcTpamBaHua Kpuntollpo CSP un
KpunTtollpo TLS B npuknagHoe MO

6.1. BcrpamBaHue Ha ypoBHe CryptoAPI 2.0.

KpunTtolpo CSP MoXeT 6biTb UCNOAb30BaHO B NPUKIaAHOM NporpaMMHOM obecneveHunun (kak n nobomn
Apyron kpuntonpoBanaep, noctaensiembiri ¢ OC Windows) uepes nHtepdeinc CryptoAPI 2.0, onmucaHue
KOTOpOro NpuBeAeHo B NporpaMMHon gokymeHTaumm MSDN (Microsoft Developer Network):
http://msdn2.microsoft.com/en-us/library/aa380255.aspx. B aTom cny4yae cnocob Bbibopa
KpunTtorpacdunyeckoro aaroputMa B npukiagHoM MO MoxeT onpeaenaTbCs MAEHTUMUKATOPOM anropmTMa
OTKPbITOro K/to4a oTnpasuTens/nonyyatens, cogepxawerocs B ceptudunkare X.509.

BcTpamBaHue Ha ypoBHe CryptoAPI 2.0 no3sonsieT BOCNOb30BaTbCA 601bWNM HabopoM DyHKLNIA,
pewatowmx 60nbWMHCTBO Npob6aeM CBSA3aHHbIX C nMpeacTaBsieHneM (popMaTtamMmn) pasnnyHbIX
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Kpuntorpadunyecknx coobuieHmi (noanmcaHHblX, 3aWwn@poBaHHbIX), cnocobamn npeacTaBneHuns
OTKPbITbIX K/lOYEN B BMAE UNGPPOBbLIX cepTUdmKaTOoB, cnocobamm xpaHeHUs M Nomcka cepTudurKaToB B
pasfinyHbIX cripaBo4YyHuKax, Bkatodas LDAP.

OyHKuMM CryptoAPI 2.0 no3BONSAOT NOMHOCTBLIO peann3oBaTtb NpeacTaBieHne u obMeH AaHHbIMK B
COOTBETCTBMU C MEXAYHAPOAHbIMMU pekoMeHaauusaMmn n MHdpactpyktyport OTkpbiTbix Kntoueit (Public Key
Infrastructure).

6.2. BcTtpamBaHue Ha ypoBHe CSP

KpunTtolpo CSP MoxeT 6bITb HEMOCPEACTBEHHO UCMO/b30BAaHO B NPUKIaAHOM NPOrpaMMHOM obecrnedyeHnu
nyTeM 3arpy3ku MOAyAs C Ucrnosnb3oBaHmeM dyHkumun LoadLlibrary(). Ang aTux uenen B KOMMAEKT
NnocTaBKM BKoYaeTcss PykoBoACTBO NpoOrpaMMmMcCTa, onvcbiBatowee coctaB GpyHKUui n tectosoe MM0O.
Mpu Takon peanusaumn npuknagHomy MO AOCTYNEH NULb OrpaHUYEHHbIA Habop HU3KOYPOBHEBBIX
KpunTorpadunyecknx @yHKLUN, COOTBETCTBYOWMUNA nHTepdericy Microsoft CSP.

6.3. Wcnonb3oBaHune COM mnHTepdencos

KpunTtolpo CSP mMoxeT 6biTb ncnonb3osaHo ns COM mnHtepdelico, pasdpaboTaHHbix Microsoft.
e CAPICOM 1.0
e Certificate Services
e Certificate Enrollment Control

Certificate Enrollment Control

COM uHTepdeiic Certificate Enrollment Control (peanusoBaHHbIn B danne xenroll.dll) npeaHasHaueH ans
NCMoJIb30BaHMsl OrpaHNYeHHOro konnvectea gyHkumnii CryptoAPI 2.0, cBA3aHHbIX C FreHepaumen Kyen,
3anpocoB Ha cepTudukaTtbl 1 06paboTkon cepTMdUKaToB, NoNydeHHbIX OT LleHTpa CepTndurkaunm c
MCMosib30BaHMEM 513bIKOB nporpamMMupoBaHus Visual Basic, C+4, JavaScript, VBScript v cpeabi
pa3paboTku Delphi.

MMeHHO 3TOT MHTEepdENC NCMONb3YIOT pasinyHbie NybnmuHblie LleHTpbl CepTudukauum (Verisign, Thawte u
T. A.) npu popMupoBaHun cepTudunKaToB Nonb3oBaTtener Ha nnatdpopme Windows.

CAPICOM 1.0

CAPICOM (peanusoBaHHbiv B darine capicom.dll) npegoctasnsetr COM mHTepdenc, Ncnosb3yoLwmm
OCHOBHble dyHKUMM CryptoAPI 2.0. DTOT KOMMOHEHT sABnseTca gobaBneHneM K yxe cywecrtsytowemy COM
nHtepdelicy Certificate Enroliment Control (xenroll.dll), koTopbIn peanusyoT KINEHTCKME DYHKLNK
reHepaunun Ko4emn, 3anpocoB Ha cepTudukaTbl u o6MeHa € LeHTpoM cepTudukaumm.

C BbINYCKOM A@HHOIO KOMMOHEHTa CTaso BO3MOXHbIM UCMOJb30BaHMe dyHKUMIA pOpMUPOBaAHNS U
MPOBEPKWN 3N1EKTPOHHOM UMGPOBON NOANMUCKU, MOCTPOEHUS U MPOBEPKU LIeNoYeK CeEPTUPUNKATOB,
B3aMMOAENCTBUSA C pa3nIMYHbIMK CripaBoYHMKaMu cepTudukaTos (Bkatovas Active Directory) ¢
ncrionb3oBaHmem Visual Basic, C++, JavaScript, VBScript n cpeabl paspabotku Delphi. Ucnonb3oBaHue
CAPICOM no3BonseTt peannsoBaTb QYHKUMOHANbHOCTb "TOHKOMO" KIMEHTa B UHTepdelice 6poy3epa
Internet Explorer.

KomnoHeHT CAPICOM gBnsetca cBo60AHO pacnpocTpaHseMbiM 1 noctaBnsercsa B coctaBe Redistributable
MHCTpyMeHTapus pa3spabotumka Microsoft Platform SDK.

MoapobHyto nHdopmauuto 06 nHtepderice CAPICOM MOXHO NOny4YnuTb Ha cepBepe
http://www.cryptopro.ru/cryptopro/documentation/capicom.htm.

Certificate Services

Certificate Services BkntouaeT B cebs Heckonbko COM nHTep@delicoB, NO3BOASAOWMX U3MEHUTD
dyHKUMOHanbHOCTb LleHTpa Ceptndmkauumn, sxoaauwero B coctas OC Windows 2000/2003 Server. Mpwn
MOMOLLM AaHHbIX MHTEP(ENCOB BO3MOXHO:

e ob6pabaTbiBaTb NOCTynatowWwme oT Nnosib3oBaTeNlen 3anpochkl Ha cepTudukaThbl;
e  U3MEHUTb COCTaB AaHHbIX (B TOM yuncre gornosiHeHu X.509), 3anucbiBaeMbiX B
n3paBaemble LEeHTPOM cepTuduKaThl;
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e onpeaennTb AOMNOSHUTENbHbIN Cnocob nybamkaumm (XpaHeHUs) n3gaHHbIX LEHTPOM
cepTnduKaTos.

6.4. WHunumanmnsauyms 6mbnmotekn SSP
MpounsBoaunTcs 3arpyska 6ubnuotekun Secur32.dll npu paboTte ¢ onepaumoHHbIMKM cuctemamm Windows
2000, Windows XP, Windows 2003, Windows Vista, Windows 2008.

C nomowbto dyHkunm GetProcAddress nonydaetcs ykasaTtenb Ha dpyHkumio InitSecuritylnterfaceA
(InitSecurityInterfaceW B cnyuyae komnunsumn ¢ Unicode).

BbizoBoM dyHkunm InitSecurityIlnterfaceA (InitSecurityInterfaceW B cnyyae komnunsaumm ¢ Unicode)
nonyyaertcsa Tabnuua dyHkumin SSPI.

Mnu, BMecTo ncnonb3oBaHus GetProcAddress, AoCTaTOUYHO NOKAOYNTL 6MbnnoTeky nmnopta secur32.lib
(BxoguT B MS Platform SDK)

3anonHsetcsa ctpyktypa SCHANNEL_CRED. Mons 3ToW CTPYKTYPbl A0/MKHbI 6bITb HY/1IEBLIMU, KPOME:
SchannelCred.dwVersion = SCHANNEL_CRED VERSION;

SchannelCred.dwFlags = SCH_CRED NO DEFAULT_CREDS |
SCH_CRED_MANUAL_CRED_VALIDATION;

[nsa cepBepa M He @aHOHMMHOIO K/IMEHTA 3aMOJIHAKTCA TaKXe Nons:

SchannelCred.cCreds = 1;

SchannelCred.paCred = &pCertContext.

MpumMeuaHmne. KoHTekcT ceptudukarta pCertContext gomkeH cogep)aTb CCbISIKY Ha 3aKpbIThbIN KHOY.
MpounssoanTcs Bbi3oB MyHKUMKM co3aaHus Credentials: AcquireCredentialsHandle c nepegnaven en
cTpykTypbl SCHANNEL_CRED mn nmeHu naketa - UNISP_NAME ("Microsoft Unified Security Protocol
Provider").
MHMumManmsaumns coegmHeHus KIMeHToM npoussoanTcs Bbi3oBoM InitializeSecurityContext 6e3 BxogHoro
6ydepa n cepepoM — Bbi3oBOM AcceptSecurityContext, nocne yero naet obbiuHbI UMkn Handshake.
Mocne ycTtaHOBMEHUA COeAMHEHMS, HO A0 Hayana nepefayvn AaHHbIX, NPUIOXEHWE AOSHKHO BbIMOJHUTD
NpoBepKy NapameTpoB COeAVHEHUS U cepTudmKaTa yaasneHHOW CTOPOHbI.
Ons nonydeHnsa ceptudukarta yaaneHHON CTOpoHbl Bbi3biBaeTca dyHKkumsa QueryContextAttributes c
aprymeHToM SECPKG_ATTR_REMOTE_CERT_CONTEXT.
[ns noCTpoeHuns uenoykn cepTudurKaToB peKOMeHAYeTCs NUCMOfIb30BaHMe PyHKLMN
CertGetCertificateChain, onucaHHyio B MSDN/Platform SDK/Security, (c dnaramm nposepku,
COOTBETCTBYIOLWMMN BbiIBpaHHOMY ypOBHIO 6e30nacHoCcTU. PekoMeHayeTcs ncnonb3osaTb dnar
CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.
Llenoyka ceptndumkatoB nposepsietca dyHkumen CertVerifyCertificateChainPolicy, onncaHHol Tam xe, C
aprymeHToM pszPolicy, paBHbiM OIDCERT_CHAIN_POLICY_SSL, n aprymeHToMm pPolicyPara, 3anonHeHHbIM
cnenywowmm obpasom:
ZeroMemory(&polHttps, sizeof(HTTPSPolicyCallbackData));

polHttps.chStruct = sizeof(HTTPSPolicyCallbackData);
polHttps.dwAuthType = AUTHTYPE_SERVER;

polHttps. fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;
memset(&PolicyPara, 0, sizeof(PolicyPara));

PolicyPara.cbSize = sizeof(PolicyPara);

PolicyPara.pvExtraPolicyPara = &polHttps;
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Heobxoanmo, 4tobbl ons kaxaoro ceptudukaTa B Lenodke

pCertContext->pCertInfo->SubjectPublickeyInfo->Algoritm->pszObjld 3akaHuMBanacb Ha
szOID_GR3410.

Bbi3biBaeTcs pyHkumns QueryContextAttributes ¢ aprymeHnTom ulAttribute, paBHbIM
SECPKG_ATTR_CONNECTION_INFO, ans nonyyeHus napameTpoB COeAMHEHNS U UX MPOBEPKUN Ha
BbIMNOSIHEHNE YC/TIOBUN:

Connectionlnfo.dwProtocol == SP_PROT_TLS1 CLIENT

Connectionlnfo.aiCipher == CALG_G28147, Connectionlnfo.aiHash == CALG_GR3411
aiExch=CALG_DH_EX_EPHEM wumm CALG_DH_EX_SF

LUnkn wudposaHusa/pac s nonyvyeHUs napaMeTpoB COeANHEHUS WN@POBaHMS AAaHHbIX peann3yeTcs C
nomoubio pyHkuni EncryptMessage/DecryptMessage.

MpumeuaHume. JonkHa 6bITb 06ecneyeHa KoppekTHas o6paboTka KoaoB Bo3BpaTa GyHKUu SSPI. MNpu
3TOM cneayeT yuuTbiBaTb, YTO TpebyeTca pasHas obpaboTka B 3aBUCMMOCTM OT TOrO, SABJISIETCA KOZA
BO3BpaTa KOAOM YCMELHOro BbIMNOJIHEHNS (DYHKLUMK, KOAOM He daTasbHOW owunbkn, He Tpebytowen
pa3pbiBa coeanMHeHusl, koaoM daTtanbHoM ownbkn, Tpebylowel paspbiBa coeamHeHns. Bee
HeobpabaTbiBaeMble KOAbl BO3BpaTa OWMOOK AOMKHbI NPUBOAUTL K paspbiBy COEANHEHUS.

6.5. 3aBeplueHune ceccuu
KoppekTHOe 3aBepLueHMe cecCMm OCYLLEeCTBSETCA Bbi30BOM pyHKuUmMn ApplyControlToken/

6.6. TpeboBaHusa 6e3onacHOCTU

1. NpuMeHeHne MoayNs NOAAEPXKKN CETEBOIN ayTEHTUIMKAUMM AOMYCKAETCA TOSIbKO MPU UCMONb30BaHMM
OTKPbITbIX K/lOUel cepBepa U KMeHTa, cepTUOULMPOBAHHbLIX AOBEPEHHBIM LIEHTPOM cepTUdUKaL MM

2. MpunoxeHneM AoKHbl obecneynBaTbCsa NpoBepka cepTudukaToB B coobuieHmsax Certificate m
CertVerify, npoepka 12 6aiT B coobueHusx Finished knueHTa n cepsepa, ABASOWNXCA UMUTOBCTaBKaMmn
K MHdOpMaLuKn BCero ananora KJInMeHT-cepBep B NpoLecce YCTaHOBIEHMS CECCMU, KOHTPOJIb COOTBETCTBUS
nMeHn knneHTa (cepsepa) IP-agpecy, No KOTOPOMY yCTaHOB/IEHA CECCUS.

7. CocTaB M Ha3Ha4YeHne KOMMOHEHT NMPOrpaMMHOro
obecnevyeHna CK3U

MporpamMmmHoe ob6ecneueHne CK3UM Kpuntolpo CSP npu dyHKUMOHMPOBaHMK nog ynpasnenmem OC
Windows 2000/XP/2003/Vista/2008/7/2008R2 (nanee OC Windows) COCTOUT U3 CneayrLwmx KOMMOHEHT:

1. CepBucHble Mmoaynu;

2. Moaynu HacTpoMKKN BCTPOEHHOW NMOACUCTEMbI KpUNTOrpaduyeCcKom 3aLmThl
nHdopmaumm (MK3M) OC Windows;

3. Moaynu conpsixenus Kpuntolpo CSP co BcTpoeHHbIM MK3W OC Windows 1
MHTEepdenc KkpmntTorpadmnyeckoro cepeuca;

4. CK3W Kpuntollpo CSP, peanusywuiee uenesble QyHKLUMN KpUNTONpoBalaepa B
dopme:

- BU6NMOTEK, 3arpy>XaemblX B aapecHOe NPOCTPaHCTBO MPUSTOXKEHUS;

- KpunTorpacnyeckoro cepemca XpaHeHus Ko4en;

- KpunTorpadum4yeckoro gparneepa;

- 6bubnuoTtek npoTtokona Kpuntollpo TLS.

® N ow
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7.1. CepBuUCHble MOAYyNU

CepBucHble Moaynm obecneymBatoT KOHTPOb LEsIoCTHOCTU AncTpmnbyTtmea Kpuntollpo CSP, ero yctaHoBKY
W yaaneHne n3 onepaumoHHOM CMCTeMbI, a Tak xe KoHdurypaunto napametpos CK3U ans kaxzoro
nonb3oBartens.

7.1.1. Moaynb KOHTPOSSA LENOCTHOCTN AncTpnbyTtmea

Moaynb cpverify.exe , cM. MpunoxeHue 1, npegHa3HayeH ANns KOHTPOSA LEeOCTHOCTU AUCTpmnbyTmBa npwm
yctaHoBke O CK3U Kpuntollpo CSP Ha koMnbloTepe nonb3oBaTtesns (MocTaBAseTcsd COBMECTHO C
ANCTpnbyTnBoM).

7.1.2.  [Ouctpnbytmns

Onctpnbytne CK3UM Kpuntolpo CSP nocraBnsietca B Buae naketa "Windows Installer" (dann csp-win32-
kcl-rus.msi nnm nogobHoe Ha3BaHue. B Ha3BaHMK dalinia yCTaHOBLUMKA NpUCYTCTBYET 0603HavyeHne
nnaTgopmMbl, 4S9 KOTOPOM OH NMpegHasHayeH, YPOBEHb 3alMTbl U A3bIK YCTaHOBKMK). Mpu 3anycke dann
csp-win32-kcl-rus.msi pa3BopaynBaeT CTPYKTYPbl AaHHbIX AUCTPUOYTMBa BO BPEMEHHbIN KaTasor u
nposoanT yctaHoBky MO CK3UN Kpuntollpo CSP.

7.1.3. Moaynb KoHpUrypaumm

Moaynb cpconfig.cpl o6ecneumMBaeT BO3MOXHOCTb yNpaBieHus nosibaosatenem kKoHdurypaumen NO CK3U
KpunTtolpo CSP, a Tak e coaepXuT BO3MOXHOCTU perncrpaunm ycraHosneHHoro MO v nony4veHums
nosib3oBaTesieM AOMNOJIHUTENBHOW MHpOPMaumu.

7.1.4. Mopaynb Wipefile
Moaynb wipefile ncnonb3yetcs ans yaaneHus ¢annos BMeCTe C COAEPXMUMbIM MPU WTATHbIX U HELWTaTHbIX
(cBonupoBaHue) cuTyauusax.

7.1.5. Moaynb KOHTpPONS LENOCTHOCTWN B ApanBepe

Ons paboTbl C N106bIM 0TNAAYMKOM MOAY/b KOHTPOAS LLEeIOCTHOCTU B ApaiBepe A0NKEH BbiTb OTK/IOYEH.
MopsAnoK OTKAKYEHUS AaHHOro Moaynsa onncaH B aokyMeHTe «XXTAW.00050-02 90 03. KpunTtollpo CSP.
PykoBoACTBO NporpamMmucTa».

7.2. Moaynu HacTtpounkun NK3N OC Windows

Moaynu npegHasHayeHbl Ang obecneyeHuns ncnonbsosaHusa MO CK3W KpunTtolpo CSP B MK3U OC
Windows. Moaynu Takxe peanm3ytoT opMaTbl Kpuntorpadpunyecknx coobweHnn, UCnosb3yeMbixX B
3alMLEeHHOM 31eKTPOHHOM noyTe (S/MIME), Office 2003/XP, Authenticode n ¢pyHkumax CryptoAPI 2.0,
dopmaTbl cepTudurkaToB n nx o6paboTky.

NMpuMeyaHume. MNonHbI NepeyveHb NOAAEPKUBAEMbBIX MPUNOKEHNI

M‘ A n n
Microsoft npueeneH B gokymeHTe "OnucaHue peanusauun”.

Moaynn HacTponku knaccnpuumnpyrotcs kak NK3U 1 oTBETCTBEHHBbI 3@ MCMOSIb30BaHNE KpUNTONpoBaliaepa
KpunTtolpo CSP co ctopoHbl npunoxernuin. OHM obecrnednBaloT BbI30B CEPBMUCA KPUNTOrpauieckmx
pyHKUMIA, HO He 06pabaTbiBalOT K/IOYEBYIO M KpUNTOrpaduyecky onacHyo nHdopmauuio (He nMmert
AOCTyna K Ka4aMm u T. n.).

7.2.1. Moaynb pacwmpeHuns n Hactponkn CryptoAPI 2.0

Moaynb cpext.dll aBnseTca 3aperncTtpupoBaHHoON B cucTeMHoOM peectpe Windows anHaMnyeckom
6ubnnotekoint (DLL) pacwmpeHusa CryptoAPI 2.0 n obecneumBaeT:

YCT@HOBKY COOTBETCTBUSA Mexay naeHtTudumnkatopamm obbvektos (OID) B kKpunTorpapmyecknx coobLieHmax
n cepTudmkKaTax oTKpbITbIX Ktoven n pyHkunamm CK3M Kpuntollpo CSP;

dopmMmnpoBaHme n pasbop kpuntorpaduveckmx CoobLLeHn U cepTMdUKaATOB OTKPbITbIX KITHOYEN.
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7.2.2. Moaynu Hnymanmsaumm HacTponkm BCcTpoeHHoro MNK3U
OC Windows

Moaynb nHnumanmsauum ang OC Windows 2000/XP/2003/Vista/2008/7/2008R2 peanu3oBaH B Buae
Apaneepa CProCtrl.sys. [JpaliBep obecneunBaeT 3arpy3Ky onpegesnieHHbIX guHaMnyecknx 6mubnmnortek
(DLL) B agpecHOe NpoCTPaHCTBO NMpoueccos, ucnonb3yrowmx CK3N.

[JOnNoNHUTENbHO 3TOT MOAY/b OCYLLECTBASET KOHTPOJb LENOCTHOCTM ycTaHoBNeHHoro MO Kpuntollpo CSP
n NMK3W (nepuoandecknin n npu 3arpyske OC).

7.2.3. Moaynb HacTponkun ans cnctemHoro DLL crypt32.dll

Moaynbe cpcrypt.dll 3arpyxaeTcsa B BUpTyasbHOE agpecHoe NpOCTPaHCTBO KaXAoro npouecca, K
KOTOpOMY noarpyxaetcsi crypt32.dll, ons yctaHoBAeHMs nepexBaTtoB GyHKLUMA, NCNOMb3YHOLWNX
nposanaep Kpuntolpo CSP.

HacTtpotika 3akntovaeTtcs B gobasneHum NMK3U Bo3MoXXHOCTU 06paboTkm MaeHTMhOUKATOPOB anropmMTMoB,
peanusyembix kpuntonposaaepom Kpuntollpo CSP.

7.2.4. Moaynb HacTponkun ansa cmcteMHoro DLL inetcomm.dll

Moaynb cpintco.dll 3arpyxaeTcsa B BUpTyasibHOE aAgpecHoe NpPOCTPaHCTBO Ka)Xaoro npouecca,
ucnonb3ytowero inetcomm.dll, Ans yctaHoBNeHUs nepexsaTtoB MYHKUMNA.

HacTtpoiika 3akno4aeTcs B NoAAEPXKE AOMOSHUTENbHbIX NAEHTU(UKATOPOB afIrOPUTMOB U BO3MOXHOCTEN
S/MIME, peanusyembix kpuntornpoBangepom Kpuntollpo CSP, npu ncnonb3oBanmn B MO Microsoft Outlook
n Microsoft Outlook Express.

7.2.5. Moaynb HacTponkun ansa cnctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxaeTcs B BUPTyasbHOE agpeCcHOe NPOCTPAHCTBO NMpoLecca yCTaHOBKM
ueHTpa ceptudumkaumm (CA) OC Windows.

Moaynb No3BoNSeT HaCTPOUTb LIeHTp cepTudmKaumnm npu ero yctaHoBKe TakK, 4yTobbl NoaAepXUBanmnCb
anroputmbl Kpuntollpo CSP.

7.2.6. Moaynb HacTponku ans cncteMHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTca B BUpTyasnbHOE afipeCHoe NpoCTpaHCTBO npouecca Internet Explorer,
ecnn B Hero otobpaxaetcsa wininet.dll.

Moaynb nossonsieT npaBuibHO oTobpaxaTtb anroputMbl Kpuntolpo TLS B Internet Explorer.

7.2.7. Moaynb HacTponkun ansa cuctemHoro DLL advapi32.dll

Moayne cpadvai.dll 3arpy>xaeTca B BUpTyasibHOe agpecHOoe NpOoCTPaHCTBO Kaxaoro npouecca,
ucnonbaytowero advapi32.dll, ana yctaHoBneHUs nepexsatoB MYHKLWUINA.

HaCTpOVIKa 3aK/1lo4yaeTcq B ,D,06aBJ'IEHMM BO3MOXHOCTU O6pa6OTKM M,EI,EHTMd)MKaTOpOB anaropmTtmos,
peanusyembix kpuntonposaaepom Kpuntollpo CSP.
7.2.8. Moaynb HacTponkun gnsa cuctemHoro DLL kerberos.dll

Moaynbe cpkrb.dll 3arpyxaeTcsa B BUpTyanbHOEe agpecHOe NpOCTPaHCTBO NPOLECcCOB, MCMOb3YOLWNX
moaynb kerberos.dll, n obecneunBaeTt amynaumMio NOAAEPKKM KPUNTONpPOBaaepoM ctaHaapTa Triple
DES.

7.2.9. Moaynb HacTponku TLS

Moaynb cpschan.dll 3arpyxaeTcs B BUpTyasibHOE afpecHoe NpoCcTpaHCcTBo npouecca Internet Explorer,
ecnun oH ucnonb3yet TLS.

Moaynb No3BoNAT Mcnonb3oBaTb anroputMbl Kpuntollpo TLS B Internet Explorer.
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7.2.10. Moaynb HacTporku Authenticode

Moaynb cpmssign.dll 3arpyxaeTtca B BUpTyasbHOe aApecHOe NPOCTPaHCTBO MNPOLECCOB, NCNOMb3YHOLWNX
TexHonoruio Authenticode, n gobasnsiet nogaepxky anroputmMos Kpuntollpo CSP.

7.2.11. Moaynu HacTporku MS Office

Moaynb cpMSO.dIl 3arpyxaeTcs B BUpTya/bHOE apecHoe NMpoCcTpaHCTBO npoueccos MS Word n MS
Excell n no3sonseT nognucbiBaTb AOKYMEHTbI C MOMOLLbO anroputmMoB Kpuntolpo CSP.

Moaynb cpExSec.dll 3arpyxaeTtca B BUpTyasbHOEe agpecHOe NpoCTpaHCcTBO npouecca MS Outlook, u
HacTpauBaeT ero ass npasuabHoM paboTtel ¢ Kpuntollpo CSP.

7.2.12. Moaynb HacTponkm XML

Moaynb cpXML.dll 3arpyxaeTcs B BUpPTyasbHOe agpecHoe NpOCTPAHCTBO MPOLECCOB, NCMOJb3YHOLWNX
XML, n no3sonsieT npuMeHaTb anroputMel Kpuntollpo CSP anga noanucu XML.

7.2.13. Moaynb HaCTpOMKKN KOHTposSiepa AOMeHa

Moaynb cpkdc.dll 3arpy>aeTca B BUpTyanbHOe aApecHoe NpoCTPaHCTBO NMPOLLECCOB AOMEHHOM
ayTeHTUdUKaLMN Ha KOHTpoiepe AOMeHa 1 obecrneymsBaeT BO3MOXHOCTb UCM0J1b30BaHUS A8 NPOBEPKMU
noanuMcu anropmtMmoBs, peanmsyemblx Kpuntollpo CSP.

7.3. Kpuntonposanaep Kpuntollpo CSP
(Moaynun conpsiXxeHnsa co BCTpoeHHbIM MK3MN Windows
2000/XP/2003/Vista/2008/7/2008R2)

7.3.1. WNHTepdeincHasa 6ubnnoteka kpuntonposanaepa

NHTepdelicHasa 6ubnnoteka cpcsp.dll peanusyeT ctaHAapTHbIM MHTepdeCc kpunTonpoBanaepa,
cooTBeTCTBYOWMA cneundukaunm Microsoft Cryptographic Service Provider, n obecneunBaeTt gaHHbIN
nHTepdelic ans obbl4HbIX NPUNOXEHUI Yepe3 kpunTorpaduyeckuin cepsuc no RPC, nnn ans
NMPUBUIIErMPOBAHHbBIX NPUNOXEHUNM (MMELWMX NpaBo A40CTyNa K YCTPOMCTBaM HOCUTENEN KITIOUYEBOIO
KOHTeWHepa) - HeNnoCpeACTBEHHO.

7.3.2. WHTepdencHag 6ubnnoteka Kpmntorpadunyeckoro cepesmca

NHTepdelicHasa 6ubnnoteka cpcspr.dll obecneunBaeT BO3MOXHOCTb obpaLleHns 06bIUYHbIX NPUIOXKEHUN K
cepBucy kpuntorpapuyveckmx pyHkKumn no npotokony RPC.

7.4. CK3U Kpuntolpo CSP

Cob6ctBeHHO CK3U KpunTtollpo CSP peanunsyeT uenesble GYHKLUMN KpUNTOrpadmnyeckon 3alnTbl
nHdopmMauunm, paboTy C KoYaMKn, 4OCTYN K KNOYEBbIM HOCUTENSM, AOCTYN K ¢pusmdeckomy ACH.

7.4.1. Peanusauus B popMe cepBuca xpaHeHusa knwouen ansa OC
Windows 2000/XP/2003/Vista/2008/7/2008R2

Moaynb cprmcsp.exe peanusyeT uenesble PyHKUUM KpUnTorpadpuyeckon 3awmTbl MHpopMauumn npu
obpaweHunm no RPC ¢ nokanbHOro KoMnbloTepa AN MHTepdericHon 6ubnmoTekn KpuntTorpaduyeckoro
cepBuca.

Moaynb obecneynBaeT:
XpaHeHMe n paboTy C KOHTEKCTOM YPOBHS 6ubnnoTteku;
XpaHeHue Kpuntorpadmyeckmnx o6beKkToB:
- KntoueBbix nap (NOCTOSAHHbIX N BPEMEHHbIX);
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- OTKpbITbIX K/OYeN (BPEMEHHbIX);

- Kntouei ceccnit (BpeMEHHbIX CUMMETPUYHbIX);

- O6beKkTOB DYHKLUUM XeWMpOBaHUS.
BbINOSIHEHME KpunTorpaduyeckmx npeobpasoBaHuii

7.4.2. Peanusauus KkpunTtonpoBangepa B popme npoarpyxaemMbix
bnbnunotek

NHTepdelic cpcspi.dll peanusyeT uenesble pyHKUMN KpunTorpaduyeckon 3awmnTel MHbopMauum ans
UHTepdeicHo 6MbnnoTekn kKpunTtonpoBsanaepa (cM. 2.3.1) B BapuaHTe dpyHKUMOHMpoBaHMS MO
KpunTtolpo CSP 6e3 ucnonb3osaHus UHTepdeiica kpuntorpadunueckoro cepsuca (cm. 2.3.2).

7.4.3. Peanusauusa kpunTtonpoBangepa B popme gpansepa sapa OC

NHTepdelic cpdrvlib.sys peanusyeT NOAMHOXECTBO LeneBbiX MYHKUNIA KpunTorpadunyeckon 3amThbl
nHdopmauum ans UHTepdeincHon 6Mbnmnortekn kpuntonposangepa (cMm. 2.3.1) B BapuaHTe
dpyHkuMoHupoBaHus MO Kpuntolpo CSP B agpe OC Windows. [IpaliBep nogaepxunBaeT BbINOJHEHME
dYHKUMI WNdpoBaHUSA, UMUTO3aLWMTbI, XELWWMPOBAHMS, MPOBEPKM NOAMUCK U BbIpaboTKy Ktouen
cornacoBaHus Ha adeMepHbIX Ko4vax. [lpavBep He nogaepxuneaeT paboTy C NoAb30BaTENbCKUMU
KJIl04YaMm.

7.4.4. WHTepdenc gocrtyna K pusnveckomy n bnoC4H
Bbubnuoteka cprndm.dll obecneunBaeT yHUdULMPOBaAHHbLIN nHTEpdEC aocTyna K dusmyeckomy ACH.

7.4.5. WHTepdencHbie moaynmn OCH
ObecneunBaloT peanusaunto goctyna Kk Tunam ACY:
bio.dll Buo[CH
accord.dll AOCH NAK "Akkopa-AMI3"
sable.dll [OCH snekTpoHHOro 3amka "Cobonb"

7.4.6. TaHenb ynpasneHusa pecypcamm CK3UN Kpuntollpo CSP

YnpaeneHue pecypcamm CK3W Kpuntollpo CSP ocyuiectBnseTcs koMaHAHbIM dannom cpconfig.cpl yepes
naHesnb ynpasneHus “CeonctBa: Kpuntollpo CSP”. K ocHOBHbIM cpeacTBaM ynpasrieHust pecypcamm CK3U
OTHOCATCS CpeACcTBa yrnpasieHus:

NNLEeH3MSaMN;
ACYH;

6mnbnmnoTekamMmu CUNTbIBAHMSA KITHOYEBOM MHDOPMaLmn;
3aKpbITbIMWU KIOYaMKN U cepTUdurKaTaMm OTKPbITbIX KIKOYen;
napametpammn CK3U.

7.5. Moaynb noanepXKu ceTeBon ayTeHTUdUKaumm
Kpuntollpo TLS

Moaynb noaaepXxKu ceTeBoM ayTeHTUdMKaunm peannsyetca B GopMe Noarpyxaemomn 6mbnmortekm m
peanusyeT NOAMHOXeCTBO MHTepdenca Microsoft SSPI(SSP/AP) (cM. cooTBeTcTBYlOWMI pa3gen MSDN).
Moaynb obecrneymsaeT ayTEHTUYHOE 3alUULLEHHOE COeAMHEHNE MeXAyY MOsb30BaTesIeM U CEPBEPOM.
cpssl.dll, cptls.dll, cpsspap.dll - npu yctaHoBKe MOAyNnsa ayTeHTUdUKALMN NOAAEPXKNBAIOLLENO
ayTeHTUdMKaunto B gomeHe, cpsspcore.dll, ssp.dll — 6e3 BO3MOXHOCTM AOMEHHOM ayTeHTUdDMKaLNK.
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7.6. TIK3UN Kpuntollpo CSP

7.6.1. WHTepdenc gocrtyna K Kao4YeBbIM HOCUTENSM

Bubnuoteka cprdr.dll obecneunBaeT yHUDUUNPOBAHHbBIN MHTEPdENC AOCTYNA K KNOYEBbLIM HOCUTENSAM
BHe 3aBMCMMOCTU OT UX TuMa.

7.6.2. WNHTepdencHbie MOAYIN YCTPOUCTB XPaHEHMS KIHOUEBOWM

nHdopMaummn
Moaynu obecneunBatoT peanusaumio 4OCTyNa K KOHKPETHbIM TUMaM K/OUYEBbIX HOCUTENEN U cUUTLIBaTENEN
fat12.dll - K guckoBoay v amckerte 3.5"
reg.dll - K CUCTEMHHOMY peecTpy U K/K4aM B HUX
accord.dll - k MNMAK Akkopa-AM[3
sable.dll - K 91eKTPOHHOMY 3aMmKy "Cobonb"
dallas.dll - K cuntbiBaTento Touch-memory Dallas
ric.dll - K cmapTkapte PUK 1 Ockap
emv.dll - K cMapTkapTe MPCOS EMV/3DES
hs.dll - K 3N1eKTPOHHOMY K/tody eToken
pcsc.dll - K cunTbiBaTENSIM cMapTKkapT u eToken, nogaepxusamowmm nHtepdenc PC/SC

ds199x.dll - k TabneTtkam DS1996, DS1995.

7.6.3. bBubnuoTeka NoaaepXKM A0CTyna K KAOYEBbIM HOCUTENAM

Bubnuoteka cpsuprt.dll obecneunBaeTt peanusaumio o0b6WmMx GyHKUNIA AOCTYNA K pas/iM4HbIM YCTPONCTBAM
XPaHEHUS1 KIII0UYEBbIX HOCUTENEN.

7.6.4. Mopagynb ASN1

MoanepxmeaeT hyHKUMM Npeobpa3oBaHNs CTPYKTYP A@HHbIX B MAWMHHO-HE3ABNCMMOE NPeACTaBIeHne.

7.6.5. Wcnonb3oBaHue knto4den peectpa Windows
YcTtaHoBKa nporpamMMHoOro obecrneyeHuns gonxHa Npon3BoAUTCA NoOJSib30BaTeNeM C NpaBaMum
aaMuHUCTpaTopa. MNpu 3ToM nporpaMmma ycTaHOBKM TpebyeT AOCTYN K CNeAyloWnM KityaM peectpa:
HKEY_LOCAL_MACHINE - nonHbin goctyn;
HKEY_CLASSES_ROOT - nofHblA gocTyn.
Mpu ucnonbsosaHmn CK3MN Kpuntolpo CSP n cozpaHum kno4den nonb3osaTenen 6e3 ncnosb3oBaHus
¢dnara CRYPT_LOCALMACHINE TpebyeTcs AoCTyn K CneayrLwmMm Kiodam peecTpa:
HKEY_LOCAL_MACHINE - yTeHune, nepeyvncreHune;

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS - cosgaHue nogksntwo4en, yTeHue,
nepe4vncieHune;

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS\SID - nonHbin goctyn; SID - SID
rnosb3oBaTens.

Mpwn ncnons3zosaHnn CK3U n cospgaHum knoyven ¢ ncnonb3osaHmem gpnara CRYPT_LOCALMACHINE
AOMNONHUTENBHO TpebyeTcsa AO0CTYN K CNeAyoLWwuM KitoyaM peectpa:
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbIli gocTyn.

Ons nameHeHus koHourypaummn CK3U Kpuntollpo CSP ¢ ncnons3osaHneM naHenu ynpasnenus (Control

Panel), kpoMme TOro, TpebyeTcsa NOAHbIN AOCTYN K KAKOYYy peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

MpuMmeuaHune 1. Mo ymonyanuio Kpuntollpo CSP MoXxeT ncnonb3oBaTb 40
65536 onucartenen kpuntorpadunyecknx 06vekToB. N5 yBeanYeHUs 3TOro

B
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3HayeHus Heobxoammo fo6aBuUTbL B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Cryptography\CurrentVersion\Parameters) napametp DWORD, paBHblIii
TpebyemoMy umcny onucatenei, Ho He 6onee 1048576.

MpumMmeuaHume 2. [lonyckaeTcs XpaHeHne 3aKpbITbix knto4ver B peectpe OC npu

ycnosumn pacnpocTtpaHeHust Ha HDD mnnn N3BM ¢ HDD Tpe6oBaHuii no obpatlleHuto ¢
K/IH0UYEBbLIMM HOCUTENSAMW, B TOM YMC/Ie U NOCNe yaaneHus Ktden us peecrpa.
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8. ApxutekTypa Kpuntorpapunieckmx pyHkumm B OC

Windows

Ucnonb3oBaHue CryptoAPI B OC Windows npecneayeT no3BONSET:

9. 1. ObecneunTb NpUKNAAHOMY YPOBHIO AOCTYN K Kpuntorpadmyecknm byHKUUAM
ANS reHepauumn kaw4en, GopMUpoBaHUS/NPOBEPKN SNEKTPOHHOM LUNPOBOWA
noanucu, wudpoBaHusl/paclundpoBaHms AaHHbIX B YCIOBUSAX U30JIMPOBaHUS
NpUKNAAHOro YPOBHS OT YPOBHS peanu3aumini kpuntorpadunyecknx dyHKUNRA.
MpUNOXeHNSIM U NPUKNAAHBIM MPOrpaMMUCTaM HE HYXXHO AeTaslbHO BHMKAaTb B
0COH6EeHHOCTM peann3aumm Toro Uianm UHOro anropmuTMa Uan N3MEeHsTb B
3aBMCUMOCTU OT anropmMTMa NpuknagHble NporpamMMmel.

10. 2. O6becneuynTb 0O4HOBPEMEHHOE UCMO/Ib30BaHME pa3HbiX aATOPUTMOB U PasfIMYHbIX
WX peanusaumn Kak NporpaMMHbIX, Tak M annapaTHbIX.

Oblwas apxuTtekTypa Kpuntorpapuyeckmx MyHKUMIA nokasaHa Ha puc. 1.

CAPICOR com

Certficate Services EHTR CepTHOMIGELMK Ouliook | Outiook Express

Authenticade

NpunoxeHun

Internet Explarer

Certficate Enrollrment Control ‘

Srmart Card Enrollnent Control |

Wnrepihenc Crypto API 2.0

DyHELM CNPEEOUHMIES CERTMdMIITOR BricomoypoEHEEEIE CHVHILIW KM NT OMpE WY BCi
Certificate Store Functions coobwenwd Simplified Message Funclions

HuzkoypOBHEBEIE CIYHKLIMK KPMNTONPa dHUeCky
coobueHud Low Level Message Functons
DyYHILM KD IMP 0ESHMALEK0 P 0B3HMA
CEPTHEMKATOR Bazoekle MounTOM adMYEckiEe dyHKLIMM
CryptEncodedCryptDecode (ASN.1) Basze Cryptography Functions

Wurepchesic mopynel BezonacHocTH
Security Support Provider Interface

CrypraPro SChannel

Microsoft Unified Security
Protocol Provider

Wurepdpeitc rpunmorpadsyecranx hy urumii Cryptographic Service Providers

Mlicrosoft Base Cryplographic Provider w1.0
Germplus GernSAFE Card CSP w10

.

Crypto-Pra Cryptographic Service Prowider

Microsoft Strong Cryptographic Provider

MWicrosoft Base DSS Cryplographic Provider Microsoft Enhanced DSS and Diffie- Hellmnan Cryptographic Provider

Nicrosoft Base DEE and Diffie-Hellman Cryptographic Provider

Puc. 1. Apxutektypa kpuntorpacdumueckux ¢pyHkumn B OC Windows

Mlicrosoft Enhanced Cryptagraphic Provider v 1.0

O6wasn apxutekTypa CryptoAPI 2.0 npeacTtaBneHa NsaTb OCHOBHLIMU (PYHKLUMOHANBbHBbIMU FPynnaMn:

BaszoBble kpunTorpadpuyeckmne GyHKLUM
K 6a30BbIM YHKLMAM OTHOCATCS:
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- GYHKUMM MHUUManm3aumm (paboTbl C KOHTEKCTOM). DTN (PyHKUMN NPeaoCTaBASIOT NPUSIOXKEHUIO
BO3MOXHOCTb BblbpaTb onpeaeneHHbI KpunTonpoBanaep no TMNy UMeHU unm no Tpebyemon
(PYHKLMOHaNbHOCTH;

- OYHKUMM reHepauunm kden. 3Tm dyHKUUM npegHasHaveHbl Ans GOpMMPOBaHNSA U XpPaHEHUS KPUMTO-
rpadpnyeckmx Kar4en pasniMyHbiX TUMNOB;

- PyHKUMM 06MeHa kntoYaMu. 3K dYHKUMM NpeaHasHavyeHbl AN TOro, YTobbl MPUNOXEHUS MOru
o6MeHnBaTbCSA pasIMYHbIMK TUMAMKN KOYEBON MHMOpMaUnM ans obecrnedeHns B3aMMOLAENCTBUS MEXAY
cobon;

- PYHKUMM KOAMPOBaHUS/aekoanpoBaHus. JaHHble dyHKUMM NpeaHasHaveHbl Ana npeobpasoBaHus
(KoaMpoBaHMSA) U3 BHYTPEHHEro NpeacraBaeHns o6bekToB, ncnonbsyembix B CryptoAPI, Bo BHewHee
npeacraeneHne n obpaTHo. B kayecTBe BHelHero npeacraBneHns o6bekToB ncnonb3yercs dopmat ASN.1
(Abstract Syntax Notation One), onpeaeneHHbIn cepmnen pekoMmeHgaumii X.680. K aToli xe rpynne
dYHKUMIA OTHOCUMTCA Habop PyHKUMIA, MO3BONAOWMX pacwMpuUTb GyHKUMOHanbHOCTb CryptoAPI nyTtem
peanusaumm u permcTpaumm cob6CTBEHHbIX TUNMOB O6BEKTOB;

- (yHKUMM paboTbl CO CNpaBOYHMKAMM cepTUdMKATOB. DTa rpynna GyHKLMI NpeaHasHadeHa ans
XpaHeHusl N 06paboTkn cepTUdUKATOB B passIMYHbIX TUMAX CMPaBOYHMKOB. [pUyeM B KayecTBe
CNpaBoYHMKA MOMYT MCMOJIb30BaTbCS CaMble pas/siMyHble TUMbl XPaHWMLL: OT NpocToro daina Ao LDAP;

- BbICOKOYpPOBHEBble PyHKLUMN 06paboTkn Kpuntorpadpuyeckmx coobuieHunii. 3ta rpynna dyHKUnn
(Simplified Message Functions) B nepByto ouyepeab npegHasHavyeHa 415 UCMOSb30BaHUsS B NPUKIaAHOM
MO. C noMoLWwbio 3TNUX MPYHKLUUIA MOXKHO

- 3awundpoBaTtb/pacwmngpoBaTb coobuieHne oT 0A4HOro Nob3oBaTeNns K Apyromy.
- NMoanucaTb AaHHbIE.
- MpoBepuTb NOANUCL AaHHbIX.

2T PyHKUMM (TaK Xxe Kak U GYHKLUMM HU3KOro YPOBHS) ONeEPUPYOT cepTUd@UKATaMN OTKPbITbIX KITKYEN
X.509 ansa agpecaumun otnpasuTens/nonyvarens AaHHbiX. B kauectse opmaTa AaHHbIX, HPOPMUPYEMbIX
pyHKUMaMU, ncnonblyetcsa popmaTt PKCS#7 (RFC 2315) nnmn CMS (RFC 2630) B Windows 2000.

- HU3KOYpPOBHEBble PYHKUMM 06paboTkn kpunTorpaduyueckmx coobuweHnin. JaHHas rpynna @yHkumin (Low
Level Message Functions) npeaHasHadeHa Ana aHanOrMuHbIX Lefen, YTO U rpynna BbICOKOYPOBHE-BbIX
dyHKUMIA, HO obnagaeT 6onbluen PyHKLMOHANBHOCTBIO U TpebyeT OT NpUKIaAHOro nporpammucta 6onee
AEeTanbHbIX 3HaHWI B 06/1aCTM NpUKNaaHOW KpunTorpaduu.

9. BctpaneaHue CK3U Kpuntollpo CSP B npuknagHoe O

Mpu BcTpaneaHum CK3W Kpuntollpo CSP B npuknagHoe nporpamMmHoe obecneveHme A0MXKHbI
BbINONHATLCS TpeboBaHWs pasgena 7 gokyMmeHTa "XTSAM.00050-02 90 02. Kpuntollpo CSP. PykoBoAcCTBO
aaMuHUcTpaTopa 6e3onacHocTn. Obwasa yacTb.

10. TpeboBaHus NO opraHM3aUMOHHO-TEXHNYECKNM U
aAMUHUCTPATMBHbIM MepaM obecneyeHus
skcnnyaTtaumn CK3U

[O0NXHbI BbINONHATLCA TpeboBaHUSA MO OpraHn3auMOHHO-TEXHUYECKMM N aAMUHNCTPATUBHbLIM Mepam
obecneueHuns 6esonacHocTn skcnyataumm CK3U B obbeme pasgena 12 gokymeHTa "XKTAM.00050-02 90
02. KpunTtolpo CSP. PykoBoacTBo agMuMHUCTpaTopa 6e3onacHoctn. Obwasa 4acTb.
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10.1. TpeboBaHusa no noakntoueHmnto CK3U ansa paboTol
no obLenoCTynHbIM KaHanaM nepegayvm AaHHbIX

Mpw noaxntodeHnn CK3U K 06Lef0CTyNHBIM KaHalaM nepeaadm AaHHbIX A0KHA 6biTb obecneyeHa
6e30MacHOCTb 3aLLMLLEHHOM CBA3K. PN 3TOM A0NKHbI ObITb ONpeaeseHbl:
o [opagoK nogkntoueHna CK3U K kKaHanam.
e BbiaeneHo MU0, OTBETCTBEHHOE 3a 6e30NacHOCTb PaboTbl MO 06WeAoCTyNHbIM KaHaiaMm.
e Pa3paboTaH TMNOBOW PerfaMeHT 3aLlULLEHHOM CBA3M, BKAKOYAOLWMN:
- NONUTUKY 6e30MaCHOCTUN 3aLUMLLEHHOM CBA3M.
- ONYCTUMbIN COCTaB NPUKNAAAHbIX NMPOrPaMMHbIX CPeACTB, AN KOTOPOro A0/IKHO ObiTh
nccnefoBaHo M 060CHOBAHO OTCYTCTBME HEraTUBHOIO BAUAHUA Ha CK3WM no KaHany nepeaayn AaHHbIX.
- nepeyeHb AONYCTUMbIX CETEBbIX MPOTOKO/OB.
- 3aWMTY CeTeBbIX COeAMHEHNN (MepeyeHb AOMYCTUMbIX CETEBbIX 9KPAHOB).
- CUCTEMA M CPEeACTBA aHTUBUPYCHOM 3aLUNUTBI.

MNopaaok nogkntoueHna CK3U K KaHanam cBA3M f0MKeH BbITb onpesenieH sKCnayaTupytoLLei
opraHusaumen.
JMom, oTBETCTBEHHbIM 33 6e3omnacHocTb paboTbl CK3M no obLienocTynHbIM KaHanam, Kak npasuno,
[ONXKEH 6bITb aAMUHUCTPaTOP HesonacHoCTH.
MepeyeHb CTaHAAPTHBLIX MPOrPAaMMHbIX CPEACTB, NpUBeAEHHbIX B M. 11.5, MoXKeT BKAtoYaTbCA
A4MWHUCTPATOPOM B TUMNOBOM perfameHT 6e3 npoBeLeHMA AOMNONHUTENbHbIX UccnenoBaHuii. Mpu aTom
[LONMKHbBI BbINONHATLCA:

® CBOEBpPeMeHHOe O6HOB/IEHME MPOrpaMMHbIX CPEACTB, BK/AOYEHHbIX B COCTaB perfaMeHTa.

® KOHTPO/b cpeabl GyHKLUMOHMpPoBaHMA CK3N.

e onpeaeneHue U KOHTPO/b 33 UCNO/b30BaHNEM CeTEBbIX MPOTOKOJ/I0B.

e cobntoaeHue npaBua nonbzoBaHus CK3U u cpenoit dyHKkumMoHMpoBaHua CK3U.
Mpu ncnonb3zosaHum CK3U ¢ gpyrumm ctaHAapPTHLIMKW NPOrPaMMHbIMUM CPeaCTBAMMU, BO3MOXKHOCTb
noaxntoveHma CK3M Kk obwenocTynHbIM KaHalaM nepesaydn AaHHbIX A40XKHA 6bITb onpeaeneHa ToNbKO
nocse NpoBeAeHNA AONONHUTENbHBIX UCCNeA0BAHUIN C OLEHKOW HEBO3MOMXKHOCTU HEraTUBHOMO BAUAHUSA
HapywmTena Ha ¢yHKLMOHUpoBaHMe CK3U, ncnonb3yowero BO3SMOXHOCTM 06LWeA0CTYNHbIX KaHal0B.

11. TpeboBaHusa no 3awmnte ot HCA

CK3M KpunTtollpo CSP B BapuaHTe ucnonHenus 1 (yposeHb 3awmtbl KC1) npu ycnoBum BbINON-HEHUS
TpeboBaHuin HacTosiwero PykosBoactea obecrneunBaoT 3aWwmMTy KOHMUAEHUMANBHOW MHGOpPMaumn oT
BHELUHero HapyLmuTens, CaMoCTOSATEIbHO OCYLLECTBASIOWEro co34aHne METOA0B U CPEeACTB peannsaumm
aTakK, a TaKXKe CaMOCTOSATENbHO peanmn3ylowWwero aTaku.

CK3WM Kpuntollpo CSP B BapuaHTe ucnonHenus 2 (yposeHb 3awmTbl KC2) ¢ MNAK 3awmtbl ot HCA “Cobonb”
nn6o “Akkopa AMA3” npu ycnoBumu BbINOAHEHUA HacTosawmx MNpasun obecneumsaloT 3awwmTy
KOHMdUAEHUNANBHON MHMOPMaLMK TakXKe OT BHYTPEHHEr0 HapyLWKUTens, He SABASIOWErocs nosb3oBaTenem
CPeACTB BblYNCINTENBbHON TEXHMKWN, HA KOTOpbIX peann3oBaHbl CK3W u MK3W, camocTosATenbHO
OCYLLEeCTBASOWEro co3gaHne MeToA0B U CPEeACTB peanm3aunm atak, a Takxxe caMoCToSTeNbHO
peanusyloLlero ataku.

3anpeuwaetcs ncnosnblosaHne CK3U Kpuntolpo CSP B cny4yae obHapyXeHus oTkaza obopyanoBaHus nunbo
nporpamMmHoro obecneverHuns MAK 3awmtbl ot HCA.
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11.1. OpraHnsaunoHHO-TeXHNYeckne Mepbl 3awmnTbl oT HC/

[onxeH 6bITb peann3oBaH CreayowWwmnii KOMMNIEKC OPraHN3aLMOHHO-TEXHUYECKUX Mep 3almTel oT HCA:

1. B cucteme permcTpupyeTtcs O4AWH Nosb3oBaTtesb C UMeHeM root, obnagatowmin npasamm
aAMWHUCTpaTOpa, Ha KOTOPOro Bo3snaraetcs 06583aHHOCTb kKoHbUrypmposaTb OC Windows
2000/XP/2003/Vista/2008/7/2008R2, HacTpamuBaTb 6e3omnacHocTb OC, a Takxe KoHpurypmposaTtb [MOBM,
Ha KoTopyt ycTaHoBneHa OC Windows.

2. [ns agMWHWUCTpaTopa BblBMpaeTcs HaAeXHbIi Maposib BXoAa B CUCTEMY, YAOBETBOPSAIOLLMIA
cneayowmMM TpeboBaHUSIM: A5MHA Napons He MeHee 6 CMMBOJIOB, CPeAn CUMBOJIOB Naposis BCTpeYaroTcs
3arnaBHble CUMBOJIbI, MPOMUCHbIE CUMBOJbI, UMMPbI U CrieunanbHble CUMBOJIbI, CPOK CMEHbI Naposs He
pexe 04HOro pasa B Mecsil, AOCTYN K Maposito Ao/KeH 6biTb o6ecneyeH To/Ibko Mosib3oBaTesnto root.

3. Bcem nonb3osaTtenam, 3aperncrpmposaHHbiM B OC
Windows 2000/XP/2003/Vista/2008/7/2008R2, aagMMHUCTpATOp B COOTBETCTBUU C MOJSIUTUKOWN
6e30MacHOCTM, NPUHATON B OpraHu3aunm, aeT MMHMManbHO BO3MOXHbIE A1 HOPManbHOW paboTbl
npasa. Kaxabin nonb3oBatenb, OC Windows 2000/XP/2003/Vista/2008/7/2008R2, He aBAstOWNIACS
aAMWHUCTPATOPOM, MOXET MpocMaTpMBaTh U pefaKTMpOBaTh TONIbLKO CBOW YCTAaHOBKM B paMKax npas
[OCTyna, Ha3Ha4yeHHbIX eMy agMUHUCTPATOPOM.

4. Ha koMnbloTepe ycTaHaBnmBaeTcs Tonbko ogHa OC Windows
2000/XP/2003/Vista/2008/7/2008R2. He ncnonb3ylT HECTAaHAAPTHbIE, U3MEHEHHbIE NN OTNIA404YHbIE
Bepcnn OC Windows 2000/XP/2003/Vista/2008/7/2008R2 Takue, Hanpumep, kak Debug/Checked Build.
Ha Bcex HDD posmxHa 6biTb ycTaHoBneHa gannosas cuctema NTFS.

5. Mpasa gocrtyna k katanoram %Systemroot%\System32\ Config,
%Systemroot%\System32\SPOOL, %Systemroot%\Repair, %Systemroot%\COOKIES,
%Systemroot%\FORMS, %Systemroot%\HISTORY, %Systemroot%\SENDTO,
%Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe ¢annam boot.ini, autoexec.bat,
config.sys, ntdetect.com u ntldr fofXHbI 6bITb YCTAHOBMEHbI B COOTBETCTBUM C NOSIMTUKOM 6e30nacHoCTy,
NPUHATON B OpraHusauumu.

6. [onXHbl BbITb YCTaHOBMIEHbI OrPaHUYEHMS Ha AOCTYMN Nosib30BaTeNeln K CUCTEMHOMY peecTpy B
COOTBETCTBUM C MPUHATONM B OpraHunsaumm nosmTMKon 6e3onacHoCTn, 4To peanusyeTca npu nomowm ACL
WKW YCTAaHOBKOWM npas AocTyna npu Hanmume NTFS.

7. [JonxHa 6biTb MCKOYEHA BO3MOXHOCTb yAalleHHOr0 pefakTMpoBaHMS CUCTEMHOMO peecTpa.

8. [OonxHa 6biTb NpoBeaeHa ycrtaHoBka SECURITY_ATTRIBUTES npoueccos 1 NOTOKOB B
CcooTBeTCTBMU C TpeboBaHMsMN 6€30NaCHOCTM BCEM CUCTEMbI B LIEIOM.

9. Ecnu HeT HeobxoaMMOCTH, HE CrieayeT UCNoAb30BaTh MPOTOKoa SMB. B cny4yae
HeobXxoANMMOCTM MCNOAb30BaHUs NpoTokona SMB napameTtpbl EnableSecuritySignature (REG_DWORD) un
RequareSecuritySignature(REG_DWORD) B kntode HKLM\System\CurrentControlSet
\Services\LanManServer\Parametrs p[omxHbl 6bITb YCTaHOBMIEHbI CO 3Ha4YeHnsMM 1.

10. Y rpynnbl Everyone fomxHbl 6bITb yAaneHbl BCe NpUBUIIETUN.
11. [donxeH 6bITb NepenmeHoBaH nonb3oBaTtenb Administrator.
12. [oskHa 6bITb OTK/IIOYEHA YYEeTHAas 3anucb ans rocresoro exoga (Guest).

13. [10/KHO 6bITb UCKIOYEHO MCMOMb30BaHNE peXnMa aBToOMaTMUYECcKOro BXoa Nosib3oBaTens B
OMnepauMoHHYI0 CUCTEMY MpK ee 3arpyske.

14. [omnxHo 6biTb OrpaHNYeHo C y4eTOM BbIGPAHHOM B OpraHM3aLMm NonmMTMKM 6e3onacHoCTU UCMonb3oBaHne
nonb3oBatensmu cepeuca Sheduler.

15. [JdonxeH 6biTb OTKtOUeH cepsnc DCOM.
16. [donkHbl 6bITb OTK/IHOUYEHBbI CETEBbIE MPOTOKO/bI, HE UCNOJIb3yeMble Ha AaHHON MNMDBM.\

17. B cnyyae nogkntoueHuns NMNIBM c yctaHoBneHHbIM CK3W K 06wenocTynHbiM ceTaMm nepegaym
AaHHbIX A0MXHO BbITb MCKAOYEHO Mcnonb3oBaHme JavaScript, VBScript, ActiveX n gpyrnx nporpaMMHbIX
06beKTOB, 3arpy>xaeMbiX U3 CETHU.
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18. [donkHa 6bITb MCKOYEHA BO3MOXHOCTb CETEBOINO aAMMHUCTPUPOBAHMS A1 BCEX, BKOYas
rpynny Administrators.

19. [donxeH 6biTb 3aKpbIT 4OCTYMN KO BCEM HE UCMOJIb3yEMbIM MOPTaM.

20. [omxHbl BKAoYaTbCca duabTpbl Naposien, ycTaHaBIMBaeMble BMeCcTe C nakeTamm 06HoBNeHUNM
OC Windows 2000/XP/2003/Vista/2008/7/2008R2.

21. [Jo/mkHbl 6bITb UCKAOYEHBI UCMOSTHEHME U OTKPbITUE DalioB, NOyYEHHbIX 13 06LWef0CTYMHbIX
ceTen Nepefayn faHHbIX, 6e3 npoBeAeHMs COOTBETCTBYIOLWMX NPOBEPOK Ha NpeaMeT CoAepXaHUs B HUX
NpOrpaMMHbIX 3aK1afoK U BUPYCOB.

22. [onxHbl 6bITb YaaneHbl Bce obuwme pecypcbl Ha NM3BM c yctaHoBneHHbIiM CK3U «KpunTollpo
CSP» (B TOM uncne 1 cosgaBaeMble Mo yMondaHuio npu yctaHoske OC Windows
2000/XP/2003/Vista/2008/7/2008R2), koTOopble HE Ucnonb3ytoTcs. MNpaBa A0CTyNa K NCMOJIb3YEMbIM
0o6WmMM pecypcaM A0sKHbl 6bITb 3a4aHbl B COOTBETCTBUM C NOJIMTUKOM 6€30MacHOCTU NMPUHSITON B
opraHusauum.

23. [llocne ycTaHOBKW ONepaLMoOHHOM CUCTEMbl U3 KaTanora %Systemroot%\System32\Config
AOo/mMKeH 6bITb yaaneH gann sam.sav.

24. [O/mKHbI UCNoNb30BaTbCa Hanbonee 3awmleHHble NPOTOKObl ayTeHTUdUKaUnK,
peann3oBaHHble B Windows 2000/XP/2003/Vista/2008/7/2008R2, ecnu dyHkumoHnposaHne CK3U He
npeaycMaTpuMBaeT NpUMeHeHne ApYrmx nNpoTOKOMO0B.

25. Tlo BO3MOXHOCTMK criefyeT NMPUMEHsSTb caMble CubHble WwabnoHbl 6e3onacHocTn (Templates).
26. [omxHa 6bITb pa3dpaboTaHa cMCTeMa Ha3HAYEHUS U CMEHbI Naposen.

27. [omxHO 6bITb 3amnpeLleHo NCnosib3oBaHe PyHKLMN pe3epBHOro KonmposaHusa naponei (OC
Windows XP).

28. [omxHbl 6bITb OTK/IHOYEHbI PEXNMbI 0TO6paXXeHUss OKHa BCEX 3aperncTpupoBaHHbIiX Ha MN3BM
nonb3oBartenen n bbICTporo nepekntoveHns nonb3losartener (OC Windows XP).

29. [osmxHa 6bITb OTKIHOYEHA BO3MOXHOCTb yAasIeHHOro agMMHUCTpupoBaHusa MN3BM c
ycTaHoBneHHbIM CK3U «KpunTtolpo CSP». (OC Windows XP).

30. $omKHO 6bITb OFpaHMUYEHO KOIMYECTBO HeyAauHbIX MOMbITOK BXOAA B CUCTEMY, B
COOTBETCTBME C MOSIUTUKON 6E€30MAaCHOCTH, MPUHSTON B opraHunsaunn. PekomeHayeTtcs 6/10kMpoBaTh
CUCTEMY MOC/IE TPEX HEeYAAUHbIX MOMbITOK.

31. [osmxHbl MCMOb30BaTbCA CUCTEMA ayAuTa B COOTBETCTBME C NOANTUKON 6e3onacHocTy,
NPUHATOW B OpraHvM3auuu, U OpraHu3oBaH perynsipHblii aHanu3 pe3ynbTaToB ayauTa.

32. [osmkeH NpoBOAMTLCS PEryasipHbIi NPOCMOTP COobLIEeHUI B XXypHane cobbiTuii Event viewer.

33. OC Windows 2000/XP/2003/Vista/2008/7/2008R2 ponxHa 6bITb HacTpoeHa Ha 3aBepLueHune
paboTbl NpV NepenonHeHUN XypHana ayauTta.

34. [donxHa bbITb o6ecnedyeHa HEBO3MOXHOCTb Moagmndunkaumm OC Windows
2000/XP/2003/Vista/2008 uepe3 obwenocTynHble KaHanbl Nnepegaym gaHHbix (Windows Update, Remote
Assistance, v T.1.).

35. Mocne unHctannsauum OC Windows 2000/XP/2003/Vista/2008/7/2008R2 posxeH 6bITb
yCTaHOBJ/IEH NocneaHmin opunumnanbHbii Service Pack ot dpmpmbl Microsoft, cywecTsyowmin Ha MOMEHT
yctaHoBku OC Windows 2000/XP/2003/Vista/2008.

36. [osmxHbl MCNOb30BaTbCA NoanncaHHble aparisepsbl. (Ans OC Windows 2000/XP).

37. Ha Bce ampekTopumn, coaepxalime cucteMHble dannsl Windows 1 nporpamMmbl U3 KOMMNAEKTa
CK3U, ponxHbl 6bITb yCTaHOBIEHbI MpaBa AOCTyNa, 3anpelailme 3annucb BCEM NoJib3oBaTeNsaM, KpoMe
AamuHuctpaTtopa (Administrator), Co3gatensi/Bnagenbua (Creator/Owner) n Cucrembl (System).

38. [osmmxkHa 6bITb UCKNOYEHA BO3MOXHOCTb CO3AaHNSA aBapuUHOro AaMna onepaTUBHOM NaMsaTH,
TaK KaK OH MOXeT coAepxaTb KpunTtorpadmnyeckmn onacHyo nHdopmMaumio.
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11.2.HacTponka cuctemHoro peectpa OC Windows
2000/XP/2003/Vista/2008/7/2008R2 npu yctaHoBke CK3U

Ha M2BM c OC Windows 2000/XP/2003/Vista/2008/7/2008R2 npu yctaHoBke CK3U Heobxoanmo
NpOBECTU HACTPONKY CUCTEMHOrO peecTpa:

- B kntoye HKLM\System\CurrentControlSet\Control\LSA, ycTaHOBWUTb NapameTp
RestrictAnonymous (REG_DWORD) co 3HauyeHneM 1 ansa UcktodeHmns aocTyrna aHOHUMHOIO nosb3oBaTesns
(null-session) k cNWCKy pasaenseMbix pecypcoB, a TakxXe AN UCKIYEHMS AOCTyNna K COAEPXKUMOMY
CUCTEMHOrO peecTpa;

- OJ11 UCKJTI0YEHNS yTeUYKM MHpopMaumn Npu nepegade AaHHbIX MO UMEHOBAHHOMY KaHany
\\server\PIPE\SPOOLSSyaanutb nms SPOOLSS 13 knto4a
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;

- B kntoye HKLM\System\CurrentControlSet\Services\ LanManServer\Parameters yctaHOBUTb
napametpbl AutoShareWks n AutoShareServer, nmetowue tnn REG_DWORD, co 3HayeHuem 0 ans 3anpeTta
aBTOMaTM4YeCKOro Co34aHMNs CKPbITbIX COBMECTHbIX pecypCcoB;

- B kntoye HKLM\Software\Microsoft\WindowsNT\ CurrentVersion\Winlogon yctaHoBUTb NnapameTp
CashedLogonCount (REG_DWORD) co 3HadyeHneM 0 ans oTKOUYEHUS KILWMPOBAHMS Naposien nocnegHmx
[ecaTu nosb3oBaTesiein, Boweawmx B CUCTEMY;

- B ktoye HKLM\System\CurrentControlSet\Services\Eventlog\ <LogName> (LogName - nms
XXYpHana Ana KOToporo cneayet orpaHUunMTb AOCTYN MofAb3oBaTensM rpynnbl Everyone) yctaHOBUTDL
napameTp RestrictGuestAccess (REG_DWORD) co 3HayeHmeM 1 ans UCKIOYEHUS A4OCTyna rpynmbl
Everyone K CUCTEMHOMY XYpHany n XXypHany NpuUIoXeHUn;

- B kntoye HKLM\System\CurrentControlSet\Control\ SessionManager\MemoryManagment
yctaHoBuTb napameTp ClearPageFileAtShutDown (REG_DWORD) co 3HaueHneM 1 ansa BKIOUYEHUS
MeXxaHW3Ma 3aTupaHusa daina noaKavykm npu nepesarpyske;

- B kntoye HKLM\System\CurrentControlSet\Control\SecurePipeServers\ yctaHoBuTb B
COOTBETCTBUMU C MNOANTUKON 6€30NacHOCTM NPUHATON B OpraHM3aumMn pa3peLlleHns Ha AOCTYyn K napameTpy
winreg ans orpaHMyYeHus yaaseHHoro AocTyna K peecTtpy;

- B ktoye HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\ Winlogon\ ycTtaHoBUTb
napameTp AllocateFloppies (REG_SZ) co 3HaueHneM 1 ans NCKNoYeHus napaanesbHoOro Ncnosib3oBaHms
AMCKoBOAA ANa rmMbKnx ANCKOB;

- B kitoye HKLM\System\CurrentControlSet\Control\Lsa yctaHoBuTb napameTp AuditBaseObjects
(REG_DWORD) co 3HauyeHueM 1 ansa BkOYEHUS ayanTa Ha 6a30Bble 06BbEKTbI CUCTEMBI;

- B ktoye HKLM\System\CurrentControlSet\Control\Lsa yctaHOBUTb napameTp
FullPrivilegeAuditing (REG_BINARY) co 3HauyeHueM 1 Ang BKAOYEHUS ayauTa NpUBUNErnii;

- ANS UCKJII0YEHUA nepefayn napons nosb3oBaTtesien no cetn B oTkpbiToM Buge (OC Windows
2000/XP) B kntoue HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters yctaHoBUTb
napametp EnablePlainTextPassword (REG_DWORD) co 3Ha4eHuem 0.

11.3.Ncnonb3oBaHne CK3U co ctaHAApPTHLIMU MPOrpaMMHbIMU
cpeacrsammn COK

MporpamMmMHoe obecneyeHne CK3U XKTAN.00050-02 no3BoasieT MCNOb30BaTh POCCUIACKNE
KpunTorpaduyeckne anroputMbl U cepTndurKaTbl OTKPbIThIX Ktoveln ctaHgapTa X.509 ¢ pasnnyHbIM
nporpaMMHbIM obecrnedeHmnem Microsoft:

e LleHTp Ceptndumkauum - Microsoft Certification Authority, Bxoaawmin B coctaB Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008r2.

e DnekTpoHHas noyta - MS Outlook (Office 2007, Office 2003, Office XP, Office 2000).
e DrnekTpoHHas nouyTa - Microsoft Outlook Express B coctaBe Internet Explorer.
e Microsoft Word, Excel, Info Path n3 cocrasa Microsoft Office 2003, 2007.
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e CpepacTtBa KOHTpoOns LenoctHocTu MO, pacnpocTpaHsieMoro no cetu - Microsoft Authenticode.
e Cnyx6bl TepmuHanos ans Windows 2003 Server, Windows 2008 Server, Windows 2008r2
Server (BkAwYas W3 cnyx6 TepMnHanos).
e 3awuta TCP/IP coeanHenuin B cetu WUHTepHeT - npoTtokon TLS/SSL npu B3anMoaencremu
Internet Explorer - web-cepsep IIS, TLS-cepsep, TLS-knueHT (IE).
SQL-cepBep.
ISA cepsep.
Cepsep TepMuHanoB un knneHT (RDP).
CpeacTtBa (pyHKUMOHMpPOBaHMS KoMnaekca paspabotkn OO0 «KPUMTO-MPO»
Kpunto-Mpo YU 1.4, Kpuntolpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP, KnuenTt Kpuntollpo HSM.
CK3M XTAN.00050-02 npun dyHKUMOHUpPOBaHUM noA yrnpasneHnem OC Windows MoxeT
MCMNOMb30BaTbCA C AOMOJIHUTEIbHBIMW NPOrPaMMHbIMU CPEACTBaMM 3aLUThl:

XXTAN.00032-01 30 01. KpunTollpo Winlogon. Cpeacrtso ceTeBol ayTeHTUdDMKaUUm.
XXTAN.00051-01 30 01. KpunTollpo EFS. CpeacrtBo xpaHeHns KoHduaeHUMansHoM MHGoOpMaumu.

11.4. TpeboBaHunsa no noakntoueHmnto CK3U gnsa paboTol
no obLenoCTynHbIM KaHanaM nepegayvm AaHHbIX

Mpu noakntoveHnm CK3U K 0bwenocTynHbIM KaHanam nepesayn AaHHbIX A0MKHa bbiTb obecneyeHa
6e30MacHOCTb 3aLLMLLEHHOM CBA3K. PU 3TOM A0KHbI ObITb ONpeaeseHbl:
o [lopagok nogkntouyeHna CK3U K KaHanam.
e BblgeneHo ML, oTBEeTCTBEHHOE 3a 6e30nacHOCTb PpaboTbl Mo 06LLEAOCTYMHbIM KaHanam.
e Pa3paboTaH TMNOBOM pernameHT 3aLLMLLEHHON CBA3M, BK/IOYAIOLNIAL
- NOANTUKY 6E30MacHOCTM 3aLLMLLEHHOW CBA3M.
- LONYCTUMbII COCTaB NPUKAALHBIX NPOrPaMMHbIX CPEACTB, AN KOTOPOro AOKHO ObITb UCCNEA0BAHO U
060CHOBaHO OTCYTCTBME HEraTUBHOTIO BAMAHMA HAa CK3U no KaHany nepefaym gaHHbIX.
- nepeyeHb JOMNYCTUMbIX CETEBbIX MPOTOKOJIOB.
- 3aWWMTY CeTeBbIX COeAMHEHNI (NepeyeHb JONYCTUMbIX CETEBbIX IKPAHOB).
- CUCTEMaA W CPeacTBa aHTUBUPYCHOM 3aLUUTbI.

Mopsaok noakntoueHnsa CK3U K KaHanam cBA3M f01KeH OblTb onpeaeneH sKCNAyaTUpPYoLWen opraHnsaLme.

oM, OTBETCTBEHHbIM 33 6e3onacHocTb paboTbl CK3M no obuiefocTynHbIM KaHanam, Kak npasuo,
AOMIKeH bbITb aAMUHUCTPATOP 6e30nacHoCTH.

MepeyeHb CTaHAAPTHBIX NPOrPaMMHBbIX CPeACTB, NpuBeAeHHbIX B N. 10.3, MOXKeT BKAOYATLCA
aAMMHUCTPATOPOM B TUMOBOM pernameHT 6e3 nposeseHUsA A0NOAHUTENbHbIX UCCNef0BaHUIA. MpU 3TOM LONKHbI
BbINO/IHATLCA:

® (CBOEBPEMEHHOE 0OHOB/NEHWE MPOrpaMMHbIX CPeACTB, BKAKOYEHHDbIX B COCTaB periaMeHTa.

® KOHTpO/b cpeabl yHKLMOHMpPoBaHMA CK3N.

e onpeaeneHve U KOHTPO/b 33 UCMOJIb30BAHNEM CETEBbIX MPOTOKO/OB.

e cobnoaeHne npaBua nonb3oBaHusa CK3U n cpepoit pyHKUMOHMpOoBaHUs CK3N.

Mpu ncnonbsosanmm CK3U c gpyrnmm ctaHgapTHbIMU NPOrPAMMHbBIMW CPeACTBaMU, BOSMOXKHOCTb
nogkntodyeHma CK3U K obLenocTynHbIM KaHalaM nepesaydn AaHHbIX A0XKHA 6bITb onpeaeneHa To/bKO nocne
nposefeHUsA A40NONHUTENbHbIX UCCNE0BAHUI C OLLEHKOW HEBO3MOMXKHOCTU HErAaTUBHOTO BAMAHUA HAPYLUUTENS HA
dyHKUMOHMpoBaHMe CK3U, ncnonb3yroLero BO3MOXKHOCTU 06Len0CTYNHbIX KaHaNOoB.
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12. TpeboBaHusa No KpunTorpadpuyeckomn sawmTe

[OomKHbI BbINONHATLCA TpeboBaHMS No KpunTorpaduyeckon 3awmte pasgena 12 JoKyMeHTa
XXTAN.00050-02 90 02 B yacTtu, kacawuenca OC Windows.

Mepea HayanoM paboTbl AOSKEH 6bITb NPOBEAEH KOHTPO/b LIe/IOCTHOCTY.
KoHTponem uesioCTHOCTU AOMXKHbI 6bITb OXBadeHbl dannbl:

Windows 2000/ XP/2003 32-bit:

accord.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll,
cpcspi.dll, cpcspr.dll, cpdrvlib.sys, cpExSec.dll, cpext.dll, cpintco.dll, cpkrb.dll, cpMSO.dll, cpmssign.dll,
cpoutlm.dll, cprastls.dll, cprdr.dll, cprndm.dll, CProCtrl.sys, cpschan.dll, cpsslsdk.dll, cpsuprt.dll, cpui.dll,
cpverify.exe, cpwinet.dll, cpXML5.dll, csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll,
etok.dll, fat12.dll, genkpim.exe, inpaspot.dll, jcard.dll, pcsc.dll, reg.dll, ric.dll, rtsup.dll, sable.dll, snet.dll,
wipefile.exe, cpocsp.dll, cpssl.dll, cpsspap.dll.

[JononHUTeNnbHO NO YPOBHIO 3awmTbl KC2

cpcspi2.dll

JononnutenbHo ansa Windows Vista/7/2008/2008r2

cpeng.dll, cpenroll.dll, cpksp.sys.

Windows 2003 Itanium (x86)

bio.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi.dll, cpcspr.dll, cpExSec.dll,
cpext.dll, cpintco.dll, cpMSO.dll, cpmssign.dll, cpoutim.dll, cprastls.dll, cprdr.dll, cprndm.dll, CProCtrl.sys,
cpschan.dll, cpsslsdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, cpXML5.dll, csptest.exe,
detoured.dll, dsrf.dll, emv.dll, fat12.dll, genkpim.exe, jcard.dll, pcsc.dll, reg.dll, ric.dll, snet.dll,
wipefile.exe.

Windows 2003 Itanium (ia64)

bio.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi.dll, cpcspr.dll, cpdrvlib.sys,
cpext.dll, cpintco.dll, cpmssign.dll, cprdr.dll, cprndm.dll, CProCtrl.sys, cpschan.dll, cpsuprt.dll, cpui.dll,
cpverify.exe, cpwinet.dll, csptest.exe, detoured.dll, dsrf.dll, emv.dll, fat12.dll, pcsc.dll, reg.dll, ric.dll,
snet.dll, wipefile.exe; cpocsp.dll, cpssl.dll, cpsspap.dll.

JononHNTeNnbHO No YPOBHIO 3awwnTbl KC2
cpcspi2.dll

Windows XP/2003 64-bit (x86)

accord.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpcrypt.dil, cpcsp.dll, cpcspi.dll, cpcspr.dli,
cpExSec.dll, cpext.dll, cpintco.dll, cpkrb.dll, cpMSO.dll, cpmssign.dll, cpoutlm.dll, cprastls.dll, cprdr.dll,
cprndm.dll, cpschan.dll, cpsslsdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, cpXML5.dll,
csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll, etok.dll, fat12.dll, genkpim.exe,
inpaspot.dll, pcsc.dll, reg.dll, ric.dll, rtsup.dll, sable.dll, snet.dll, wipefile.exe; cpocsp.dll, cpssl.dll,
cpsspap.dll.

JononHuTtenbHo ana Windows Vista/7/2008/2008r2

cpcng.dll, cpenroll.dll.

Windows XP/2003 64-bit (amd64)
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accord.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll,
cpcspi.dll, cpcspr.dll, cpdrvlib.sys, cpext.dll, cpintco.dll, cpkrb.dll, cpmssign.dll, cprastls.dll, cprdr.dll,
cprndm.dll, CProCtrl.sys, cpschan.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, csptest.exe,
dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll, etok.dll, fat12.dll, inpaspot.dll, pcsc.dll, reg.dll,
ric.dll, rtsup.dll, sable.dll, snet.dll, wipefile.exe; cpocsp.dll, cpssl.dll, cpsspap.dll.

JononHnTeNnbLHO No YpoBHIO 3awwnTel KC2
cpcspi2.dll

HdononHuntensHo ansa Windows Vista/7/2008/2008r2
cpcng.dll, cpenroll.dll, cpksp.sys
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[MpunnoxeHue 1. KOHTPOMb LLEeNOCTHOCTU NMPOrpaMMHOro
obecneyeHuns

Moaynb cpverify.exe no3BonsieT oCyLWEeCcTBASTb KOHTPOJIb LEe/IOCTHOCTU YCTAaHOBJ/IEHHOIO NPOrpamMMHOro
obecneveHns. KOHTpoOnb LLeNoCTHOCTU hannoB OCyLLEeCTBASETCS Npu 3arpy3ke danna Ha ucrnonHeHue (u
nepmoanYecKkn BO BPeMS BbIMOSIHEHWUS) MU NPU PYYHOM 3anycke NporpamMMbl KOHTPOJIS LLe/IOCTHOCTU (CM.
OnuUMI0 —rV HUXE).

Mpy NoMoLLM MepeYMCNEHHbIX HUXE ONuuii MoayNb cpverify.exe MoXeT 6bITb MCMOIb30BaH AN
CNeayolMX KOHTPOSIbHbIX Lienei:

e cpverify —r2x out_file [xmlcatname] - ¢dopmunposaHue xml-danna c umeHem out_file,
copepiKallero Cnucok Gannos, HaxoasWwmMXcs B katanore xmlcatname nog KOHTposeMm
LEeNoCTHOCTH;

e cpverify —x2r in_file [xmlcatname] - ycTaHOBneHWe No4 KOHTPOJb LEeNoCTHOCTM dhainnos
n3 katanora xmlcatname, nepeuncneHHolx B xml-danne c umeHem in_file;

e cpverify —xv in_file [xmlcatname] - npoBepka LenocTHOCTN (pakifoB 13 KaTanora
xmlcatname, nepeuncneHHolx B xml-danne c umeHem in_file;

e cpverify —rv [xmlcatname] - npoBepka LenocTHOCTM dainoB U3 Katanora xmlcatname;

e cpverify —xm in_file out_file [xmlcathname] - BblYncneHne 3HayeHus xew-PyHKUMN 4ns
Kaxaoro u3 arnos, coaepxalmnxcsa B katanore xmlcatname n nepeymcneHHbix B xml-
danne c umenem in_file, n 3anncb Nony4vyeHHbIX 3Ha4YeHn B xml-cdann c umeHem out_file.
Tekyllee 3Ha4YeHMe xew-PyHKLMA NpU 3TOM 3aMeHSeTCA Ha BHOBb NOCYUTAHHOE.

e cpverify —rm [xmlcatname] - BbluMcneHmne 3HadeHns Xew-HyHKUMN 4S9 KaxXaoro 13
darinos, cogepxawmxcs B Katanore xmlcatname. Tekyuiee 3HadYeHne xelw-pyHKUMA npu
3TOM 3aMEHSIETCS Ha BHOBb MOCYMTaHHOE.

e cpverify —d [catname] - yaaneHune Katasora catname 13 Cnucka KOHTPAUPYeMbIX
dannos.

e cpverify —mk filename — BbluncneHne 3HavyeHns xew-MPyHKUuMmM ana danna ¢ UMeHeM
filename.

e B0 Bcex nepeyncneHHbIX Bbille cyyaax, ec/iv He yKasaHo UMA KaTanora xmlcatname, 1o
NpUHUMaeTcs UMA KaTaslora cpcsp, UCNoJsIb3yeMOoe CSPp AJ19 KOHTPOA LEeNOoCTHOCTH
BXOAALMX B €ro coctaB Moaynein. CNMCoK KOHTPONMpPYeMbIX MOAYNEN 3aBUCUT OT
WCMOJIHEHMS N MOXET 6bITb NOsTydeH NMpu nomMowm KoMaHabl cpverify —r2x in_file cpcsp.

[ns Toro, 4to6bl MOCTAaBUTL MOA KOHTPOSIb LIEMIOCTHOCTU YCTaHOB/IEHHOE NMporpaMMHoe obecrneyeHue,
HY>XHO BbINOJIHUTL C/IeAYIOLLYH0 NOCNeA0BaTENbHOCTL AeNCTBUIA:

1. CospgaTtb xml-ann, cogepxxalmn CNMMCOK yCTaHaBIMBAEMbIX N0 KOHTPO/b LIe/IOCTHOCTHU
darinos. JaHHbI xml-dalin oNXKeH UMETb CIeAyoLWyo CTPYKTYpPY:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
</entry>
</catalog>
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</CProlntegrity>

2. 3anyctutb Mmoaynb cpverify —xm in_file out_file TestControl, yka3aB B kayecTse
napametpa in_file nmsa cosgaHHoro xml-daina. Pesynbtatom paboTtbl Mmoaynsa éyaer
aBnaTbCca xml-dann ¢ umeHem out_file, cogepxalimii BblUMCNEHHbIE 3HAYEHUS Xell-
dyHKUMM Ansa nepeyuncneHHolx B in_file dannos 1 uMmeowmnin cneayowyo CTPYKTypY:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Tag>0941E781760004B3AEEODF6BC53CF460A6B137083948C0OBF6D5DD153D255FE86</Tag>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Tag>A9CD3307A16F76DCE4E6E3A67ED7359658202C44D9812C532FCD8EO07B1D7A7D6</Tag>
</entry>
</catalog>
</CProlntegrity>

3. YcTaHoBUTb NOA KOHTPOJb LENOCTHOCTU dainbl, ANS KOTOPbIX 6bIS1I0 BbIYMCIEHO 3HaYEHNE
xew-dyHKUMK, ncnonb3ysa moaynb cpverify —x2r in_file TestControl, roe napamMeTpom
in_file apnaetca xml-daiin, Nony4YeHHbI B pe3ynbTaTe BblYMCIEHNSA 3HAYEHNS Xell-
PYyHKUMN B NYHKTE 2.

MpunoxeHune 2. Cnyxbbl cepTudmkaumm onepaunoHHOM
cuctembl Windows

Beaywune Mnposble NpomM3BoaMTENN CUCTEMHOIO U MPUKIAAHOIo NporpaMMHoOro obecrnevyeHus akTMBHO
WHTErpupyroT peLlleHmnsl, OCHOBaHHble Ha MHMpacTpyKType OTKPbITbIX KtoYelk B oOnepaunoHHbIe CUCTEMbI U
NpUNoXeHns. ApKuM NpuMepomM siBnseTcs onepaunoHHas cuctema Windows, NosIHOCTbIO
noaaepxusarowaa NOK.

B onepaumoHHoi cucteme Microsoft Windows B nonHom obbeme peanusoBaHa MIH@pacTpyKTypa OTKPbITbIX
KNoYen. DTa MH@paACTpyKTypa npeacTaBnseT cobon MHTerpupoBaHHbIi Habop cnyxb n cpeacts
AAMUHUCTPMPOBAHMS ANa CO34aHUSA U pa3BepTbiBaHWUS NPUIOXKEHWNIN, NMPUMEHSIOWMX KpunTorpaduio ¢
OTKPbITbIMW KJllOYaMK, @ TakXe ANSA YrpaBJeHUs MU,

NHdpacTpyKTypa OTKpPbIThIX K/KOYEN npeanosiaraeT nepapxnuyeckyo MoLesb NOCTPOEHUS LLIEHTPOB
ceptudmkaumnm. Takass mogenb obecneumBaeT MacwTabupyemMocTb, YyA06CTBO aAMUHUCTPUPOBAHUS U
COrslacoBaHHOCTb C PacTyLUMM YMC/IOM NPOAYKTOB U LEeHTpoB cepTudmnkaumn. MNMpocrteiwas gopma nepapxum
COCTOMUT M3 OAHOrO LleHTpa cepTudmrKauum, a B obieM cryyae — U3 MHOXEeCTBa C SIBHO onpeaesieHHbIMU
OTHOLLUEHUSAMU POAUTENBbCKUN-A0YEPHUN.

MHdpacTpyKTypa OTKPbITbIX KTHOYEN, peanm3oBaHHas B onepaumoHHon cucteme Microsoft Windows
2000/2003 nonHOCTbIO NoAAEPXUBAET U MO3BOMSET CO34aTb MepapXmMYecKyto Modesb LEHTPOB
cepTudmKkauunm.
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B coctaB cnyx6 ceptudunkaumnm onepaumoHHon cuctembl Windows 2000 BxoasiT cneayowme cny>xbbl mn
KOMMOHEHTbI.

CepBuc cepTudurkaumm

CepBuc cepTudukaumm npeaocraBnsieT Habop cnyx6 Ans BbiMycka, ynpasB/ieHUs U UCMONb30BaHUs
cepTUMdOUKATOB OTKPbITbIX KHOYEN B 3aLUMLLEHHbBIX TEXHOIOMUAX U NPUIOXKEHUAX, ncnonb3yowmx NOK.
CepBuc cepTndunKaumm BbIMOSHAET OCHOBHYH pOJib B yNpaBrieHUn 6e€30MacHOCTbI0 TEXHOIOMUIA U
NpuUIoXeHUn n obecneymsaeT NpoLecc AOCTOBEPHOrO U KOHdUAEHUMaNbHOro obMeHa nHdopmauuen.

KoHconb LeHTpa cepTudukaumm

KoHconb LeHTpa cepTudmkKaumm asnaetTcs pabounm MectoM agMUHUCTpaTopa 6e30MacHoCTH,
NMo3BOMAKLNM YNPaBAATb cepTUdUKaTamMm OTKPbIThIX KHOUeN.

32



XTAN.00050-02 90 02-01. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.
Ncnonb3oBaHme CK3U nop ynpasnenHmem OC Windows

{&3 Certification Authority

J Action  Yiew “ " o= | | | B

Tree I Request ID | Requester Name | Binary Certificate | Serial Wumber | Certificate EFFE:I

3 Certiication Authority (Local) Elzs04 WAMATUSR P e BEGIN CERTL.. 3sfa2cld0n.. 17.04.2002 18

= CP CoP Test CA Elzsos WWWAILSR Py -] BEGIM CERTL., 4lefradalin.,, 18.04,2002 7:f
[ Revoked Cartificates =l s WWWATLUSR P - BEGIN CERTL.. <29c6fd3000...  18.04.2002 11

25 Issued Certificates Elzs07 WWWIILUSR_Fd - BEGIM CERTL.. <429dS4f2000... 18.04.2002 11
[Z3 Pending Requests Elzs0s WWWIILSR_F - BEGIM CERTL.. <2dcddds000.,,  18.04.2002 12
(2 Failed Requests Elzs00 WWAILSR P - BEGIM CERTL.. 42£327d4000... 18.04.2002 12

Elzsin WWMATLSR P ] BEGIM CERTIL... 42e37ccb000... 18.04.2002 12
Elzs11 WWWWATLSR P el BEGIM CERTL... 42esflcc000...  18.04,2002 12
Elzsiz WWMATLSR P ] BEGIM CERTL... 42f7e89f000... 18.04.2002 12
Elzs1a WWWWATLSR P el BEGIM CERTL... 437fF3cf0000.., 18.04,2002 15
Elzs14 WWMATLSR P ] BEGIM CERTIL... 438b5429000... 18.04.2002 15
Elzs15 WWWWATLSR P el BEGIM CERTL... 033d9c95000.., 19.04,2002 14
Elzs1a WWWWATLSR P el BEGIM CERTIL... 0360c51a000...  19.04,2002 15
Elzsi7 WWMATLSR P ] BEGIM CERTL... 039cb262000.,. 19.04,2002 16
Elzs1a WWWWATLSR P el BEGIM CERTL... 03bfbeda000... 19.04,2002 16

EGIM CERTIL... 0389c496000.., 19.04,2002 17
aIM CERTIL..., 0447bale ]

Elzsio WWWATUSR_Fin
]

19 9

J|
| |

CpeacTBa pacwmpeHmsa @yHKUMOHANbHOCTU cepBuca cepTuduKalmm

CpefacTBa paclumpeHust hyHKLMOHANbHOCTU cepBUca cepTUdMKaLMmn NpeaocTaBnsioT Habop METOAOB,
NO3BOMSALWMX U3MEHSATb U pa3BMBaTbh QYHKLMOHANLHOCTb CTAaHAAPTHOIO cepBuca cepTudmKaumm ans
YAOBNETBOPEHUS NOTPEGHOCTM KOHKPETHOM MPUKAALHON CUCTEMBI MU TEXHOMOMMU. STU CPeACTBa
MO3BOMSAT UHTEMPUPOBATL CEPBUCA CEPTUDUKALMN C PA3NINYHBIMU CETEBLIMW CMPABOYHUKAMM U
NpuIoXeHMaMu, GopMMpoBaTb COCTaB CeEPTUdOUKATOB OTKPbITbIX Ktoueil, MoandUUMPOBaTbL NpoLecc
yrnpaBneHus cepTudurkaTamu.

KnneHTCckmMe cpeactsa B3anMOAENCTBMSA CO Cnyxb6oi cepTudmkaumm

KnueHTCkne cpeacTBa NpeAoCTaBAsAOT NOb30BaTENSAM pas3/indHbie MeToAbl AN (POPMUPOBAHUS 3aKPbITbIX
KJ1HOYEl, 3anpocoB Ha cepTudukaTbl 1 06paboTkn cepTUdmMKaToB, BbINYLEHHbIX CNyX60i cepTudmkaumu.

ApXnUTeKTypa cepBuca ceptudurkaLmm

ApxuTekTypa cepBuca CepTM(bVIKaLI,MM npeacrtaBsieHa Ha cneayruweM pUcyHke.
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PKCS10 ! /
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I y CRL
/ L el
WaBnokel Moayne Basa
CepPTHRUKATOB NOANTHKN cepTHHKATOB

[MpunoxeHune 3. YnpaBneHne NnpoToKOIMPOBaHNEM

[nsa BKNIOYEHUS/OTKIIOUYEHNS MPOTOKONMPOBAaHNS:
a) ana Windows 32/ Windows 64 KC1 nobaBnseTcsa B peecTp:
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\debug\
DWORD napameTp cpcspi ans onpeaeneHnus ypoBHsS NpoTokosa
DWORD napameTp cpcspi_fmt npns onpegeneHus ¢popmaTta npoTokona

b) ans Windows 32/ Windows 64 KC2 gobaBnsieTcs B peecTp:

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\debug\
DWORD napameTp cpcspi2 pnns onpegeneHns ypoBHS npoTokona

DWORD napameTp cpcspi2_fmt nnsa onpeaneneHns dopmaTta NnpoTokosa

3HauyeHMeM NapaMeTpa YPOBHb NPOTOKONa sAABAsSieTCa 6BUTOBas Macka:
N_DB_ERROR = 1 # coobueHuns 06 owmnbkax
N_DB_LOG = 8 # coobueHuns o Bbi3oBax

3HayeHMeM napameTpa ¢popMaTt NpoToKoa ABseTcs butoBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMSA MOAYyNS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLMUMN
DBFMT_TEXT = 0x10 # BbIBOAMUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBoAUTb HEX pamn
DBFMT_ERR = 0x40 # BbiBoauTb GetLastError
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