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AHHOTAUUA

HacTosiee PykoBOACTBO coAepXWT obllee onuMcaHMe cpeactBa KpunTtorpaduyeckon 3aluThbl
mHdopmMaumn Kpuntolpo CSP v. 3.6, XXTAN.00050-02 (gnanee no tekcty — CK3UN XTAN.00050-02),
pekoMeHzaumMmn no ncnosb3osaHmio CK3M B pa3nnyHbiX aBTOMaTU3MPOBAHHbIX CUCTEMAX.

B 3aBMCMMOCTM OT KOMMJEKTauumM UM UCMNOSb3yeEMOM  MpPOrpamMMHO-anmnapaTtHOM  cpeabl
dyHKuMoHmnpoBaHmsa CK3M cnepyeT pyKOBOACTBOBATbLCS TakXe AOKyMeHTamu [9] - [17].

NHCTpYyKUuMn agMuHUCTpaTopaM 6€30MacHOCTM U NOMb30BAaTENAM Pa3IMYHbIX aBTOMaTU3NPOBAHHbIX
cucteM, ucnonbaytowmx CK3W Kpuntollpo CSP, aonxHbl pa3pabaTbiBaTbCa C ydyeToM TpeboBaHwi
HacTosawero PykoBoacTea.
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1. Cnucok cokpallieHunn

CRL Cnucok oTo3BaHHbIX cepTudukatoB (Certificate Revocation List)

ITU-T MexAyHapoAHbI KOMUTET No TenekoMMyHukauuam (International
Telecommunication Union)

IETF Internet Engineering Task Force

APM ABTOMaTM3NpOBaHHOE paboyee MecTo

rMa MOKUN MarHUTHbIA ANCK

ACH JaTumk cny4vanmHbix Yncen

HDD XKecTKkMin MarHUTHbIN AUCK

HCO HecaHKUMOHMPOBaHHbIA A0CTYyN

OoC OnepauunoHHas cucteMa

MAK MporpamMMHO-annapaTHbIA KOMMIEKC

MK3KU Moacncrtema KpunTorpadmyeckon 3awmTbl UHGOpMaLum

no MporpamMmHoe obecneveHune

Perncrpauuns MpuceBoeHne onpeaeneHHbix atpnbyToB (agpeca, HoOMepa Kiua,
rnpaB WUCMOb30BaHMA U T.M.) aboHeEHTY

PernameHT CoBOKYMHOCTb MHCTPYKLUWI U APYrOoi pernamMeHTupytoLen
[OKyMeHTauumn, obecneumBatowlen @yHKUNOHMPOBaHMe
aBTOMaTMU3MPOBAHHOM CUCTEMbI BO BCEX peXMMax.

CepTtudukaTt DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAIOLWMA NPUHAANEXHOCTb
OTKPbITOrO K/lto4a U onpeaesnieHHbIX aTpubyToB KOHKPETHOMY
aboHeHTy

CepTtudurkauus Mpouecc M3rotToBaeHus cepTudmKaTa OTKPbITOro Kaoya aboHeHTa
B LeHTpe cepTudukaumm

CK3u1 CpeacTtBo KpunTorpaduyeckon 3awmnTbl HGopMaLnm

cocC Cnucok oTo3BaHHbIX cepTudukatoB (Certificate Revocation List)

CcC CnpaBoYHUK cepTUPMKATOB OTKPbITbIX Ktovel. CeTeBoMn
CNpaBOYHUK.

CoK Cpena pyHKUMOHMPOBAHMSA KOMIMJIEKCa

uc UenTtp Ceptudukauum YU

yu YpocrtoBepstowmin LieHTp

P LleHTp Perncrpaunu YL,

34 DNEeKTPOHHbIN AOKYMEHT

oun DneKTpoHHasa umdposBas nNoanuch

2. OCHOBHble TEPMUHbI N NOHATUS

ABTOMaTU3MpOBaHHas MHdOpMaLMOHHas cuctema

KoMMieKc NporpaMMHbIX U TEXHUUYECKMX CPEACTB, NpeaHa3HauyeHHbIX ANna cbopa, XpaHeHus, nomMcka v Bblgayu
MHOPMaLMK MO 3ampocaM.

ABTOMaTM3npoBaHHas cmcrema

Cuctema, cocTosiLas M3 nepcoHana M KOoMMjekca CpeAcTB aBToOMaTu3aluuu ero AesTeNlbHOCTU, peanusytolias
MHDOPMALIMOHHYO TEXHOOMMIO BbINONIHEHUS! YCTAHOBEHHbIX DYHKLUNNA.
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ABTOPCTBO MHdOPpMaL MM

OOHO3HaYyHOE COOTBETCTBME MeXAy COoAepXaHueM u/wmnun GopMmon mHdopmaumm u cybbekToMm (06bekToM),
copmMupoBaBLUMM 3Ty MHbOPMauuio. [nsa nonb3oBaTenss aBTOPCTBO MOSYYEHHOW MM M3 CUCTEMbl WM KaHana
CBSA3U WHdOPMauMM O3HayaeT OAHO3HA4YHOEe YCTAHOBSIEHME WCTOYHMKA, CPOpMMpOBaBLUErO 3Ty MHMOpMaUuUo
(ee aBTOpA).

AKTyanbHOCTb MHdOpMaLum

CBOMCTBO WMHGpOPMaLMN COXpaHSATb CBOM cBokcTBa (UEHHOCTb) Ans cybbekTa (nonb3oBaTenst) B TedeHue
onpeaenieHHoro nepuoaa BpeMeH!.

AAMUHKCTpaTop 6e30nacHoCTH

CybbekT  [oCTyna, OCHOBHOW  06513aHHOCTbIO  KOTOporo  siBnsietcsas  obecneyeHne  6e30MacHOCTU
KOH(pUAEHUNANbHON CBSA3M Ha TOM y4yacTKe CeTW, KOTOpykt OH KypupyeT. CucteMa aAMWMHUCTPATUBHOIO
ynpaBneHnsi 6e30MacHOCTbl0 BK/IOYAeT B CEBSl KOMMEKC OpraHn3auMoHHO-TEXHUYECKUX Mep, HamnpaBneHHbIX
Ha obecneyeHne KOHMUAEHUNANBHOCTU CBA3MW.

OCHOBHble HanpaBneHUs AesTeNbHOCTU agMUHUCTpaTopa 6e30nacHoCTU:
- KOHTPOJb LIeNIOCTHOCTU NMPOrpaMMHOro obecnevyeHus;

- ynpaBsJieHMe KJII0YEBOM CUCTEMOI: XpaHeHWe, BBOA B AEWCTBME M CMEHa K/1loYen nonb3oBaTenen, reHepauus
3aKpbITbIX M OTKPbITbIX K/tOYel NOANUCU NMoSib30BaTesNein;

- yrnpaBneHve [OCTYyNnoM Mosb3oBaTenell CUCTEMbl K MPOrpaMMHOMY obecneyeHuio W AaHHbIM, BKto4ast
YCTaHOBKY W MEepuoAMYEecKytd CMeHy naponei, ynpaBfieHMe CpeAcTBaMyu  3almTbl  KOMMYHUKaUMWN,
nepesaBaeMblX, XpaHUMbIX 1 06pabaTbiBaeMbiX AaHHbIX.

AOMWUHNCTPATOP 3aLUUTHI

Cy6bekT AoCTyna, OTBETCTBEHHbIM 3a 3aluTy aBTOMaTU3MPOBAHHOW CUCTEMbl OT HECaHKLMOHWPOBAHHOIo
AoCTyna K uHdopmaumu.

AyTeHTuduKaums

MpoBepka NPUHAANEXHOCTM Cy6bekTy [OCTyna npeabsBieHHOro WM uaeHTudUKkaTopa, MoATBEPXAEHUe
NOASIMHHOCTU.

AyTeHTUdMKaums nHpopmaumm

YcTaHoBMIEHWE MNOANMHHOCTM  WHGOPMaUMKM  UCKNHOUUTENBHO Ha OCHOBE BHYTPEHHEW CTPyKTypbl CaMol
MHbOpMaUMM He3aBUCUMO OT WCTOYHMKA 3TOM MHMOPMauuKM, YCTAaHOBMEHME 3aKOHHbIM Moslyyatenem
(BO3MOXHO apbuTpoM) dakTa, YTO nony4vyeHHass MHdopmauus Hanbonee BeposTHO 6blna nepegaHa 3aKOHHbIM
oTnpasuTeneM (MCTOYHMKOM) M YTO OHa MpPM 3TOM HE 3aMEeHeHa W He WckaxeHa. Jliobble npeaHaMepeHHble U
CryyavHble MOMbITKM UCKaXeHU HdopMaLmMm 06Hapy>XMBakTCst C COOTBETCTBYIOLLEN BEPOSTHOCTLIO.

Be3onacHocTb

CocTosiHMe 3aLUMLLEHHOCTU XU3HEHHO BaXHbIX MHTEPECOB JIMYHOCTM, obLlwecTBa U rocyaapcTsa OT BHYTPEHHUX
W BHELLHMX Yrpo3.

OTcyTCTBME HEAOMNYCTUMOrOo pUCKa, CBA3aHHOI0 C BO3MOXHOCTbIO HaHeceHus yulepba.
Be3sonacHocTb MHpopMaumn (MHbopMaunoHHas 6e30nacHOCTb)

CocTosiHMe nHdbopmMauumn, MHPOPMaLMOHHbLIX PECYPCOB U MHPOPMALMOHHbBIX CUCTEM, NMPU KOTOPOM C Tpebyemoi
BEPOSITHOCTbIO  obecneumBaeTcs 3awmta UWHdopMaumm  (AaHHbIX) OT  YTeYKW, XuLleHus, yTpaThl,
HECAHKLUMOHMPOBAHHOIO YHUYTOXEHUSA, UCKaXeHns, Moandukaummn (Noaaenku), KonnposaHus, 610KnpoBaHus
nT.M..

CocTosiHMe 3alWMLEeHHOCTN UWHdopMaumm, obpabaTbiBaeMoli CpeAacTBaMU  BbIYUCAUTENbHOW TEXHWUKU  WUIun
aBTOMATU3MPOBAHHOM CUCTEMbI, OT BHYTPEHHUX UM BHELLIHUX Yrpo3.

BnokupoBaHue nHpopmaumm
MpekpalueHre nnm 3aTpyaHeHne A0CTyna 3aKOHHbIX Nosib3oBaTesnen K nHdbopmauum.
Bepudukauus
YcTaHOBIEHWE COOTBETCTBUS MPUHATOM U NepesaHHON MHMOPMaLUKN C NMOMOLLbIO IOFMYECKUX METOLOB.

NMpoLecc CpaBHEHUs ABYX YpoOBHeW  cneuuMdukaumm  CpeACTB  BbIUUC/UTENbHOM  TEXHUKM WK
aBTOMaTM3MPOBAHHbIX CUCTEM Ha HaAnexallee COOTBETCTBUE.

Bnageney nHbopmMaumm

Cy6beKT, OCYLLeCTBASOWNIA BnafeHWe W Nofnb3oBaHWe WHdopMaumMeiln U peanusylolmii  MNOSHOMOYMS
pacrnopsXeHusi B npesenax npas, YCTAHOBEHHbIX 3aKOHOM W/UM COBCTBEHHUKOM MHbOPMaLMK.

CybbekT MHGMOPMaUMOHHbLIX OTHOLIEHMI, obnajalowmin NpaBoOM BNaAeHWUsl, Pacrnops>XeHWss U MOJIb30BaHUEM
WH(OPMaLMOHHbBIM PECYPCOM MO AOrOBOPY C CO6CTBEHHMKOM MHMOPMaLMK.

Bnageneu nHdopmaumm, MHPOPMALUMOHHOM CUCTEMBI
CybbekT, B HenocpeaCTBEHHOM BeAeHMW KOTOPOro B COOTBETCTBMM C 3aKOHOM HaxoAasTcs uHdopMmauums,
WMHMOpMaLMOHHas CTPyKTypa.

lFocypapcTBeHHas TaiHa

3alwmiaemble rocyAapcTBOM CBeAeHUsl B 06/1acTM ero BOEHHOW, BHELIHEeNOJUTUYECKOW, 3KOHOMWUYECKOW,
pa3BeablBaTENIbHON, KOHTPpa3BeAblBaTE/IbHON W OMNepaTMBHO-PO3bICKHOM AeATeNbHOCTM, pacrnpocTpaHeHue
KOTOPbIX MOXeT HaHecTu yuepb 6e3onacHocTn Poccuinckon depepaummn.
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Fpud KOHPMAEHLMANBHOCTH

CneumanbHass OTMeTKa Ha HocuTene VIH(bOpMaLI,VIVI nméo B conpoBoAUTENbHBIX AOOKYMEHTax Ha Hero,
CBMAETENbCTBYIOWAsA 0 TOM, YTO HOCUTENb COAEPXUT KOHPMAEHUMaNbHY MHDOpMauuto.

Ipuc CekpeTHOCTM

PekBu3nTbI, CBMAETENbCTBYOWME O CTENEeHUW CEeKPEeTHOCTU CBEeAEHUN, COoAepXaluxcsa B WX HoOcuTene,
npoctaBnsgeMble Ha CaMOM HOocCUTene n/mnu B COI'IpOBOLI.VITEJ'IbHOVI AOKYMEHTaUMN Ha HEro.

JokymeHT
JokyMeHTMpoBaHHas MHdoOpMaums, cHabxeHHas onpeaeneHHbIMU PEKBU3UTaMM.

MaTepwuasnbHblit 06BEKT C MH(OPMaLMEN, 3aKpenIEHHOM CO34aHHbIM YENI0BEKOM CMOCO60M AN ee nepeaayun Bo
BPEMEHU 1 NPOCTPaHCTBE.

[okyMeHTUpoBaHHas MHPoOpMaums (AOKYMEHT)

3admKkcMpoBaHHas Ha MaTepuanbHOM HocuTene UWHdopMauuMss C  pekBUM3UMTaMW, MO3BOSIOWMMU  ee
naeHTMdUUMpoBaTb.

MpuMeuaHmne. [JoKyMeHTMPOBaHHas UHMOPMaLMsa C OrpaHUYEHHbIM AOCTYMOM MO YC/IOBUSIM ee MpaBoBOro
pexuma nogpasaensiercs Ha MHdOopMaLUuIo, OTHECEHHYIO K rOCYAapCTBEHHOW TaliHe, U KOHDUAEHUNANbHYIO.

[OKYMEHT B 3/1eKTPOHHOM opMe (DNEKTPOHHbIA AOKYMEHT)

DNeKTPOHHbI 06pa3 AoKyMeHTa (NnaTexHoro Wan MHoro) - dain, AOCTOBEPHOCTb KOTOporo obecneymBaeTcs
KOMMJIEKCOM MeponpusiTuii no 3awute wuHdbopmauuun. [pu 3ToM dain MOXeT coaepXaTb HEeCKObKo
AOKYMeHTOB (NnakeT AOKYMEHTOB).

3 npeacTtaBnseT coboil A4OKYMEHTUPOBAHHYK COBOKYMHOCTb AaHHbIX, 3aPUKCUMPOBaHHbLIX Ha MaTepuanbHOM
HocuTene (MarHUTHOM unn 6yMaxHOM) C pekBU3UTaMu, No3BONAIOWUMU MAEHTUULUMPOBATL 3TY MHPOPMaLUIO
W aBTOpPOB AoKyMeHTa. MaeHTudwukaums 3 obecneumBaercs cpeacTBamMu 3aliMTa Ha OCHOBE afrOpUTMOB
WndpoBaHWs, 3NEKTPOHHOM LM(POBOIN NOAMUCK U 3aLUMTbI OT HECAHKLMOHMPOBAHHOIO A0CTYyNa.

Ol co3pjaeTcs Y4YacCTHMKOM CUCTeMbl Ha OCHOBe OyMaxHOoro JAoKyMeHTa nMbo Ha OCHOBaHWW Apyroro
3/IEKTPOHHOrO JOKYMEHTa M MOJSIHOCTbIO MOBTOPSIET ero No cogepxaHuto. [ obpabaTbiBalOTCAa U XpaHATCS B
9BM 1 MoryT nepeaaBaTbCsl MO 3/1EKTPOHHbLIM KaHanaMm CBSi3u.

JocTyn K MHbopmMaumm

MonyuyeHne Cy6beKToOM BO3MOXHOCTU O3HAKOMJEHUSI C MHbOPMauWeit, B TOM YMCIE C MOMOLLbID TEXHUYECKUX
CpeacTs.

O3HakoMfeHue ¢ nHdopmauunenn, ee ob6paboTka, B 4HaCTHOCTM, KONMMPOBaHME, MOAUPUKALMS NN YHUUTOXEHNE
MHpopMaumn.

[JocTynHocTb nHdopMaumm

CBOMCTBO  WMHdOPMaLmMKM, TEXHUYECKUX CPeAacTB M TexHonorum 06paboTku, XapakTepusylolleecs
crnocobHocTblo obecneunBaTb HecnpensaTCTBEHHbIN AOCTYN K WMHMOpMauum cybbekToB, UMeKWwux Ha 370
Haznexaline nosHoMouus.

3aBepeHune (HoTapusaums)

Perncrtpaumsa AaHHbIX Y AOBEPEHHOr0 TPeTbero svua A7 MOBbIWEHNS YBEPEHHOCTU B MPaBUIbLHOCTU TakuX
XapaKTeEPUCTUK, KaK coaepxXaHne, NCTOYHUK AaHHbIX, BpEMSA AOCTaBKW.

3awmTa nHdopmauum

[esTenbHOCTb MO MPEAOTBPALLEHUIO  YyTEUYKM 3alMlaeMoi  MHGOpMauuMM, HECAHKUWOHUPOBAHHbLIX U
HenpeAHaMepeHHbIX BO34ENCTBUI Ha 3aluMLlaeMyo MHdopMaLumio.

KoMnniekc MeponpusTuii, MNpPOBOAUMBIX C  LUENbld  NPefoTBpalleHMs  yTeuku, XULWEeHWs, yTpaThbl,
HECAHKUMOHMPOBAHHOIO YHUYTOXEHUS, MW3MEeHeHus, Moaudbukaumm (noaaeniku), HecaHKUMOHMPO-BaHHOro
KOMUpPOBaHWs, 610KMPOBaHUS MHbOPMaL.

3awmTa nHgpopmaummn ot HC

CocTtaBHas 4acTb obuweit npobnembl obecrneyeHuss 6e3onacHOCTM MHGOpMauun. MeponpussiTus Mo 3awmTte
nHdbopmaummn ot HC AO/MKHbI OCYLLECTBAATLCS B3aMMOCBA3aHO C MEpPONpUSTUSAMM MO CreumasnbHOM 3aluTe
OCHOBHbIX W BCMOMOraTefibHbIX CPeACTB BblYMCANTENBHON TEXHWKM, CPEACTB M CUCTEM CBSA3M OT TEXHUYECKMUX
CPeACTB pa3BeAkM WM MPOMbIWIEHHOrO LWMNWoHaxa. B obuweM cnyyae, KOMMAEKC MporpaMMHO-TEXHUYECKUX
CpeacTB W OpraHuMsauMoHHbIX (MpoueaypHbIX) peleHnin no 3awmuTte uHdopmaumm ot HCO peanusyetcs B
paMKax cucTembl 3awnTbl MHdopMaumm ot HC, yCNnoOBHO COCTOALLEN W3 CreayroLmuX 4YeTbipex MNoACUCTEM:
yrnpaBfieH1s 4OCTYMNOM; perncrpaumm u yyeta; Kpuntorpaduyeckoli; obecneyeHnss LeNoCTHOCTY.

3awuiieHHoe CpeacTBO BbIYMCINTENBHOM TEXHUKN (3alLMLLEeHHas aBTOMaTU3MpoOBaHHas cnuctema)

CpeancTBo BbIUUCITUTENBHON TEXHUKM (aBTOMATU3MpOBaHHasi CUCTEMa), B KOTOPOM peaniM3oBaH KOMMJIeKC
CpefCTB 3aluThI.

IA32, IA64, x64, SPARC, Power PC
AnnapaTtHble naaTdopMbl, UCNONb3yeMble NpousBoanTensmm NMNIBM
NaoeHTudunkaums

MNpucBoeHne cy6bekTaM W 06bekTaM AocTyna uaeHTUdukaTopa u (MIM) CpaBHEHWE NpeabsBASEMOro
naeHTMdUKaTopa C nepevyHeM NpPUCBOEHHbIX NAEHTUDUKATOPOB.

MMuTo3awumTa
3awmTta cuctembl WnMhPOBAHHON CBSA3M OT HaBA3bIBAHUSA JIOXKHbIX AaHHbIX.
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MMuToBCTaBKa

OTpe3sok WHGoOpMaumm GUKCMPOBAHHON ANWHbI, MOJIyYEHHbI MO OMNpeAeneHHOMY MpaBWy U3 OTKPbITbIX
AaHHbIX M KNtoya M fo6aBfieHHbI K 3awndpoBaHHbIM AaHHBIM AN obecneyeHns UMUTO3alUnThI.

Kntou (kpuntorpaduyeckunii Knwou)

KOHKpeTHOe ceKpeTHOe COCTOsSIHME HEKOTOPbIX NMapaMeTpoB anroputMa KpunTorpaduyeckoro npeobpasoBaHus
AaHHbIX, obecneyuBatowee BbIGOp 0AHOro Npeobpas3oBaHMs M3 COBOKYMHOCTM BCEBO3MOXHbIX ANS AaHHOrO
anroputMa npeobpasoBaHuit [3].

KomnpomeTauus kno4a

YTpaTa noBepus K TOMY, YTO MCMO/b3yeMble koum obecrneumnBatoT 6e3onacHocTb MHpopmaumm. K cobbitusm,
CBSI3@HHbIM C KOMMpOMEeTaLMeN KitoYeld OTHOCATCS, BKlOYasi, HO He OrpaHnyYMBasiCh, Ceaylolme:

1. lNoTeps KAKYEBLIX HOCUTENEN.
2. ToTeps kNOYEBbLIX HOCUTENEN C UX NocneayowmmMm obHapyXXeHneM.
3. YBONbHEHME COTPYAHUKOB, MMEBLUNX AOCTYN K KHOYEBOM MHPOPpMaUnn.

4. HapyleHue npaBun XpaHEHWS U YHUYUTOXEHWUS (MOCne OKOHYaHMS CpoKa AENCTBUS) 3aKpbITOro
KJIoya.

5. BO3HWKHOBEHWE TMOAO3PEHMA Ha YyTeuyky WHPOpMaUMM WM ee  WUCKaXeHWe B  cucreme
KOHMWAEHUMANbHOM CBA3N.

6. HapyleHune neyatn Ha ceide C KNoUYEBbIMU HOCUTENSMMA.

7. Cnydyau, Korga Hefb3si AOCTOBEPHO YCTaHOBWTb, UTO MPOM3OLWIO C K/YEBLIMK HOCUTENSMKU (B TOM
yncne crydam, Korga KauyeBON HOCMTENb BbilLENn U3 CTPOS M [A0KAa3aTe/lbHO He OMpOBEPrHyTa BO3MOXHOCTb
TOro, YTO, A@HHbIN (DAKT NPOM30LLEN B Pe3y/bTaTe HECAHKLMOHNMPOBAHHbIX AEWCTBUIA 3/10yMbILIEHHMKA)

PasnuuatoTcs ABa BMAa KOMMPOMETAUMWM 3aKPpbITOro KlYa: siBHas M HesiBHaA. lepBble yeTbipe CO6bITUS
TPaKTYIOTCS KaK siBHasi KoMrpomeTauus knwodein. Crneaywowme Tpu TpebytoT cneunanbHOro pacCcMOTPeHUst B
KaX[0M KOHKpPETHOM cnyvae.

KoHdbunaeHumManbHOCTb MHGpOpMaLmm

CybbekTuBHO onpegensieMas (npunucbiBaeMasi) MHGOpMaLMM XapakTepucTuka (CBOWMCTBO), yKa3biBalowas Ha
HeobXx0ANMMOCTb BBEAEHUS OFpaHMYEHWI Ha Kpyr Cyb6beKkToB, MMelWwux AOCTYN K AaHHOW uHdbopMmauuu, u
obecneuymBaeMasi CnoCOBHOCTLIO CUCTEMbI (Cpeabl) COXPaHSATb YKasaHHYo MHMOopMauuto B TaillHe OT Ccy6beKkToB,
HEe MMeLWMnX NOSIHOMOYNIA Ha NpaBo AOCTyna K Hen.

KoHduaeHumansHaa nHdopmaums
JokyMeHTMpoBaHHas MH@OPMaLmMs, AOCTYN K KOTOPOW OrpaHUYMBaETCsi B COOTBETCTBUM C 3aKOHOAATENbCTBOM
P®. Apyrast nnpopmaums, Tpebyowas 3awmnThbl.
KoHTponb AocTtyna (ynpaBneHue AOCTYMNOM)
Mpouecc orpaHnMyeHns AocTyna K pecypcaM CUCTeMbl TO/IbKO pa3pelleHHbIM cybbekTaMm nnu obbekTam.
Kpuntorpaduyeckas 3awmTa
3awmTa AaHHbIX NpY NOMOLWM KpunTorpadunyecknx npeobpasoBaHuii AaHHbIX.
Kpuntonposanaep

Peanunsyet @yHKUMW WKMPPOBAHNUS, BbIUNCIEHUS MMUTOBCTABKMW, X3WMPOBaHWUS, (pOPMUPOBaHUS U MPOBEPKMU
noanwucuK, reHepauuMm nonb3oBaTenbCckmMx kodern. ObecneumBaeTr paboTy C CECCMOHHBIMW  K/OYaMuU
WwndpoBaHusa (reHepauusi, 3KCNOPT/MMMNOPT B 3alUMULLEHHOM BUAE), 3aKPbITbIMU U OTKPbITbIMM KAoYamu SLM u
obMeHa, BBOA KJ/OYEW C K/OYEBbIX HOCUTENeW, 3alWMUWEHHOEe XPaHeHME W YHUYTOXEHWE KIo4vel B
onepaTuMBHOW namsiTM. Peanusyetca kak 6ubnnoTeka, AMHAMUUECKW 3arpyxaemass B efuMHOe ajpecHoe
NPOCTPaHCTBO Npouecca, MHULMMPYEMOro NPUKIAAHON 3aaadvent.

Kpuntonpoapansep

Peanusyetr ¢yHKUMM WMGDPOBAHMSA W BbIMUCIEHUS WMWUTOBCTABKM, X3WWPOBAHMA W MPOBEPKM MOAMUCH.
O6ecneunBaeT paboTy C CECCMOHHbLIMK KtOYaMun WKNbpPoBaHUS (reHepaums, 3KCMOPT/MMMNOPT B 3alULLEHHOM
BMAE), OTKPbITbIMK Ktodamu DM, 3eMepHbIMU 3aKpbITbIMU U OTKPbITEIMM KITHOYaMU O06MeHa, 3alMLLEHHOE
XpaHEHWE N YHUUTOXEHMWE K/oYell B oNepaTMBHOM MNaMsaTU. 3arpyXaerca B aapecHoe npocTpaHcTeo sapa OC.

Mo cBoeMy wHTepdeiicy U (PyHKUMOHANbHLIM  BO3MOXHOCTSIM — KpUnToApanBep obecneunBaeT  BO3MOXHOCTU
KpurTorpoBaingepa 3a WckIoHeHneM dyHKUMA popMMpoBaHNS LMEGPOBOWA Mnoanmcy, paboTbl C HOCUTENEM  KIHOYEHN,
reHepaummn K/to4el nonb3osatens. Mo3BoMsSEeT OpraHM30BbIBaTh LWMMPOBaHWE AaHHbIX Y MPOBEPKY LMPOBOI Noanucy Ha
YPOBHe siipa OrnepaumoHHON CUCTEMbI M YCKOPUTb KpuMTorpaduyeckme ornepaummn C NoTOKOM AaHHbIX 33 CHET UCKITOYEHUS
13 npouecca 06paboTKM AaHHbIX X NMEPECbUTKY C YPOBHSI siapa Ha ypoBeHb MPUIOXKEHWI 1 06paTHO.

KpunTtocepsuc

Mpouecc, 3anyckaemblit B COBCTBEHHOM agpecHOM MpocTpaHcTBe. KpunTocepBuC, Kak M KpunTornposanaep,
BbINOJIHAET BCe Kpuntorpadmyeckme GyHKUUW, BKIOYas reHepauuio Knoveil nonb3oBaTtens. Kpuntocepsuc
MOXET WCMNoNb30BaTbCs HECKONbKMMKM npoueccamu. BsaumopencTeme KpuntocepBuca C npoueccamu
ocyulectBnsieTcs no npotokony RPC B pexume pasgeneHus knveHToB. KntoueBas nHdbopMauus ¢ Hocutenen
BCEX K/IMEHTOB K3LWWMPYETCSH B HECBOMMPYEMYIO YacTb aApeCcHOro NpocTpaHCcTBa Kpuntocepsuca.
Kpuntorpaguueckoe npeobpasoBaHue
MNpeobpasoBaHue nHbOpMaLUKN C UCNOSb30BAHMEM KPUNTOorpadmnyecknux aaropuTMoB.
JlnueHsnpoBaHue B ob6nactu 3awntbl MHOOPMaL MK

[eAaTenbHOCTb, 3ak/loyalowascs B nepegade UamM noayyvyeHMn npae Ha nposeaeHue paboT B 06nacTu 3awmThl
MHpopMaumn.
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MeponpusTus no 3awmrte nHdopMaumnn
CoOBOKYMHOCTb AENCTBUIA MO pa3paboTke W/WanM MpakTUYECKOMY MPUMEHEHUIO CNOCOBOB M CPeacTB 3aluuThl
MHpopMaumn.

MeponpusaTUS MO KOHTPO/O 3PdEKTUBHOCTM 3aLLMTbl MHDOPMaLUK

COBOKYMHOCTb AeWCTBUIA NO pa3paboTke M/UAM NPaKTUYECKOMY MPUMEHEHMI0 CnocoboB U CPeacTB KOHTPONs
3 dHeKTUBHOCTM 3aWwmnTbl MHDOPMaLUK.

MeTka KOH(UAEHUMANBHOCTU

dneMeHT uHdOpMaUMKM, KOTOPbIA XapaKTepusyeT KOH(PUAEHUMaNbHOCTb WHbOpMauun, coaepxaliencs B
obbekTe.

Hapywwutenb 6e3onacHocT! MHGOpMaumm

®du3MyecKoe NMLO, Cy4YaHO UKW NpeAHaMEepeHHO COBepLuakollee AENCTBUS, CNEACTBMEM KOTOPbIX SIBASIETCS
HapyLweHne 6e30MacHOCTN MHbOPMaLMK NMpu ee 06paboTke TEXHUUYECKUMMU CPEeACTBaMM.

HapylwuTenb npasun pasrpaHuyeHns AocTyna
Cy6beKT A0CTYMNa, OCYLUECTBASAOLMIA HECAHKLIMOHMPOBAHHbIA AOCTYN K MHbOpMaUMK.
HeKoppeKTHbIN 3/1EKTPOHHbIA JOKYMEHT

DNEeKTPOHHbIA AOKYMEHT, He Npowealnin npoueaypbl pacundpoBaHMs AaHHbIX, MPOBEPKM 31EeKTPOHHOWN
LUM@poBOM NOANUCU MHPOPMaLMs, KOHTPONS dopMaTa AOKYMEHTOB, a TakXe AOKYMEHT, UMEIOLMNA UCKAXEHNS
B TeKCTe coobueHunst (Hannume cnmBonos, 6ykB Mnm umdp B pacwimdpoBaHHOM (OTKPbITOM) TEKCTE AOKYMEHTa,
He MO3BOJISAOLWMX NMOHATL €ro CMbICN).

HenpenHamepeHHoe BO3AeNCTBME Ha MH(OPMaLMIO

Owwnbka nonb3oBatens nHbopMaunen, cbo TEXHUYECKNX U NPOrPaMMHbIX CPEACTB MHMOPMALIMOHHBLIX CUCTEM,
a TakXe NpUpPOAHOE SIBNIEHME WIN WHOE HeleneHanpaB/ieHHOe Ha M3MeHeHue WHdOopMauuu BO3AeiNcTBUe,
CBsI3aHHOE C YHKLMOHUPOBAHMEM TEXHUYECKUX CPeACTB, CUCTEM WM C AESTeNbHOCTbIO N0AeN, NpuBoAsLLME
K WCKaXEHUI0, YHWYTOXEHMUIO, KOMMpoBaHWio, 610KMpoBaHUIO [OCTyna K WHMOpMauun, a Takxe K yTpaTe,
YHUUTOXEHUIO UK c60t0 PYHKLMOHMPOBAHNS HOCUTENs MHdopMaunu.

HecaHKUMOHMpPOBaHHOE BO3AENCTBME HA MHDOPMaLNIO

BosgeiicTBME Ha 3alWMILaeMyl0 WMHGPOPMaUMIO C HapYLWEHWEM YCTAaHOBJMIEHHbIX MNpaB W/WAM NpaBui  Ha
U3MeHeHMe MHbOPMaLMK, NPUBOASLLEE K UCKAXEHWUIO, YHUUTOXKEHMNIO, 6I0KMPOBaHUI0 AOCTyNa K MHdopMaumm,
a TaKXe K yTpaTe, YHUUTOXEHUNIO UK CH60t0 DYHKLIMOHMPOBaHUS HoCUTENs! MHdOpMaUnm.

HecaHKUMOHMpPOBaHHbIM AOCTYn K MHpopmauun (HCA)

1. Mony4yeHne 3awmwaemMon MHOOPMALUN 3aAUHTEPECOBAHHbIM CYOBEKTOM C HapyLUeHWEM YCTaHOBEHHbIX
NpaBoOBbIMW AOKYMEHTaMWU WAN COBCTBEHHWKOM, BragenbueM WHdbOpMauuu npaeB WAW nNpaBwua JocTyna K
3awmwaemor nHdopmauum.

2. Jdoctyn Kk wuvHdOpMauuu, Hapylwalowmi YCTaHOBJIEHHble MNpaBWia pasrpaHuMyeHus  AocTyna, C
NCMoONb30BaHWEM LUTATHbIX CpeAacTB, npenoctasnsiemMbix CBT unum AC. Moa wTaTHbIMKM CpeacTBaMn NMOHUMaeTCs
COBOKYMHOCTb  MPOrpaMMHOr0,  MUKPOMPOrpaMMHOro M TexHuyeckoro  obecnedeHns CBT  wam
aBTOMaTM3npoBaHHOM cuctemsbl (AC).

Hocutenb nHdbopmaLumm

dusnyeckoe NMUO WM MaTepualbHblli 06bEKT, B TOM 4ucie dhusMyeckoe nosie, B KOTOPbIX MHbOpMauus
HaxoauT CBOe OTO6pa)KeHWe B BMAE CUMBOJSIOB, 06pa30B, CUrHaNOB, TEXHWYECKUX PELIEHWA M MPOLECCOB,
KOMIMYECTBEHHbIX XapaKTepPUCTUK U3NYECKUX BENNYMH.

O6bekT goctyna

EAMHMLA MHOOPMALMOHHOINO pecypca aBTOMATU3MPOBAHHOMW CUCTEMbI, AOCTYMN K KOTOPOW perfaMeHTUpyeTcs
npasunamMmmn pasrpaHnyeHuns AocTyna.

O6beKT 3alnTbI

1. UHdopmauua wnm HocuTenbs MHbOpMauuun, WM WMHAOOPMALMOHHbLIA MPOLECC, B OTHOLWEHUW KOTOPbIX
HeobxoAnMo obecneymBaTh 3alUTy B COOTBETCTBUM C MOCTaB/IEHHOW Lie/blo 3alnTbl MH(OpMaLUK.

2. WHdopmMauusi, TeXHUYeckme cpeacTBa U TexHonorus ee o6paboTky, B OTHOLIEHMM KOTOPbIX Heo6xoAMMO
obecneunTb 6e30NacHOCTb MHMOPMaLUK.

ObpaboTka nHdbopmauuu

MNepenava, npmuem, xpaHeHune, npeobpasoBaHme N oTobpaxeHue nHbopMauuu.
OpraHusaums 3aWwmTbl MHGOpMaumun

CoaepxaHune n nopsaok AenNCcTBMin No obecneyveHunto 3awmTbl MHDOpMaLUu.
OTKpbITbIA K1Y

Kpuntorpaduyecknii K4, KOTOPbLIA CBSA3aH C  3aKPbITbiIM C  MOMOLbI 0CO60r0  MaTeMaTUYecKoro
cooTHoLEeHMsA. OTKPbIThIA K04 WM3BECTEH BCEM [APYrMM MOMb30BaTeNsM CUCTEMbl WM MpefAHasHayeH ans
NPOBEPKWN 3MIEKTPOHHOM UMGBPOBOIM NOANUCKH U paclumMdpoBaHKs, NO3BOSET OMNpefennTb aBTopa MOAMUCK U
[IOCTOBEPHOCTb 3/IEKTPOHHOI0 AOKYMEHTa, HO HE MO3BOJISAET BbIUUCAUTL 3AKPbIThbIA KMOU. OTKPbITbIA KHOY
cuMTaeTcs  MNpuHagnexaluMm Mofib3oBaTento, ecnnm  OoH  6bi1 3aperucTpupoBaH  (cepTudMuUMpoBaH)
YCTaHOB/NEHHbIM MOPSAAKOM.

Maponb
1. UpeHTudurkatop cybbekTa AOCTyna, KOTOPbIM fBNsSeTcs ero (CybbekTa) ceKpeTom.
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2. CekpeTHas wuHdopMauunsa ayTeHTUdMKaumm, 06bIYHO npeacTaBnsowas coboil CTPOKY 3HAKOB, KOTOPOM
[onxeH obnagaTtb Nonb3oBaTeNb AN AOCTyNa K 3alUMLLEHHBIM AAHHbIM.

MnaHoBas cMeHa K4en
CMeHa KJtoyen C yCTaHOBNEHHOM B CUCTEME NePUOANYHOCTBIO, HE Bbl3BaHHas KOMNpoMeTaumen Knoyen.
Mo60YHbIE 31EKTPOMArHUTHbIE N3NYYEHUS U HABOAKM

1. DNEeKTPOMarHUTHbIE U3NTYYEHMUS TEXHUUYECKUX CPEACTB 06paboTkM MHMOPMAaLMK, He NpeaHa3HayeHHble A
nepeaauyun, npveMa unuM npeaHaMepeHHOro WCKaXeHus MHMOopMauuMM, a TakXe HaBOAKW OT TeXHUYECKMUX
CPEeACTB B OKpYXalolWmnx npeameTax.

2. HexenaTtenbHble M3y4YeHUS U HABOAKMW, MposIBNSIOMECS B BuAe NOOOYHbIX, BHEMONOCHbIX, LWYMOBbIX U
HaBOAMMbIX CUIHanoB, MOTEHLManbHO 06pasyloWwmnX HEKOHTPOSIMPYEMble KaHabl YTEYKU KOHDUAEHLManbHOM
MHdopMaumm.

Mo60o4YHOE 3N1EKTPOMarHUTHOE U3NyYeHne

HexenatenbHoe MHMOPMALMOHHOE 3/1eKTPOMarHUTHOE W3NlydeHue, BO3HMKawllee B pesyfbTaTe
HeNMHEeWHbIX MPOLEeCCOB B 3/IEKTPUYECKUX ULensx npu obpaboTke MHPOpMauMM TeXHUYECKUMU
CcpefcTBaMu U NpuBoOAsiLLME K yTeuke UHbopMaLlmu.

Monb3oBaTenu

paxpaHe, opraHbl rocyAapCTBEHHOW BNacTW, OpraHbl MEeCTHOro CaMOyrnpaBfieHWs, oOpraHusauum u
obwecTBeHHble 06beanHeHMs o06nafaloT paBHbIMW NMpaBaMW Ha AOCTYMN K rOCyAapCTBEHHbIM pecypcaMm U He
0653aHbl 060CHOBbLIBATbL Nepes BnaenbLeM 3TUX pecypcoB He06XO0AMMOCTb MOSydYeHUs 3anpalnBaemMon MMu
nHdopMaummn. NckntoueHne coctaBnsieT UHDOpMaLmMs C orpaHUYeHHbIM LOCTYMOM..

Monb3oBaTenb (NoTpebutens) nHbopMaunmn

1. CybbekT, obpawatowmncs K MHGOpMaLMOHHON CUCTEME MW NMOCPEAHMKY 3@ NOJSTyYeHNEM HEOBX0ANMON eMy
WH@OPMaLMK 1 MONb3YIOLNINCS eto.

2. CybbekT, nonb3yowWwmicsa nHpopmaumen, nolyyeHHon oT ee cobCTBEHHMKA, Bragenbla uan nocpesHunka B
COOTBETCTBUW C YCTaHOBJ/IEHHbIMW MpaBaMu 1 NpaBuiamMu 4OCTyna K MHbopMauun nnbo ¢ nx HapyLUeHUeM.

MoONHOMOYHBIN NpeAcTaBUTENb OpraHM3aunn

MpeactaBuTeNb OpraHn3aumMm M3 Yucna NepBbiX AO/DKHOCTHBIX NINL B COOTBETCTBMM C YCTaBHbIM AOKYMEHTOM
WK, UMELLMI COOTBETCTBYIOLLYH JOBEPEHHOCTb.

MpaBnno focTyna K 3awuwaemMon nHbopmaumnm

COBOKYMHOCTb MpaBw/, perfiaMeHTUPYHLWMX MOPSAOK U YyCNOBUS AOCTyNa K 3awuwaemMon nHdopmMauumn un ee
HOCUTENAM.

MpaBwuna pasrpaHunyenus goctyna (MPA)
CoBOKYMHOCTb NpaBwW/, periaMeHTUpPYOLWMX NpaBa A0CTyna cyb6bekToB A0OCTyna K o6bekTaM gocTyna.
MpaBo AoCTyna K 3awuLiaemMoln nHpopMaLmm; npaso

COBOKYMHOCTb MpaBua A0CTyMNa K 3alimiiaeMoilt MHgopMaLmm, YCTaHOBMIEHHbIX NMPaBOBbIMU AOKYMEHTaMn unu
CcO6CTBEHHMKOM, Bnagenbuem nHdopmaumu.

MpoBepka 3/1eKTPOHHON NOANUCK AOKYMEHTa

MpoBepka COOTHOLIEHUS, CBSI3bIBAKOLWEro X3W-(PyHKUMIO [AOKYMeHTa, MOAMUCb MOoA 3STUM JOKYMEHTOM U
OTKpbITbIA  K/IOY noAnwcaBllero nonb3oBaTens. Ecnn  paccMaTpvBaeMoe COOTHOLIEHWE  OKa3biBaeTcs
BbIMOJIHEHHbIM, TO MOAMWUCH MPU3HAETCS MPaBUIbHON, @ CaM [AOKYMEHT - MOAJIMHHBLIM, B MPOTUBHOM Ciy4ae
[OKYMEHT CUMTAETCSA U3MEHEHHbIM, @ MOAMUCH NOA HUM - HEAENCTBUTENBHOW.

ecaHKLUMOHMPOBaHHOe AoBefeHne 3almiiaemMoin nHbopMauun Ao noTpebuteneli, He UMelOWMX NpaBa fOCTyna
K 3TOM MHpOopMaumu.

PacwndpoBaHme gaHHbIX
Mpouecc npeobpaszoBaHms 3aWwmMdPOBaAHHBIX AaHHbIX B OTKPbITble AAHHbIE MPY NMOMOLM WKdpa.
PernameHTauus

Cnoco6 3awuTbl MHbOpMauun B npouecce OYHKUMOHUPOBAHUSA CUCTEMbl MEPOMNPUSATUIA, CO3[AIWMX Takue
ycnoBusi nepepaboTky 3almaemMblX AaHHbIX, MPW KOTOPbIX BO3MOXHOCTWU HECaHKLMO-HUPOBaHHOMO AOCTyna
CBOASITCA K MUHUMYMY. CumTaeTtcsi, 4Tto Ansa 3pPeKTUBHON 3almTbl HEOOX0-AMMO CTPOro perfaMmeHTUpoBaTb
3[aHus, MoMelleHus, pasMelleHue annapaTypbl, opraHusauuio un obecrneyeHve paboTbl BCero nepcoHana,
CBs3aHHOro ¢ 06paboTkon KoHdMAeHUMaNnbHOM nHdopMaLmm.

CaHKUMOHNPOBAHHbIA AOCTYN K MHdOopMauum
JocTyn K nHdopmauum, He HapyLlaLwWwuii NpaBuia pasrpaHMyeHns 4ocTyna.
CepTudukaT 3aLmnThbl

[IOKyMeHT, YLOCTOBEpPSIOWMNA COOTBETCTBME CPEACTBA BbIYUCAUTENBHON TEXHWKU WM aBTOMaTU3N-pOBaHHOWM
cucTeMbl Habopy onpeaeneHHbix TpeboBaHWi NoO 3alumMTe OT HECAHKLMOHMPOBAHHOIO A0CTyNna K nHdopMauumn un
Aatowmii NpaBo pa3paboTumKy Ha MCMoNb30BaHWe /UK pacnpocTpaHeHne Ux Kak 3aluleHHbIX].

CepTdUKAT OTKPLITOrO KJoya

CepTudukaT OTKPBLITOrO K/Ya MNOAMUCK WAKM  WKM@poBaHUS MpeacTasnser cobolr CTPYKTYPUPOBaHHYHO
ABOMYHYIO 3anuckb B popmaTe ASN.1, cocTosiwyto us:

e VMeHU cybbekTa Mnm obbekTa CUCTEMbl, OAHO3HAYHO MAEHTUDULMPYIOLLEN €ro B CUCTEME;
e OTKpPbITOro Kjto4a CybbekTa Unm obbekTa CUCTEMDI;
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e [0NOSIHUTENbHbIX aTpnbyTOB, OnpeaenseMbix TpeboBaHUAMN UCMONb30BAHNSA cepTUdMKATa B CUCTEME;
e 3JUM U3paTtens (YoocToBepsioOLWeEro LEeHTpa), 3aBepstoLlyo COBOKYMHOCTb 3TUX AaHHbIX.

dopmaT cepTudmkaTta onpegeneH B pekomeHaaumsax ITU-T .509 wn pekomeHpaumsax IETF RFC 2459. B
HacTosee BpeMs OCHOBHbIM MPUHATbIM dopMaToM sBnseTca gopmaTt Bepcun 3, MO3BONASAIOWMIA OnpeaenvTb
AononHeHus (extensions), C MOMOLWbBI KOTOPbIX peanusyeTcs onpeaeseHHas nonutuka 6esonacHoCcTn B
cucteme.

CepTdUKaT COOTBETCTBUSA

[OKYyMeHT, BblAaHHbIA MO MpaBWaaM CUCTEMbl CcepTUdMKAUMM  ANA  NOATBEPXAEHUS  COOTBETCTBUS
CcepTUOUUMPOBAHHON NPOAYKLMN YCTaHOBMIEHHbIM TPe6oBaHMAM.

CeKpeTHbIN (3aKpbITbIN) K4

KpunTtorpaduuecknin K4y, KOTOPbIA XpPaHWUTCS Mofib3oBaTefnieM cucTeMbl B TaillHe. OH ucnonb3yeTcs ANns
GOpMNPOBAHUS 3NEKTPOHHON LMIPOBON NOANUCK U LWINDPOBAHUS.

Cuctema 3awWmnThbl MHGOPMaLUK

COBOKYMHOCTb OpraHoB W/WNW WCMOSHUTENEN, UCrosib3yemMash UMW TexXHWKa 3awuTbl MHbOpMauun, a Takxke
06beKTbl 3alUWTbl, OpraHM3oBaHHble M PYHKLMOHWUPYIOLLME MO NpaBuiaM, YCTaHOB/IEHHbIM COOTBETCTBYIOLLMMU
NpaBoOBbIMU, OpPraHN3aLMOHHO-PaCNOPSAANTENbHBIMU U HOPMATUBHbLIMW AOKYMEHTaMM Mo 3almTe MHbopMaLmm.

Cucrema 3awmTbl MHGopMaumm ot HCA

KoMniekc opraHu3aumMoHHbIX Mep M MpOrpaMMHO-TEXHMYECKUX (B TOM 4ucie KpunTorpaduyeckux) cpeacTs
3alMTbl OT HECaHKLMOHMPOBAHHOI0O A0CTYNa K MH(pOPMaLMn B aBTOMAaTU3NPOBAHHbIX CUCTEMAX.

Cny>xebHasa n KoMMep4eckasl TaliHa

1. MHdopMauma cocTaBasieT CNyXebHyl WM KOMMepYeckyl TaliHy B ciydae, Korga WHdbopMauus umeeT
OENCTBUTENBHYIO WA MOTEHUMANbHYI0 KOMMEPYECKYHD LIEHHOCTb B CUy HEM3BECTHOCTM ee TPeTbMM Nnuam, K
Heli HeT cBO6OAHOro AOCTyNa Ha 3akKOHHOM OCHOBaHWKM, WM obnagaTenb WMHGOPMaUMW MPUHMMAET Mepbl K
oxpaHe ee KOHbUAeHUManbHOCTU. CBEAEHUS, KOTOPblE HE MOMYT COCTaBMATb CYXEBHYI UM KOMMEPYECKYHO
TalliHy, onpeaensioTcs 3aKOHOM U MHbIMW NMPaBOBbIMU aKTaMM.

2. WHdopmauusi, cocTaBnswoowas CAyXebHyl0 WM KOMMepyecKyl TalHy, 3awulaercs cnocobamu,
npeayCcMOTPEHHbIMW [paxAaHCKMM kodekcoM PO u apyrumMm 3akoHamu. JlMua, HE3aKOHHbIMKM MeToAamMu
nony4ymBlLMe MHPOPMaLIMIO, KOTOPasi COCTaBASET Cy>XebHYI0 UM KOMMepUecKyto TaliHy, 0653aHbl BO3MECTUTb
NpUYNHEHHble ybbITKU. Takas xe 0653aHHOCTb BO3/naraeTcsi Ha paboTHWKOB, pPasrnacUBLUMX CIyXebHy wau
KOMMepyYecKyto TaliHy BOMpeKn TpyAOBOMY AOroBOpY, B TOM YMC/Ie KOHTPAKTY, U Ha KOHTPareHToB, cAenaBLunx
3TO BOMpPEKM rpaxaaHCKo-npaBoBOMY AOroBOpY.

Cob6CTBEHHUMK MHDOPMaLUn

1. Cyb6bekT MH(OPMaUMOHHbIX OTHOLWEHMI, 06najaoWwnin pMANYECKMM NPaBOM BIAAEHWS, PACMOPSKEHNS U
Nosib30BaHMUA MHMOPMALMOHHBIM pecypcoM. Opuanyeckoe npaBo BraAeHUs, PacropshKeHWUs U MOb30BaHUS
WH(POPMALMOHHBIM PecypcoM MNPUHAANEXUT NuuaM, MNOJY4YMBLUMM 3TOT WHQOPMAUMOHHbIA pecypc no
HacneacTBy. ABTOpaM OTKPbITUIA, M306peTeHnit, Hay4yHO-TEXHUYECKMX Ppa3paboTok, paunoHann3aTopcKux
npeanoXeHnn u T.A. TMPUHAANEXUT MpaBO BAAEHUS, PaCNoOpsXEHUs W MOoNb30BaHUsA WHdopMaumen,
WUCTOYHUKOM KOTOPOW OHU SIBNSIIOTCS.

2. Cyb6bekT, B MNOMHOM 06beMe peanusylolwmii MoSHOMOYMA BAAEHUS, MOJSIb30OBAHMA W  PACMOPSHKEHUS
UHbOpMaLMel B COOTBETCTBUM C 3aKOHOAATENbHBIMU aKTaMu.

3. lOpuanyeckoe wunu dusnyeckoe nuuo, Bragekwee WHdopMauMen B COOTBETCTBMM C 3aKOHOM O
CO6CTBEHHOCTH.

Cnocob6 3awmTbl MHDOpMaLum
MopsiAoK M NpaBuia NpUMEHeHUs onpeaeneHHbIX NMPUHLMMIOB U CPeACTB 3allmTbl UHGOopMaLmm.
Cnocobbl HeCaHKLUMOHNMPOBaHHOIO AOCTYyNa

1. MpueMbl M NopspgoK AEWCTBUI C Uenblo nonydvyeHus (Aob6biBaHMS) OXpaHsSieMbIX CBEAEHUA HEe3aKOHHbIM
nyteM. K HUM B TOM yncne oTHOCATCA:

e VHMUMATMBHOE COTPYAHMYECTBO (NpeaaTenbCTBO, U3MEHA).

e CKJIOHEeHMe (NpUHyXaeHune, NnobyxaeHne) K coTpyaHuYecTBy (NoAKynM, WaHTax);
e MoACNyWMWBaHWE NepPeroBopos;

e He3aKOHHOE 03HaKOMJIeHWE;

e XWULUEHKE;

e noppenka (Moaudukauns);

e YHMYTOXeHWe (nopya, paspylleHue);

e HEe3aKOHHOEe MOAK/IIOYEHNE K CMCTEMaM M IMHUAM CBA3WN U nepeaavn nHdopmaumm;
e repexBaT aKyCTUYECKUX N 3/IEKTPOMArHUTHbIX CUrHaN0B;

e BU3yanbHoe HabnoaeHue;

e (oTorpacdumpoBaHue;

e cbop 1 aHanu3 AOKYMEHTOB, Ny6AnKaLmMii N NPOMBbILLIEHHbLIX OTXOA0B.

2. K ocHOBHbIM cnocobam HC/ oTHocATCS:

e HenocpencTBeHHoe obpalleHne K obbekTam A0CTyna;
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e CO34aHME MpPOrpaMMHbIX U TEXHUYECKUX CPeacCTB, BbINOJIHAOWUNX o6pau.leHV|e K o6bekTaM A0oCTyna B obxon
cpeacTB 3allnThbl,

3. MoauduKaumns cpeacTs 3almThl, No3BONSOWas ocywectsuts HCA;

4. BHegpeHune B TexHuyeckne cpeactsa CBT wmam AC nNporpaMMHbIX WMAM  TEXHUYECKUX MexXaHU3MOB,
HapyLaLwux npeanonaraemyto CTpyktypy n dpyHkuun CBT nnn AC n nossonsiowmx ocylwectsnts HCA.

Cpe,D,CTBa BbIYNCNNTENBHON TEXHUKMW

COBOKYMHOCTb  MPOrPaMMHbIX W TEXHWUYECKMX 3S/EMEHTOB CUCTEM 06paboTKM  AAHHbIX, CMOCO6HbIX
(byHKLMOHMPOBaATL CaMOCTOATENBHO UMW B COCTaBE APYruX CUCTEM.

CpeancTBo 3aWwuThbl MHMOpMaLmm

TexHuuyeckoe, NporpaMMHOe CPeacTBO, BELECTBO U/UNKN MaTepuan, npeAHasHayvyeHHble UK UCMNoJib3yeMble Ans
3awWwunTbl MHdopMaumm.

CpeacTBo 3aluTbl OT HECAHKLMOHMPOBAHHOIO A0OCTyna

MporpaMMHOe,  TeXHMYeckoe  WAW  MNPOrpaMMHO-TEXHUWYECKOoe  CpeAcTBO,  MNpeAHasHavyeHHoe  Ans
NnpeaoTBpaLLEHUsl UK CYLLECTBEHHOIO 3aTPyAHEHUS HECAHKLMOHMPOBAHHOMO AOCTYyMNa.

CpeactBo kpuntorpaduyeckon 3almTbl MHPOpMaumm

CpeacTBO BbIMMCIIUTENBHOM TEXHUKWM, OCyLLeCcTBAsoWwee Kpuntorpaduyeckoe npeobpasoBaHue uMHboOpMauum
ans obecneveHns ee 6e30MacHOCTU.

CybbekT gocrtyna
JInuo vnu npouecc, AeNCTBUS KOTOPOro pernaMeHTUPYTCA NpaBuiaMn pasrpaHMyeHnst AocTyna.
Cy6beKkT MH(pOPMaLMOHHbIX OTHOLIEHU

dusnyeckoe UM lOpuandeckoe uuo, obnapatowee onpeaesieHHbIM  MPaBOM MO OTHOLUEHWIO
WH(POPMALMOHHOMY pecypcy. B 3aBMCMMOCTM OT YPOBHS MOIHOMOYMIA CYHbeKT MHMOPMALMOHHbLIX OTHOLUEHU
MOXeT 6bITb MCTOYHUKOM, COBCTBEHHMKOM, BNlaAenbLeEM UAn Nonb3oBaTeneMm MHGoOpMaumm.

K
n

TexHnyeckoe cpeacTso 06paboTkm MHMOpMaLum

TexHunuyeckoe CpeAcTBO, MpeAHasHavyeHHoe ANS MpueMa, HaKOoMJeHUsl, XpaHeHus, noucka, npeobpasoBaHus,
oTobpaxeHus 1 nepegadun MHGOpPMaLMN NO KaHanaM CBSA3W.

Yrpo3sa 6e3onacHocTn

COBOKyﬂHOCTb ycnosmﬁ n CbaKTopOB, co3garwmnx onacHoOCTb XW3HEHHO BaXHbIM WHTEpPECaM JIMYHOCTU,
obwecTtBa n rocynapcrea.

YA0CTOBEPSAIOLMIA LEHTP

LleHTp ynpaBneHust OTKPbITbIMK KO4aMyM B COOTBETCTBMU C pekoMeHaaumsamum X509 B 4acTu MCMosib30BaHMs
cepTdUKaToOB OTKPbITbIX KJTOUEN.

YHUUTOXEHUE UHbOpMaLu

[eiictBue, B pe3synbTaTe KOTOpPOro WHdopMauus nepecraeT @GU3MYECKU CYLLEeCTBOBaTb B TEXHUYECKMUX
cpeactBax ee obpaboTku.

YnpaBneHue kno4yamu

Co3paHue (reHepaumsi) K/YENW, WX XpaHEHMe, pacnpocTpaHeHwe, yaaneHue (YHUUTOXEHME), y4deT W
NpMMeHeHWe B COOTBETCTBMU C NOSINTUKOM 6€30MacHOCTH.

YTeuka nHdopmauumn

1. HekOoHTpOonupyemoe pacrnpocTpaHeHue 3aluuiaeMoin uHdopMaumMmM B pesyfbTaTe ee pasrnalieHus,
HEeCaHKUMOHWPOBAHHOMO AOCTYMa K MHdOpMaUuUM 1 NoyvyeHns 3alumiLaemMoin MHopMaLmnmn pa3BeaKoi.

2. HenpaBoMepHbIt BbIX04 KOHbMAeHUMaNbHOW MHbOpMauun 3a npeaenbl OpraHu3auun uan Kpyra nuu,
KOTOPbIM 3Ta MHdOpMaLUs AOBepeHa.

DyHKLUMNSA X3WMPOBAHUS
3ako4aeTcs B COMOCTaBNEHWM MNPOU3BOMIBHOIO Habopa AaHHbIX B BMAE MNOCNEA0BATENbHOCTUM ABOWYHbIX
CUMBOMOB N ero obpasa (UKCMPOBaAHHOM HEBOMbLIOW ANIMHbBI, YTO MO3BOJIIET MUCMOAb30BaTh 3TY (YHKLUMIO B
npoueaypax 3MeKTPOHHOM uUndpoBOM MOANUCK ANS COKPALlEHWs BPEMEHM MOAMUCKM W MPOBEPKU MOAMUCK.
DddeKkT CoKpalleHMs BpPEMEHM [OCTUrFaeTCs 3a CYeT BbIYMC/IEHMS MOAMWCU TOMbKO Mof obpasoMm
noanucbiBaemMoro Habopa AaHHbIX.

LlenocTtHOCTb MHMOpMaLMm
1. CnocobHOCTb cCpeacTBa BbIYMCAUTENBHON TEXHUKU WX aBTOMATM3MPOBAHHOW CuUCTeMbl obecneuymBaTb
HEN3MEHHOCTb MHMOPMaLMM B YCIIOBUSIX CTYHaWNHOMO U/MAn NnpeaHaMepeHHOro UckaxeHus (paspyLeHus).

2. Ceo#cTBO MHMOPMaUUM, 3aK/oYalolLEeecs B ee CyLeCTBOBAHMM B HEMCKAXEHHOM BuAae (HEM3MEHHOM Mo
OTHOLLUEHWNIO K HEKOTOPOMY (PUKCMPOBAHHOMY €€ COCTOSIHUIO).

Llenb 3awmTbl MHbOPMaLMM
3apaHee HaMeueHHbI pe3ynbTaT 3aWmnTsl MHbopMaLMK.

1. Uenblo 3awmTtbl uWHdopMaumm MoxeT O6biITb npeaoTBpalleHne yuwepba cobCcTBEHHMKY, Bnagenbuy,
nosib3oBaTenio MHPopMaumm B pesyfibTaTe BO3MOXHOW yTeukn MHdopMaumm n/mnm HeCaHKLUMOHNUPOBAHHOIO U
HenpeAHaMepeHHOro BO34eWCTBMSI Ha MH(OpMaLMIO.

2. UensiMm 3awmTbl SBAAIOTCS: NpefoTBpalleHME YTEeUKM, XULEHWUsl, yTpaTbl, WCKaXeHwusl, NoALeNKu
MHdopMaumMn; npefoTBpalleHme yrpo3 6e30MacHOCTM JIMYHOCTKU, 0bLecTBa, rocydapcTBa; NpeaoTBpalleHue
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HECAHKUMOHWPOBAHHbLIX  AENCTBUIA MO YHUUTOXKEHWUIO, MOAMDUKALMM,  UCKAXKEHMUIO,  KOMUPOBAHWIO,
610KMpOBaHNIO  MHGOpMauuK;  npeaoTsBpalleHve  ApyrMx  (OpM  HE3aKOHHOro  BMelwaTenbcTBa B
WHGbOPMALMOHHbIE  pecypcbl M MHAPOPMAUMOHHbIE  CUCTEMbI,  OBECreyeHWe MpaBOBOro  pexuma
[OKYMEHTUPOBAHHON MHMOPMaLMM Kak 06beKkTa CO6CTBEHHOCTU; 3aluMTa KOHCTUTYUMOHHbIX NMpaB rpaxxaaH Ha
COXpaHeHWe NINYHOM TalHbl U KOHDUAEHLMANBHOCTU NEPCOHANbHBIX AAHHbIX, UMEKLWMUXCS B UHGHOPMALIMOHHbIX
cMCTeMax, COXpaHeHWe rocyAapCTBEHHOM TaliHbl KOH(MUAEHLMANbHOCTU AOKYMEHTUMPOBAHHOM MHdOopMaunn B
COOTBETCTBUM C 3aKOHOAATENLCTBOM; ObBecrneyeHne npae Cy6bekToB B MHMOPMALMOHHbLIX Mpoueccax U npwu
pa3paboTke, NPON3BOACTBE U NPUMEHEHUN MHDOPMALIMOHHbBIX CUCTEM, TEXHOMOMMIA U CPEeACTB UX obecrneyeHus.

Wndp
CoBOKYMHOCTb 06paTMMbIX npeobpa3oBaHUii MHOXECTBA BO3MOXHbIX OTKPbITbIX [AaHHbIX Ha MHOXECTBO
BO3MOXHbIX 3allM@pPOBaHHbIX AaHHbIX, OCYLIECTB/SIEMbIX MO OMpeAeneHHbIM MpaBuiaM C MNpPUMEHEHUEM
KNto4en.

LLindposaHue

Mpouecc 3awndpoBaHns Uim paclmdpoBaHus.

E Kniouy 3awmndpoBanus E Kniou pacwucbpoBanus

-

WUCXOAHbIN TEKCT
3aWwnpoBaHHbINA TEKCT

3awudpoBaHue PacwudpoBaHue

Puc. 1. WudposaHne nudopmaunm

LUndpoBaHne wHdbOpMaumMm - B3aMMHOOAHO3HAYHOE MaTeMaTuueckoe (KpunTorpaduyeckoe) npeobpasoBaHue,
3aBucsllee OT kJo4a (CekpeTHbli napaMeTp npeobpasoBaHWsA), KOTOpOe CTaBUT B COOTBETCTBME 610Ky
OTKpbITON MHMOpMauuM, npeacTaBeHHON B HEKOTOpPOM UuMdpoBON KoaMpoBKe, 650K WKdpoBaHHOM
MHGOpMaumn, Takxe npeacTaBleHHOW B LM@PPOBOM Koanposke. TepMuH wndpoBaHne obbeanHseT B cebe aBa
npouecca: 3awndpoBaHue 1 paclmppoBaHne MHPOpMaLUK.

Ecnn 3awudpoBaHve 1 pacwumdppoBaHue OCyLLEeCTBASIOTCS C UCMOMNb30BaHWEM OAHOIMO U TOro Xe KJk4ya, To
Takon anroputM kpuntorpaduyeckoro npeobpasoBaHns Ha3blBAETCS CUMMETPUYHbLIM, B MPOTUBHOM Cllyyae —
ACMMMETPUYHBIM.

MpountaTh 3awmndpoBaHHoe cooblieHne (MHPOPMaUMIO) MOXET TOJIbKO MOMb30BaTeb, WUMEKLWUn TOT Xe
3aKPbITbI KHOY WN@pPOBaHMUS.

LLincdpoBaHne AOKYMEHTOB (TEKCTOB)

MpeobpazoBaHue GopMbl UCXOAHbIX (OTKPbITbIX) TEKCTOB COOOLWEHM TakuM o06pa3oM, 4YTO WX CMbICH
CT@HOBMUTCSl HEMOHATHbLIM AN Nto60ro nnua, He BNagerLero CeKpeToM obpaTHoOro npeobpasoBaHus.

LindpoBanbHble cpeacTsa

CpeactBa kpuntorpadmyeckon 3awmTbl MHGOpMaumm:

1. peanusyiowme KpuntTorpaduueckme anropmTMbl NpeobpasoBaHns nHdopMaumnm annapaTtHble, NPOrpaMMHbIe
M annapaTHO-NporpaMMHble CPeACTBa, CUCTEMbI M KOMMEKCHI, NMpeAHa3HayeHHble Ans 3aWmTbl MHdopMaumm (B
TOM UWUCNEe U BXOASLUME B CUCTEMbI U KOMMJIEKCH! 3aliMTbl MHGOPMALMN OT HECAHKUMOHWPOBAHHOMO AOCTYnNa),
UMPKYNMpYIOWENH B TEXHUYECKUX CPeAcTBax, Npu ee o6paboTke, XpaHeHWW WM nepeaadve no KaHanaMm CBS3M,
BK/ItOUas WN@POBanbHYO TEXHUKY;

2. peanusylolme KpunTorpaduyeckme anroputMbl npeobpasoBaHusa nHdopmauun annapaTHble, NporpaMMHble
W annapaTHO-NporpaMMHble CpesCcTBa, CUCTEMbl U KOMMJIEKChI 3alMTbl OT HaBA3bIBaHUS JIOXHOM MHDOpMaLuu,
BK/1lOYAs CPeACTBa UMUTO3ALUMTbI U "9NEeKTPOHHON umMdpoBon nognucun';

3. annapaTtHble, MpOrpaMMHble W  annapaTtHO-MpOrpaMMHble  CpeAcTBa, CUCTEMbl M KOMIMJIEKChI,
npegHasHayeHHble A1 U3rOTOB/IEHUSI U pacnpefeneHust  K/4YeBblX [OKYMEHTOB, WCMOSb3yeMbliX B
WndpoBanbHbIX CpeacTBax, HE3aBUCMMO OT BMAa HOCUTENS KJIIOYEBOW UHdOpMaumm.

4. pyu4Hble WKdPpbl, AOKYMEHTbl KOANPOBAHUS U APYyr1e HOCUTENN KIToYeBOW MHbOpMaLun.

LWndpyrowas darinosas cucrema

dannoBas cuctema, nossonswwas obecneymBaTb Kpuntorpaduuyeckyt 3awmuTty dana (wmdpoBaHue)
He3aBMCMMO OT APYrux danioB C BO3MOXHOCTbIO €ro U3MEHEHUS HE3AaBUCMMO KaXAblM M3 AOMYLUEHHbIX K HEMY
nosnb3oBaTenen:

DneKkTpoHHas undpoBas noanucb

[aHHble, pobaBnsieMble K 670Ky [AaHHbIX MOJlydeHHble B pe3yfnbTaTe ero Kpuntorpaduyeckoro
npeobpa3oBaHusi, 3aBUCSILLEr0 OT 3aKPbITOro Ktoua 1 61oka AaHHbIX, KOTOPble MO3BOASIOT NPUEMHUKY AAHHbIX
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YAOCTOBEPUTLCA B LENOCTHOCTU 6noKa AaHHbIX WU MOASIMHHOCTU MCTOYHMKA OaHHbIX, a TaK Xe obecneunTb
3aWunTy OT noanora Co CTOPOHblI NMPUEMHUKA AaHHbIX.

[MpoBepka 31eKTPOHHON UndpoBOK Noanucu nog 610KOM OTKPbLITOM MHMOPMaUuM NPOU3BOAUTCS C MOMOLLbHO
Kpuntorpaduyeckoro npeobpasoBaHnst U OTKPbLITOrO KJtoda, COOTBETCTBYIOLLErO 3aKpbITOMY, Y4acTBOBaBLLErO

B npouecce yctaHoBku L.
CepTudmkaTt
- OTKPbLITOro Knw4a
E CekpeTHbIN kntoy UM aun

ABC

MCXOAHBLIV TEKCT
aun ﬁ

dopmupoBaHue UM MpoBeka ALN

VCXOAHBIN TEKCT

Puc. 2. dopMmupoBaHue u nposepka LN

SneKkTpoHHas undposas Noanucb obecneymBaeT LENOCTHOCTb CoobleHul (LOKYMEHTOB), nepeaaBaeMblX Mo
He3alWMuLEeHHbIM TeIEKOMMYHMKALMOHHbIM KaHanaM obLero nosib3oBaHMsa B cuctemax o6paboTkm nHdopmaumm
pasnIMYHOro HasHayeHusi, C rapaHTMpoBaHHOW uaeHTUdMKaumen ee aBTopa (nMua, NOANMUCABLUErO AOKYMEHT)
DneKkTpoHHas undpoBas NoANUCL NO3BOSET 3aMeHUTb Npu 6e36yMaxxHOM AOKYMeHTO060poTe TPaAWMLMOHHbIE
neyatb M noanucb. Mpu nNocTpoeHun LMPPOBOA MOANMUCK BMECTO O06bIYHOW CBS3M Mexay neyaTbio Wu
PYKOMUCHOM MNOAMWUCBID W NMCTOM OyMaryM BbICTYNaeT CloXHash MaTeMaTtuyeckass 3aBUCUMMOCTb Mexay
3/1eKTPOHHBIM JOKYMEHTOM, 3aKpPbITbIM U OTKPbITbIM K/TlOYAMM.

MpakTnyeckass HEBO3MOXHOCTb NOAAENIKM 3/1EKTPOHHONM UMdPOBOM NOAMUCK OMMpaeTCs Ha O4vYeHb 60nbLUOl
06beM onpeaeneHHbIX MaTeMaTUYECKUX BblYUCITEHWIA.

MpocTaBneHne nognucu noa AOKYMEHTOM He MEHSieT CaMoro AOKyMeHTa, OHa TOJIbKO AaeT BO3MOXHOCTb
nNpoBepuUTb MNOAJIMHHOCTb M @BTOPCTBO MOSTyYEHHON MHpOopMaLnK.

3. Ha3HayeHne, OCHOBHblE TEXHNUYECKNE OaHHbIE U
xapaktepuctmku CK3U

3.1. HasHaudeHune CK3WU. YcnoBusa akcnnyatauum

CK3M XXTAN.00050-02 npepHasHayeHO A9 3alUunTbl OTKPbITOM MHMOpMauMu B MHOOPMaUMOHHBIX
cucteMax obuiero nosb3oBaHus (BblUMCIeHME/NpPOBEpPKA 3/1EKTPOHHOM UMGPOBON MOAMUCKU) U 3aliuThl
KOHpMaeHUManbHOM MHGOpMaLUum, He coaepxkallelt CBeAeHMN, COCTaBNALWNX rOCYAapCTBEHHYO TaliHy, B
KOpPNOpPaTUBHbLIX MHMOPMaUMOHHbLIX cucteMax (wndpoBaHue/pacwingpoBaHme mMHbOpMaUnMK, BbiUUcCe-
HMe/npoBepKka MMUTOBCTABKMW, BblUMCIEHME 3HAUYEHUS X3LW-DYHKUNU, BblYNCIEHME/NpOoBEpPKa 3N1EKTPOHHOMN
uMdpoBON NoANUCK).

CpeactBamn  CK3UM  XKTSAM.00050-02 HE OOMNYCKAETCHA ob6pabatebiBaTb uHbOpMauuio,
coaepXallyo CBeAeHUS, COCTaBNAOWME roCyAapCTBEHHYO TalHy.

CK3M XXTAM.00050-02 MOXKET MWCMNOJIb3OBATbCA ana kpuntorpaduyeckon  3alluThbl
NnepcoHasnbHbIX AAHHbIX.

3.2. lNporpaMmMHo-annapaTHble cpeabl PYHKLUMOHNPOBAHUS
CK3M

CK3U XKXTAW.00050-02 sasnsetcs moandukaumen CK3U Kpuntollpo CSP Bepcun 3.6 (CK3U
XKTAN.00050-01), coBMECTMMO C HWUM MO BbINOJIHAEMbIM KpunTOrpamyeckum @GyHKUMAM U
OT/INYaeTCa paclmpeHmeM M ob6HOBNEHMEM MpOorpamMMHo-anmnapaTHbiX cpes (YHKLUMOHMPOBAHMUS,
npeaocTaBNeHMEM  AOMNOJSIHUTENbHbIX  KpuUnTOorpauyecknx ycnyr. CK31  XKTAK1.00050-02
BbIMyCKaeTcs B [ABYX MCMOJIHEHUSIX, OT/IMYAKOLWMXCA  MNpOorpaMMHO-annapaTHOMW  cpefown
(YHKUMOHMPOBAHMUS, COCTaBOM MPOrpamMMHbIX MoAynen n knaccom 3awmntel (KC1, KC2).

CK3M XT51.00050-02 pyHKUMOHMPYET B NpOrpaMMHo-anmnapaTtHbiX cpejax:

= Windows 2000 (ia32);
= Windows XP/2003/Vista/2008/7/2008R2 (ia32, ia64, x64).
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= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMmHo-annapaTHbie

cpeabl, yaosnetsopatowme ctaHaapTy LSB 4.x/3.x:
Linpus (ia32)
Mandriva (ia32, x64)
MontaVista Linux (ia32, x64)
Oracle Enterprise Linux (ia32, x64)
Open SUSE (ia32, x64)
Red Hat Enterprise Linux (ia32, x64)
Red Flag Linux (ia32)
SUSE Linux Enterprise (ia32, x64)
SUSE LINUX (ia32)
Ubuntu (ia32, x64)
Xandros (ia32)

ALT Linux (ia32, x64);
Debian (ia32, x64);
Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Trustverse Linux XP (ia32);
= FreeBSD 7/8 (ia32);
= Solaris 9/10 (sparc, ia32, x64);
» AIX5/6 (Power PC). Tonbko B ucnonHexum 1.

3.3. NUcnonHeHusa CK3U

UcnonHeHnne 1 CK3WN knacca KC1 B cocTtaBe KpuntonpoBahaepa, KpuntogparBepa, Moayns
ceTeBo ayteHTudumkaumm (TLS) n cepBUCHbIX NporpamMmMm; GYHKLUMOHUPYET B MporpaMMHo-anmnapaTHbIX
cpepax, yKasaHHbIX B M. 3.2.

UcnonHeHmne 2 CK3U knacca KC2 B coctaBe KpunToapanBepa, KpunTocepBmca, MOAysi CETEBOW
ayTeHTUdukaumm (TLS), cepBUCHbIX NPOrpamMM, yTUANTbI BbipabOTKN BHELWHEN raMMbl; DYHKLMOHUPYET B
nporpamMMHO-anmnapaTHbIX Cpefax, ykasaHHbIX B M. 3.2, 3a uckntodeHmnem cpeabl AIX (Power).

3.4. Peanusyemble Kpuntorpadpumyeckmue anropuTMmsl

ANroput™M  WMdpoBaHMsa/pacluM@poBaHNS AaHHbIX W BblUUCIEHME WMUTOBCTABKW peann3oBaH B
cooTBeTcTBMM C TpeboBaHumsasMu [OCT 28147-89 "Cuctembl o06paboTkm uHPoOpMaumu. 3awmTa
Kpuntorpaduyeckas".

Anroputmbl popMmnpoBaHusa 1M nposepku DLIMN peanunsosaH B cooteBeTcTBMM € TOCT P 34.10-2001
"MHdopmaunoHHas TexHonorus. Kpuntorpadguyeckas 3awmrta MHdopmMaumn. Mpoueccbl GOpMUPOBaAHUS U
NpoBepKMN 31EKTPOHHON Lndposor nognmcun'.

ANropuT™M BblpaboTKM 3HAYeHUs X3W-PyHKUMKM peanu3oBaH B cooTeeTcTBuM ¢ TOCT P 34.11-94
"MHdopMaumMoHHas TexHonorua. Kpuntorpaguyeckas s3awmra nH@opmaummn. OyHKUMS XaWwWmMpoBaHus".

KntoueBas cuctema CK3U Kpuntollpo CSP obecneunBaeT BO3MOXHOCTb NapHO-BbIGOPOYHONM CBSA3M
aboHeHTOB ceTu C BbIpaboTKOM AN KaXAOro CeaHCa CBSA3W KJOYeNn Ha OCHOBE MpUHUMMAA OTKPbITOro
pacnpefeneHns Ka4Yen ¢ ucnonb3oBaHneM anroputMa Auddun-Xennmaxa.
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4, CTpyKkTtypa n coctaB CK3U
4.1. Ctpyktypa CK3U

O6wwas crpyktypa CK3M XXTAN.00050-02 npeacrasneHa Ha puc. 1.

A Kawwesol HOCHTEIE

|

CI::D OHEI]HI.II-IGHHHH CHCTEMA <::J k

[ " 7
\ /
4 7
Hatepdeiic 35P1 | | Hactpeiira OC |
£ -
ITpunoxenne
A/
Kpunrollpo TLS ﬂ
1] HuTepdetic CryptoAPT
! ) By 20 O
KpmrolIpe Winlogon N ':ﬂ::' ':TD
Crypt32(Win32,64) || CapiLite (Unix) IlfraTasie unTep-
fefichl KIHNYEEL
ﬂ l: ) (ﬂ) HOCHTeIeH

[ Heerepgeiic Kpammotipo P | - a1 L Herrepipeiic KpemmrolTpo CsP |
1L il

bubtanoTexn dil, ASN.1

\ BubIHOTEKA
CEPBHCI:I, all
ApaiBepsl B — L E———

KpuntoIlpo CSP @ amas padoTsl

C KJIKNYaMH

—— — IlaHe/b VOPaBIeHHA
TT
I I1CY |
) ® . | Cucrena chopsar 110 TEGH |
: | Bmogcu|

| 'II',Z[:C‘I [l BIIEI]IHJIHI‘aMILia | ITK31

| Chcrava 2amprmer or HCTT |

| Kompomuezoctaocta [10) |

| Cucrema HE 3ammTE |

| Cacreva coopssr IO CEGH |

CR3H

Puc. 1. CtpykTtypa CK3U XTAN.00050-02
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4.2. CoctaB CK3U

B coctaB CK3U XTAN.00050-02 BxoaAT:
e bBubnuortekwu dll, cepsucel, gpansepbl Kpuntolpo CSP.
e Mopaynb ceteBol ayteHTUdMKaumm Kpunrtollpo TLS.
e Kpuntorpaguueckmin nutepderic Kpuntolpo CSP.

e [porpamMMHbIM AaTuuMk cayyarHbix uucen (MNACH). WHctannsuma NACH B
ncnonHeHmn 1 = ot BnoCH mnm oT BHEWHEN ramMmbl, B UCMNOJIHEHUN 2 - OT
¢dusmyeckoro ACH (®OCH) BCTpamMBaeMoro nporpaMMHO-annapaTHOro
komnnekca (MAK) 3awutel ot HC], mnu OT BHEWHEN raMMbl.

e [IAK 3awmTbl oT HC. Ucnonb3yeTcs B UCNONHEHUN 2.

e KOHTpOsb LEeNnocTHOCTM NporpamMMHOro obecneyveHus.

e CucremMa uHXeHepHo-KpunTorpaduyeckon 3almThbl.

e Cwucrema 3awmTtbl oT HC (MCNONb3yeTcs ONUMOHANbHO).

4.3. Coctas NK3U

B coctas MNMK3W BxoaaT cnepytowme KOMMOHEHTbI:
e MpunoxeHwne (MpuknagHoe nporpaMMHoe obecneueHune, ncnonbaytouee CK3U).

e WHTepdelic SSPI (noAMHOXeCTBO nHTepdelrica Kpuntorpadunyecknx
npoTtokonos Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0) agns
peanusaumm MNpoToKona ceTeBOW ayTeHTUdukaumm TLS v. 1.0 (nog
ynpasneHnem OC Windows2000/XP/2003/Vista/2008/7/2008R2).

e Moaynu HacTporikun OC Windows ans obecneueHns dyHKkumoHnposaHus CK3U.

e WHTepdelic CryptoAPI 2.0.

e CpeacrtBa Crypt32(Win32,64) ans obecneyeHns paboTbl ¢ cepTudukaTtamm C
ucrnonb3oBaHmem uHTepdenca CryptoAPI 2.0 4epe3 kpuntorpaduyeckumn

nHTepderic KpunTtollpo CSP noa yrnpasneHnem ocC
Windows2000/XP/2003/Vista/2008/7/2008Rz2).
e CpeactBa CapilLite - pana obecnedyenHuss paboTbl C cepTudukatamm C

ucronb3oBaHmem uHTepdenca CryptoAPI 2.0 4epe3 kpuntorpaduyeckuin
nHtepdeinc Kpuntollpo CSP noa ynpaeneHnem OC cemenctea UNIX (Linux,
FreeBSD, Solaris, AIX).

e Kpuntorpaduueckun nHtepdeiic Kpuntollpo CSP.
e LUlTaTHble MHTEPdENCHI KTOUYEBBLIX HOCUTENEN.
e ASN.1 - cucrtema KoAUPOBaHUS/AeKOANPOBaAHUS AaHHbIX B popmaTax ASN.1.

CocTtaB mMoaynert CK3U n MK3U koHkpeTusmpyeTcs B gonosHeHusax [9]-[13] k gaHHOMY
OOKYMEHTY.

5. NpoTokon ceteBon ayTeHTUPMKaumun Kpnntollpo TLS

5.1. HasHayeHue npoTokosa TLS

Mpotokon TLS (Transport Layer Security, cneuudmkaums IETF -  RFC2246) oTHOCMTCA K
cpencTBaM 3awmThl NpUkNagHbiX naketoB Microsoft Internet Explorer, Internet Information Services (IIS),
Microsoft SQL Server 2000 1 COM+. OH obecneuymBaeT ayTeHTUMUKALNIO CBA3bIBAKOLWNXCSA CTOPOH,
KOHPUAEHUMANBHOCTb U LENOCTHOCTb nepecbliaeMonn uHdbopMauun. AyTeHTudukaumsa obecneuympaeTtcs
ncnonb3oBaHveMm cepTudukatoB crtaHgapta X.509 (B cpegax C cuiabHOM ayTeHTuduKauumen),
KOHMUMAEHUMANBHOCTb — WKUdPOBaHNEM MepecblaeMbiX AaHHbIX, LENOCTHOCTb — MpPUMEHEHMEM X3L-
dyHKUMN 1 Koda ayTeHTUdmkaummn coobueHns (Message Authenticity Code, MAC).

Ons nopkntodeHns no npotokony TLS ucnonb3yetcs npedukc https, npwu s3ToM ob6o3peBaTenb
Web-cepBepa no ymon4daHuto 6yaet noakntodaTtbcst K nopty TCP 443 BMecTo ctaHgapTHoro nopta TCP 80.
Ecnun cepsep He noaaepxusaeT npotokon TLS, coeanHeHne He yctaHaBnmBaeTcs. MpoTtokon SSL/TLS (SSL
- bonee paHHKMe Bepcum NpoTokosna) rnpuMeHsetcs NHTepHeT-npoTokonamu (Tabnuua 1).
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Ta6bnuua 1.
MpoTtokon | NMopTt OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHas noyta) no SSL/TLS
NNTPS 563 NNTP (HoBocTu) no SSL/TLS
LDAPS 636 LDAP (goctyn Kk katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas noyta) no SSLALS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (anekTpoHHas noyta) no SSL/TLS
FTPS 990 FTP (nepenaya cannos) no SSL/TLS

Yt06bI NpoTOKON SSL/TLS pencrteoBan, Web-cepBep AonxkeH umetb cepTudmrKaT (OTKPbITbIN KtoY)
M CBOWM 3aKpbITbiil Kntod. Bnageneu ceptudwmkata AoMKEH NOATBEPAUTb, YTO OH ABASETCA Bnagenbuem
3aKpbITOro KJK4a, CBSA3aHHOro C cepTudukatoM. 3TO AaeT BO3MOXHOCTb KJIMEHTY ayTeHTUduUMpoBaTb
cepBep, C KOTOPbIM OH XO4YeT CBA3aTbCS.

B npouecce B3anMHoOM ayTeHTUdUKaUUK:

e BbINOJIHAETCA KpunTorpacduyeckas MNpoBepKa HaauuMs Yy CcepBepa 3aKpbITOro KJwua,
COOTBETCTBYHOLLErO OTKPLITOMY KJlOUY, YKa3aHHOMY B cepTuduKaTe;

e TMpoBepsieTCs CTeneHb AOBEpUS U3aaTeNo cepTudukaTa;
e TMpoBEepsIeTCs, HE UCTEK JIN CPOK AeNCTBUA cepTuduKkaTa;

e TpOBepPSAETCs, He 0TO3BaH N cepTudukaTt; no ymonyaHuto Internet Explorer sty nposepky
He BbINOMHSAET — 370 Aenaet IIS.

Ecnu nobas M3 yKasaHHbIX MPOBEPOK MPUBOAWUT K OTPULATENbBHOMY pe3ynbTaTy, Mosb30BaTesib
noflyyaeT NpeaynpexmaeHue 1 MOXeT pa3opBaTh coeauHeHune (3To peKoMeHayeTcs AenaThb).

JocTurHys paoBepusi, CTOPOHbI BblpaGaTbIBaPOT CeaHCoBbIN KN4y, Ha OCHOBE KOTOpOro
obecneumBaeTcs LLIMd)pOBaHMe AdHHbIX B TE4EHUNE CeaHCa.

5.2. OcCHOBHbIe NOHATUA npoTokona TLS

Mpotokon TLS npegHasHavyeH ana  obecnevyeHuss  kKpunTorpaduyeckMMm  cpeacTBaMmu
ayTeHTUdMKaunm otnpasutens (KaveHTa) — agpecarta (cepBepa), KOHTPOSSA LENOCTHOCTM U WM@pPOBaHNS
AaHHbIX MHPOpPMaUMOHHOIo obMeHa.

AyTeHTUdMKaLMS ONUMOHaNbHO MOXEeT 6biTb OAHOCTOPOHHEN (ayTeHTUdMKaUMa cepBepa KIIMEHTOM),
B3anMHOW (BCTpeyHasa ayTeHTUdMKaLNS cepBepa M KJIMEHTA) UM HE UCMOb30BaTbCS.

Nepapxuna opraHusaumm nHpopmaumoHHoro obMeHa

Nepapxnsa nHdopmaumoHHoro obMeHa BkatovaeT B ceba ceccmn, CoegUHEHNS U NMOTOK COOBLIEeHMMN
B coeanHeHumn. MNMoTok coobueHnin npmn 60nbIoN AnnHe pasbmBaeTcs Ha (pparMeHTbl C NMAaKETHOM nepeaayen
¢dparmeHToB. B o0aHOM ceccunm MoxeT ObiTb peann3oBaHO HECKOSIbKO COeAWHEHWI, MPOU3BOJIbHO
pa3HECEHHbIX MO BpeMeHW. B kaxaoM coeanHeHMMm MoxeT ObiTb obpaboTaH Heob6XO0AMMBbIN MNOTOK
coobueHunin.

AnroputMm npeobpasoBaHuns nHpopmaumm npn obmeHe

AnroputMm npeo6pasoBaHus MHGOPMaLMM MNpU OBMEHE C WMCMOSb30BaHWEM npoTokona TLS
BKJIIOYAET onepaunu:

e TMpuWeM OT MPOTOKOSIa BEPXHEro YPOBHSA MOTOKA HE MHTEpPNpEeTUpPYeEMbIX AAHHbIX B 610Kax
NpPoOn3BOJIbHOIrO pa3Mepa;

e (parMeHTaumMsi MNPUHSTbIX C BEPXHEro YPOBHS [AaHHbIX B CTPYKTYpUpPOBaHHble 6/10KM
(dbparmMeHTbl) npoTokona TLS. PasMep dparmeHTa - He 6onee 21* Gaiit;

e KoMmnpeccus dparmMeHToB (ONUMOHANBHO);

e XelwlMpoBaHue parMeHToOB (Mcnonb3yeTcsa kaoveson MAC);

e KOHKaTeHauus parMeHTa W pesynbTaTa ero X3WnpoBaHusa (paclUMpPeHHbI dparMeHT);
e 3awundpoBaHMe pacwMpeHHoro dparMeHTa (ONuUMOHaNbHO);

e nepejava 3aWMbPOBAHHOMO paclIMpPeHHOro dparMeHTa C [A06aBNEHHbIM  OTKPbITbIM
3aro/IOBKOM MpOTOKO/a TPAHCMOPTHOIO YPOBHS (Hanpumep, TCP).

Mpu npueme MHboOpMauMm NpUMeHsieTcs obpaTHas NocnefoBaTelbHOCTb onepaumi.
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ATpnbyTbl ceccmun
Ceccua xapaKrepusyeTcs cjieayrowmmmm atpubyramu:

e naeHTUdUKaTOp ceccum (cnyyamHoe umcno, 32 6ainTa, 3apaeTcs CEpBEPOM MpU OTKPbITUU
ceccun);

e MeTOoA KOMMpeccuu;
e cepTudukar cepsepa (ONUMOHANLHO);
e cepTudukar kameHTa (ONUMOHANbHO);

e cneunduKauus anropuTMOB M MapaMeTpoB 3awuTbl (anropuTMbl wundpoBaHus u MAC,
KpunTorpaduyeckme napameTpsbl);

e master secret (ucnonb3lyetcs npu reHepauuu kaw4den wudposaHusa, kaodelr MAC,
BEKTOPOB MHWLUManNn3auun);

e nar, paspeLlatowmii/3anpeLlaonii HoBble COEANHEHUS B CEaHCe.

CepTudmkaTtbl NpeacTaBnaoTca B ctaHaapTe X509. v3. Cneundwvkauus anropuTtMoB U NapaMeTpoB
3alMUTbl MOXET MEHATLCA B TEUYEHWNE CECCUM.

ATpnbyTbl COEANHEHUS
K aTpnbytamM coeqMHEHUs1 OTHOCATCA:

e client_random - cnyvyaiiHble 32 6ainTa, 3afaBaeMble KIIMEHTOM;
e server_random- cnydaliHble 32 6aiiTa, 3ajaBaeMble CEpPBEPOM;
e client write MAC secret (ko4 KNuMeHTa ANs KJKYEBOro X3WmMpoBaHus);
e server write MAC secret (kntou cepBepa 415 KIOYEBOro X3WMPOBAHUA);

e client write key (knto4, wucnonb3yembln AN WWUEPPOBaHMUSA AaHHbIX KINMEHTOM U
pacwmdpoBaHna NX CeEpBepoM);

e server write key (knwouy, ucCnonb3yembl A9 WWGHPOBAHMUA [aHHbLIX CEPBEPOM W
pacwundpoBaHNS NX KIIMEHTOM);

e client write 1V, server write IV (BekTOpbl MHMUMANM3aunM, UCMNOJIbIYEMbIE K/IMEHTOM U
CepBepoOM COOTBETCTBEHHO);

e TOPSAKOBbLIA HOMEp coeAuHeHus (NoahepXMBaeTCs HEe3aBMCMMO ANS nepefaBaeMbiX WU
NMpUHMMaeMbIxX COObLEHN).

BekTop MHMUManusaumMu 3ajaeTcs Ans nepBoro dparMeHTa COO6LWEHUs B COeAUHEHWUW; ANS
nocneayowmx GparMeHTOB BEKTOp MHMUManusaumm GpopMUpYyeTCss U3 KOoHeuyHoro 67oka 3almcbpoBaHHOM
TeKCTa npeablayLero dhparMeHTa.

MopsakoBble HOMepa COEAMHEHWMI MNOLAEPXWMBAKTCA HE3aBUCUMO ANa NepefaBaeMbiXx W
npuHMMaeMbix coobweHunii. Npu cMeHe ceccumn, n3MeHeHun cneundmkKaumm anropyuTMOB U NApPaMeTPOB 3aLLUuUThbI
HyMepaLms coeavHeHWi HaumHaeTcs ¢ 0; [uanasoH Hymepaumn: 0 = 2%4-1,

CoeaunHeHne accounmpyeTcs C O4HOM Ceccuen.

Tunbl coobweHnmn
B npoTtokosne TLS ncnonb3yoTcs cneayowme TUnbl COOBLLEHWIA:
e Hello message (ClientHello, ServerHello);

e Change cipher specs message (uM3MeHeHMe cneumdbukaumnm anropuTMOB M MapaMeTpoB
3aWwuThl);

e Key exchange message (nepemada knaw4ya obMeHa kaodamum wndposanms m MAC
KJIMeHTa, cepsepa);

e Alert message (npeaynpexaeHue, onoBelleHne o0 daTasnbHOM ownbke);
e Application_data message (nepeaaya oaHHbIX);
e Finished message (coobuweHne o BO3MOXHOCTM paboTbl B CO34aHHOWN CECCUN).
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®parMeHT cooblieHusl, nepeaaBaeMbln MPOTOKONY TPAHCNOPTHOIO YPOBHS

Jlist mepenayn ¢pparMeHTa cooOIEeHNsI TPAHCIIOPTHOMY YPOBHIO MIPOU3BOIATCS ONEPAIH:
e KOMMpeccus ¢pparmeHTa (ONUMOHAaNbHO);

e BbIYMC/IEHME X3LA OT KOHKaTEeHaLMW KJYa X3WMPOBAHUSA, TUMa KOMMPECCUMU, ANUHBI
KOMMpPEeccMpoBaHHOro dparMeHTa, KOMNPEeCcCUpoBaHHOro parMeHTa, 3a4aHHO KOHCTaHTbI;

e wMdpoBaHMe paclumpeHHoro gparmeHTa (KOHKaTeEHaUUS KOMMPEeCCMPOBAHHOIO pparMeHTa
M ero xawa);

e pobaBfieHMe OTKPbLITOro 3arosioBkKa, cogepxkawero Tvn coobuwenus (oanH 6ainT), Bepcuto
npotokona TLS (aBa 6ainTa), ANMHY KOMMpecCcMpoBaHHOro dparMeHTa.

Onepauwnn npotokona TLS

Application Data = =
U
Fragment
U
Compress
U
Add MAC
U
Encrypt
U
Append TLS Record
Header

TLS Handshake Protocol

TLS Handshake Protocol paboTaeT no cnegytowein cxeme:

ClientHello—— Yemanosexa eepcuu npomoxona,
udeHmugukamopa ceccuu, HAYAILHO2O
Habopa aneopummos U napamempos,
Memooa Komnpeccuu

<«—— ServerHello

Cepsep nocvinaem (OnyuoHanbHo)

<«— Certificate —— ceoll  cepmugurxam u 3anpawiugaem
«— Certificate Request—— (onyuonanvno) cepmughuxam xiuenma,
«Server Key Exchange —— nepedata ciyuatHol senuyuHbL Server-random

<— ServerHelloDone ——

Certificate —— Knuenm nocuviiaem ceoli
—Client Key Exchange —— cepmuuxam (ecnu  6vLn 3anpoc
— Certificate Verify —» cepeepa) Ecnu cepmugpuxama y kiuenma

nem, on nocwiiaem Certificate Verify
——— Change Cipher Spec——» Buibop aneopummos u
Finished——— napamempos  Ond  YCMAHAGIUBAEMOU
«— Change Cipher Spec—— ceccuu,  3asepuienue Handshake

<—— Finished (“pyxonooicamus”)

Client Server
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TLS Handshake Protocol obecneumBaeT uHUUManu3auuo ceccun (COeAUHEHMUS) BbINOSIHEHUEM
onepauunii:

e KJIMEHT M cepBep AOroBapuBatoTcs 06 MCMONb3yeMbiX B CECCUM anropuTMax U napameTpax
3awWwunTbl, 06MeHMBaOTCA Ccny4YyanHbiMU BennunHamu client_random, server_random, goroeBapmBatotcs, 6yayT nnm
HET HOBble COeAMNHEHNS;

e npousBoauUTCA ObMeH cepTudukaTamMum Ans ayTeHTuduKauum knueHta wm cepeepa (no
33[aHHbIM ONuUUsAM);

e KJIMEHT reHepupyeT ciy4varHyl BenuuumHy pre_master secret, wudpyer ee n nepepaet
cepBepy.

e KnueHT 1 cepBep no pre_master secret, client_random u server_random dgopmMupytoT master
secret (Habop Heob6xoaANMOW KNOYEBON MHGOPMALIUN) CECCUN.

Crek npoTtokona TLS

Mpotokon TLS sABnsSeTca ABYXYPOBHEBbIM W OEACTBYET HaAd TPAHCMOPTHbLIM TMMPOTOKOJIOM.
K nepBoMmy ypoBHI0 oTHocaTca TLS Handshake Protocol, TLS Change Cipher Spec, TLS Alert Protocol.
Ko BTOpoMy ypoBHI oTHocuTcst TLS Record Protocol.

TLS TLS Change TLS Alert MpoTokonbl
Handshake Cipher Spec Protocol o6bMeHa
Protocol AaHHbIMKU (HTTP
nrT.n.)

TLS Record Protocol
TpaHcnopTHbIn npoTtokon (TCP/IP u T.1m.)

5.3. Moaynb nooaepXKun CceTeBon ayTeHTUdMKauum
Kpuntollpo TLS

Moaynb noaaepxkum ceTeBov ayTeHTudwukauum Kpuntollpo TLS peanum3oBaH Ha 6a3e npoTokona
TLS v.1.0 n poOCCUIACKMX CTaHAAPTOB Kpuntorpadunyeckonm 3awuTbl KOHPUAEHUMaANbHON MHMOpPMaUnmn
(anroputMbl wKdpoBaHnsa B cooTBeTcTBMM C TOCT 28147-89, anropuTmbl BbipaboTKM M MpoOBEPKM
3/1eKTPOHHON undposor noanmcm B cootBeTctBun ¢ FOCT P 34.10-2001, XxawmpoBaHMs B COOTBETCTBUA C
FOCT P 34.11-94). Ucnonb3yeTcs Takxke anroput™m Aunddu-XennmMaHa OTKPbITOro pacnpeneneHns Ki4en
Ha 6a3e NOCT P 34.10-2001.

Ha M3BM knueHTa n Ha cepBepe (IIS, ISA) ycraHaBnmaetcsa CK3U XTAW.00050-02 c moaynem
NnoafepXXKN ceTeBon ayTeHTudmKaumm Kpuntollpo TLS.

AyTeHTU(DMKaAUNSA KITMEHT-CEPBEP MOXET O6bITb OA4HOCTOPOHHEN N ABYCTOPOHHEN.

OAHOCTOPOHHSAA ayTeHTudUuKaumsa obecneunBaeT MMHMMANIbHO HEO6XOAMMbIA YpPOBEHb 3alUuuTbl, U
BKJItOYaEeT B cebs:

e 06si3aTenbHy0 ayTeHTUdUKaUMIo cepBepa 6e3 ayTeHTUdUKaALMU KIIMEHTOB;
e KdpoBaHue Tpaduka Mexay KIMEHTOM U CEPBEPOM.

MNpu paboTe B AaHHOM pexuMe cepBep Ha 3Tane "pykonoxaTtua" He 3anpawmBaeT cepTudukaTr
KJIMEHTA W yCTaHaBnMBaeTCs "aHOHMMHOE" 3allMLieHHOe coeAuHeHue. B 3TOM cnyyae K/IMEHT MOXeT He
UMeTb 3aKpbITOro KJK4Ya U cepTudukaTa, OAHAKO MPU 3TOM OH JIMWIAETCS BO3MOXHOCTM (hOPMMPOBaATb
3NEKTPOHHYIO UM@POBYIO MOANUCL MNOA4 AOKYMeHTaMu. PexXxuMM C OAHOCTOPOHHEN ayTeHTudukaumen
cepBepa MOXET WCMoMb30BaTbCA AN MpeAoCTaBNE€HMST  HEKOTOPOW  rpynne  nosib3oBaTenen
KOHpUaeHUManbHOM MHMOPMaAUMM HAa OCHOBaHWM MapOSIbHOM 3awMThl, OAHAKO MNaposib B 3TOM Cliy4yae
byaeT nNpeabsBASTLCA MNOJIb30BaTENEM TOMbLKO MOC/AEe YCTAHOB/IEHUS 3aliMleHHOro TLS-coeanHeHus cC
Web-cepBepoM, 4TO MoOBbIWAET YpoOBEHb 3aliMTbl OT HECAHKLUWMOHMPOBAHHOIO AOCTYMNa MO CPaBHEHWUIO C
nepegadein naposis NO OTKPbITbIM coeaAnHeHuaM. [lpu  OAHOCTOPOHHEeN ayTeHTMdUKaumnm cepsep
3anpawuBaeT cepTuduKaT KJIMeHTa, HO €ro OTCYTCTBME HE CYMTAETCS OWKNOKOMN.
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B CK3W «Kpuntolpo CSP» ncnonb3yeTcs ABYCTOPOHHASA ayTeHTUdMKaLUS.

[BYCTOPOHHAA ayTeHTUPMKaLMS BKIOYAET B cebs:
e B3aWMHYI0 ayTeHTUdMKaumo knmeHTa n Web - cepsepa ¢ noMoLbo X CepTUPUKATOB;
e wndpoBaHue TpadnKa MeXAy KIMEHTOM N CEPBEPOM;

e (dopMMpOBaHME N NMPOBEPKY 3NIEKTPOHHOM UMEOPOBOMA NOANMCKM NOA SNEKTPOHHbIMM HTML-
(bOpMaMVI, 3anoJiHAeMbIMK NOJIb30BaTE/IAMMU.

[IBYCTOPOHHSS ayTeHTUdMKaumMs nNo3BosseT obecneynTs AOCTYN B 3aKpbITyto YacTe Web - cepeepa
TOMbKO 3aPEerncTpMpoBaHHbIM BfadenbuaM cepTudukatoB. [pu 3TOM HYXHO WMETb B BuUAY, H4TO
pasrpaHuMyeHMe [AocTyna K WHMOPMaUMOHHLIM pecypcaM CepBepa, OCHOBAaHHOE Ha MpoBepKe
CcepTUdUKaTOB KIIMEHTOB, rOpasAo HajeXHee, YeEM NPOCTO NaposibHas 3awuTa.

B naHHOM pexume paboTbl KNMEHTY HEO6XOAUMO CreHepMpoBaTb 3aKPbITblA U OTKPbLITbIA KUK U
MnoslyuYnTb CcepTudmKaT OTKPbITOro kto4a B YL.

TpeboBaHua K TeXHUWYECKMM W NporpaMMHbiM CpeacCTBaM  KOMMbKOTEpa, Ha  KOTOpbIn
ycTaHaBnmBaeTca ISA cepsep, onpeaenawTcs B AOKYMEHTauuu, MOCTaBASEMON BMecTe C AaHHbIM
cepBepoM. [ONOSIHUTENbHO, Ha KOMMNbKTEP AO/MKHbI 6bITb ycTaHoBneHbl CK3U «Kpuntollpo CSP» wu
MOAY/b NOAAEPXKKM CeETEBON ayTeHTUdMKaumm Kpuntollpo TLS.

[ns BO3MOXHOCTWM YCTaHOB/IEHUS 3alUULLEHHOrO COeAMHEeHUsT MexXAay KIMEHTOM U cepsepoM ISA
HeobxoaAMMO BHauane BbINYCTUTb CepTUdUKAT OTKPbLITOrO Kj4va, KOTOpbln 6yaeT Mcrnosnb3oBaThCs AN
cepBepHON ayTeHTudUKaummn no npotokony TLS.

TpeboBaHus K cepTudukaTy:

e uMa ceptudukata (Common name) AO/MKHO coBnagaTb C umeHeM nybnmkyemoro Web-
cepBepa npukiagHon cucrtembl. Hanpumep: pif.nikoil.ru

e 0651acTb MCMOIb30BAHMS K/tOYa AOJKHA coaepXaTb: <<AYTeHTVICbVIKaLI,VIF| Cepsepa»

JaHHbI cepTuduKaT AonxkeH bbiTb ycTaHOBAEH Ha cepsBep ISA B npuBsA3Ke C KAOYOM MOAMUCU
(3aKpbITbIM KOYOM). Mpy 3TOM 3aKpbITbIA KAOY NOANUCK A0XeH 6biTb NoMelleH B peecTtp OC.

Bbinyck wn ycTaHoBKa cepTudwukaTta ocywecrtsnserca depe3 APM nonb3oBatens LleHTpa
pernctpauunmn. NMopsaoK AeNCTBUI ONpeaenseTcs B MHCTPYKLUUM NONb30BaTeNto.

6. KniouyeBas cucrteMa v Kno4yeBble HOCUTENN

6.1. Obwme nonoxeHus

CK3MN Kpuntollpo CSP saBnsietca CUCTEMOM C OTKpbITbIM pacrnpeaeneHnem kmtoden. OTKpbITbie
KJK04YM NoANUCK U WNdpoBaHMS 06bIYHO NPeaCTaBAsAlTCA B BUAe CepTUPUKATOB OTKPbITbIX KIHOYEN.

B CK3U Kpuntollpo CSP 3akpbiTbli KJHOU NMOANUWCUA MOXKET 6biTb MCMNOJZIb30BaH TOJIbKO
ana c¢popmupoBaHua SLUIM. 3akpbiTblii KAOY WKNGPOBaHUA MOXET 6biTb MCMNOJZIb30OBaH Kak Aif
cdhopMmpoBaHMna KJIlOHA CBA3M C APYIrMM NOJib30BartesieM, Tak u ans chopmupoBaHus DLIM.

Mpun pabote c CK3UN kaxabln nonb3oBaTtenb, obnagatwowmii NnpaBoM noagnucu U/mnm wmdposaHus,
BblpabaTbiBaeT Ha cBoeM paboyeM MecTe WM nosy4vaeT y agMUHUCTpaTopa 6e3onacHOCTM (B 3aBMCMMOCTH
OT MPWHSATON MOAUTUKM 6€30MacHOCTM) JIMYHbIE 3aKPbITbI M OTKPbITbIA K/KOYM. Ha OCHOBE KaXaoro
OTKPbITOrO K/itoya TpeTben ctopoHon (LleHTpom CepTudukaumm) dopmumpyeTcs cepTudukaT OTKPbITOro
Kova.

JomkHbl 6bITb MPUHATBI Mepbl, obecneuymBaloMe COXpaHEHME B TaWHe 3aKpbITbIX K/OYen
3/IEKTPOHHOM MOAMUCKU U WN(PPOBAHUS U COOTBETCTBYHOLWMNA NMOpsAoK paboTbl C KIKOYEBOM AOKYMEHTauuemn
N cepTudmrKaTaMm OTKPbITbIX KIHOYEN.

MpepaynpexxpaeHune. Anroputm Anddu-XennmaHa obecneumBaet GopMmMpoBaHme ceaHCoBbIX
Knoyen nHhopMaumMoHHOro obMeHa, HO He obecneumBaeT ayTEHTUMUKALNIO CBA3bIBAOLWMXCS CTOPOH.
Mo3TOMY A@HHbIW aNropuTM AOMKEH UCMOSIb30BaTbCSl COBMECTHO C MPOTOKOSIaMM ayTeHTUdMKaUNK.

6.1.1. LudpoBaHne AaHHbIX

B CK3WM Kpuntolpo CSP kntod 3awmncdpoBaHnsa cooblieHns coBnagaeT C KKYOM pacwmndpoBaHus
(0bwuii 3akpbIThI KoY €BA3M). Mpn 3awmdpoBaHum cooblleHns nonb3oBatens A Ans nonb3oBaTtens b
0o6LWwmnii 3aKpbITbIN K04 CBS3WN BblpabaTbiBaeTCsl Ha OCHOBE 3aKpbITOro Kto4va WwndpoBaHus nosb3oBaTtens
A 1 OTKpbITOro k4Ya wndpoBaHua nonb3oBaTtens b. CooTBETCTBEHHO, ANA pacwudpoBaHUsa 3TOro
coobuweHns nosnb3oBaTteneM b dopMmmpyeTca o06WMin  3aKpbITbIA  KJIKOY  CBS3M Ha OCHOBE CBOEro
COB6CTBEHHOr0 3aKpbITOro Ktya WudpoBaHMs U OTKPbLITOro K/k4Ya WndpoBaHUs nonb3oBaTtens A.
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Takum obpasoMm, Ansa obecneveHns cBA3K C ApyruMm aboHeHTaMn KaxaoMy aboHeHTy HeobxoamMmo
UMeTb:

e COBCTBEHHbIN 3aKpbITbIM KIOY WN(pPOBaHKS;

e OTKpbITblE  KWOYM  WKdpoBaHna  (cepTudukatbl  OTKPbITbIX  KAKOYENH)  ApPYrux
nonb3oBaTtenen.

6.1.2. ®opmMmupoBaHue n nposepka DL

3aKpbITbI KJKOY MOAMUCU UCMOMb3yeTCs AN BblpaboTKM 31EKTPOHHOM umndposon nognucu. Mpu
npoBepke nMoAMMCKM MNpPOBEPSIOWMA  AO/KEH pacnoflaratb  OTKPbITbIM  K/AO4YoM  (cepTudumkaToMm)
nonb3oBaTesisi, NOCTaBMBLUEro NOANUCh. MNMpoBepsWNIA A0HKEH 6bITb MOSIHOCTLIO YBEPEH B MOASIMHHOCTM
OTKpPbITOrO KJ/t04a, @ MMEHHO B TOM, YTO MMEKLWMNACA Y HEro OTKPbITbIN K04 COOTBETCTBYET OTKPbITOMY
K04y KOHKPETHOro mnofb3oBaTtensa. s 3TOW uenM UCMNofib3yeTcs cepTudukaT OTKPbITOro Kiwua,
NOAMNUCAHHbIA TPeTbEN AOBEPEHHON CTOpPOHOM. KaxaoMy nonb3oBaTtesnto, obnagatowemMy npaBoM MNOAMUCH,
HeobxoaAnMo nMeTb:

e 3aKpbITbIM KUY NOANUCHK;
e OTKpbITbIe KoUK noanucK (cepTuduKaThbl OTKPbITBIX KoUein) ApYrux nosb3oBaTenei.

6.2. KnwoyeBon KOHTENHep
MNpu dopMmpoBaHum 3akpbiTble knoun CK3UW Kpuntollpo CSP 3anucbiBaloTCA Ha KAOYEBOWM
HocuTeNb (KIKYEBOW KOHTEMHEP).
KnoueBon KOHTENHEP MOXET coaepXaTb:
e TOJIbKO K/IOY NOAMUCHK;
e TOJNIbKO K/IOY WNdPOBaHUS;
e KJIIOY MOAMUCHK U KJTIOY WM POBAHUSA OAHOBPEMEHHO.

EOMHCTBEHHbIA KIOY KNOYEBOrO KOHTelHepa NMbo KAy noanuvcu B AaljibHElweM HasbiBaeTcs
rNaBHbIM KJIIOYOM, a KAOY WKNGPOBaHUS, B C/lydYae XpaHEHUS B KOHTelMHepe ABYX KMOYEN, - BTOPUYHbLIM
K/THO4OM.

JononHUTenbHO KIOYEBOW KOHTEMHEpP COAEepXMUT cnyxebHyl uHdopmauumio, Heobxoaumyro Ans
obecneyeHuns Kpuntorpadnyeckom 3awWmnTbl KIKOYEN, NX LETOCTHOCTU U T. M.

Kaxxablih KIOUYEBOW KOHTelHep (He3aBUCUMMO OT TUMa HOCUTENS), ABMSETCA CaMOAOCTATOYHbLIM U
COAEPXUT BCIO HEOBXOANMYI0 MHMDOPMaUMIo AN paboThl KakK C CaMMM KOHTEMHEpPOM, Tak M C 3aKpbITbIMU
(M COOTBETCTBYIOLUMMU UM OTKPbITBIMU) KIOYAMU.

6.3. CTpyKTypa K/t0o4eBOro KOHTenHepa

KnoueBoW KOHTEMHEpP COAepXUT CeaytoLlyto MHdopMaumio:

rNaBHbIA K04, MAacku rn1aBHOMO K/o4va, KOHTPOIbHYH MH(OpMaLMo rMaBHOMo Kk4a, BTOPUYHbIN
K104 (ONUMOHAsbHBIN), pe3EPBHYIO KOMUIO K/TIOYEBOI0 KOHTEMNHEpPA.

Kaxxablil 3aKpbITblii K04 XpaHUTCA B ¢opMaTe, AOMOSHUTENbHO COAEpXKALleM BCE KOHCTaHThI,
HeobxoauMble AN OPMUPOBAHMSA U SKCMOPTA OTKPLITOMO Kiltouya.

CTpyKTypa K/OYEBOro KOHTeilHepa ob6ecrneuMBaeT UYTEHME K/UYel U COOTBETCTBYIOLIMX Macok
oTAEeNbHbIMKM OMepauusMM B pasfesibHble 06/acTM NaMsaTu, A4S 4Yero OH pa3buT Ha WecTb 30H
(peanusaums 30H 3aBUCUT OT TUMA KIKOYEBOrO HOCUTENS).

KnioyeBon KOHTEMHEP COAEPXUT TakKXe AOMOSIHUTENbHY MWHGOpMaumilo, Heobxoaumyk ans
obecneyeHns BOCCTAHOBMIEHUS KOHTENHepa, NMpU BO3HMKHOBEHMW pPasfIM4YHbIX MPOrpamMMHO-anmnapaTHbIX
c6oeB (gononHuTenbHass HGOpMaLUKUsS BKIKOYAETCS B TEX Cly4dasax, KOrga pa3Mep K/HUYeBOro KOHTEMHepa
He OrpaHuM4yeH pasMepamu NamsTM GU3NYecKoro HocuTens).

6.4. ®opMUpoBaHME KITHOHEN

dopMuMpoBaHWe K/4Yeld Mosb3oBaTens MPOU3BOAMTCA C UcMofb3oBaHMeM dyHKUMM CPGenKey
(cMm. XKTSAKM.00050-02 90 05 "Kpuntollpo CSP. PykoBoacTtBo nporpammmucrta") v cneuudukaumen tuna
dopmunpyemoro kntova: AT_KEYEXCHANGE wnnn AT_SIGNATURE.

®OpMUPOBAHMNE KIHOYEN BO3MOXKHO €CNNn:

1. KoHTekcTt kpuntonpoBangepa Kpuntollpo CSP oTkpbiT ¢yHKunen CPAcquireContext c
¢narom CRYPT_NEWKEYSET 1 HecyLLleCTBYIOLUM UMEHEM KIIIOYEBOr0 KOHTElHepa, cneunduunupoBaHHbIM
napameTpom pszContainer;
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2. KOHTeKkcT kpunTtonpoBangepa Kpuntollpo CSP oTkpbiIT ¢dyHkumen CPAcquireContext c
yKa3aHWeM paHee CO3[4aHHOrO  K/OYEBOr0  KOHTelHepa,  crneumduumpoBaHHOro

pszContainer.

[

NMpuMmeyaHusn.

1. Ans vcnonHeHus 1 3akpbiTble kAoum SUM n wndpoBaHus hopMupyroTcs C
ncnonb3oBaHvem MACH c mHuumanmsaumer ero oT BuoJCH wmnu oT BHEWHeW
rammbl; ANs UCNONHeHUs 2 - € ucnonb3oBaHueM MACH ¢ nHuumanusaumen ero ot
dusmnyeckoro ACH MAK 3awmtel ot HCA wnm OT BHewHel rammbl. [Ons
mcnonHenms 2 ¢ OC Solaris 9/10 (nnaTdopma sparc) KKYM AOSIKHbI 6biTb
nony4yeHbl Ha APM, ocHaweHHbix CK3W B wncnonHeHmnm 2 ¢ OC Windows XP,
nnatdopma ia32, n yTuanTon BbipaboTKn raMmmbl.

2. Mpu unCnonb30BaHUM cyUTbIBaATENEN CMapT-KapT WM  YCTPOWUCTB 4YTeHUs
Tabnetok Touch-Memory DALLAS Heo6xoavMMoO npoBeAeHMe NpOBEpPKU HACTPOKU
ncnonbsyembix Mm noptos MN2BM B BIOS n OC.

3. Nepea 1Mcnonb3oBaHWEM MPOLIECCOPHbIE KapTbl AO/KHbI ObiTb "BbIMyLeHbI" C
MCMNOJIb30BaHMEM TPaHCMOPTHOro nuH-koda W MO BbiNycka kKapT (noctaBnsitoTcs
OUCTpMBYTOpPOM KapT)

4. Mpwn ucnonb3oBaHum HIMI B KayecTBe KHOYEBOro HocuTenss Bo msbexkaHue
noTepu Kto4eBol MHGOPMaUMN PpEKOMEHAYETCS XPaHUTb ee KOMuio.

6.5. KnwuyeBble HOCUTENu

dopMUpOBaHME 3aKPbITbIX K/OYEN MOXeT MPOU3BOAUTLCSA Ha K/Tt0UYeBble HOCUTENN:

rMa 3,5";

USB ancku

3N1EeKTPOHHBIN KNtoY ¢ uHTepdencom USB (e-Token);
CmapTtkapTtbl PUK, Ockap, Marncrpa
naeHtTudmkatopbl Touch-Memory D S1995 - DS1996 MAK 3awutbl ot HCA (Akkopa-AMA3,

3M1EKTPOHHbIN 3aMok "Cobornb);
e Rutoken;
e Paspgen HDD MN3BM (B OC Windows - peecTtp).

Ncnonb3oBaHMe KIIOYEBbLIX HOCUTENEeW B 3aBUMCMMOCTM OT MPOrpaMMHO-annapaTHoM niatdopMbl
CM. AOKYMeHT "XTAN.00050-02 30 01. CK3U "KpunTtolpo CSP". ®opmynsap, n.n. 3.8, 3.9.

napameTpom

Mpumeuanume 1. B coctas ancrpmbyTtnea CK3U XTAN.00050-02 BxoasaT 6ubnumotekm

NoAAEpXKM BCEX MEepPeUYnCTIEHHbIX HOCUTENEN, HO He BXoasT apaliBepa anst OC. Mo Bonpocam
nony4vyeHust ApanBepoB Heo6xoanMMo obpallaTbCst K MPON3BOAUTENSIM COOTBETCTBYOLLNX

YCTPOWCTB.

MpuMmevaHune 2. [lonyckaeTcs XpaHeHWe 3aKpbiTbiX kto4vel B peectpe OC Windows u B
pasgene HDD (B cnyyae apyrux OC) npu ycnoBuu pacnpocTpaHeHus Ha HDD wnn N3BM ¢ HDD
TpeboBaHuMii NO 06paLLEHNIO C KTIOYEBLIMU HOCUTENSIMU, B TOM YMC/IE U NOC/E yAaneHUs K4ven

u3 peectpa.

Mpumeuanne 3. Bonpoc 06 vcnonb3oBaHMKM B KayecTBe KI/OYEBbIX HOCUTENeW cMapTkapT

APYTMX TUMOB AOSKEH cornacosbiBaTbes ¢ 000 "KPUMNTO-MPO".
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6.6. Pa3mepbl Kntoyen

Pasmepbl K1toUel aNeKTPOHHOM LM poBO NoANUCK:

3aKpbITbIN K104 - 256 6ur;
OTKPbITbIN KJTHOY - 512 6ur.
Pasmepbl kno4vel, NCNosb3yeMbixX NpU WNHPOBAHUN:
3aKpbITbIA K/HOY - 256 6ur;
OTKPbITbIA K/tOY - 512 6ur;
CMMMETPUYHbIN KoY - 256 6wur.

6.7. XpaHeHune KI4eBbIX HOCUTENEN

Mpu XpaHeHUn kNoYen HeobxoanMo obecneymTb HEBO3MOXHOCTb AOCTYNa K K/I0YEBbIM HOCUTENAM
He AOoNyLWeHHbIX K HUM nuy,. Monb3oBaTenb HECEeT NepCOHasibHY0 OTBETCTBEHHOCTb 3@ XpaHEHWe JIMYHbIX
K/I0YEBbIX HOCUTENEN.

3anpelwaeTca ocTaBnATb 6€3 KOHTPONSA BbIYUCAUTENbHblE CpeAcTBa C YCTaHoBfieHHbIM  CK3U
nocsne BBOAa K/O4eBOM MHdOpMauuu;

Mpu Hanuuum B oOpraHusauuu, skcnnyatupyowen CK3W, aamumHucTpaTopa 6e3omacHocTn w
LEeHTPanM30BaHHOM XpaHEHMW KAIYEBbIX HOCUTeNnen, agMMHUCTpaTop 6e30nacHOCTN HeCceT NepcoHasbHY
OTBETCTBEHHOCTb 3a XpPaHEHME NIMYHbIX K/OYEBbIX HOCUTENEN Nonb3oBaTesnen.

MNpu xpaHeHun kntoyer B peectpe Windows 1 Ha HDD M3BM TpeboBaHuUS NO XpaHEHUIO NUYHbIX
KJTHOUYEBbLIX HOCUTENEN pacnpocTpaHsatoTcs Ha M2BM (HDD MN3BM) (B TOM uucnie 1 nocne yaaneHus Kioden
n3 peectpa, n3 HDD).

B crnyyae HEBO3MOXHOCTU OTUYXAEHUS KJIIOYEBOr0 HOCUTENS C KKO4YeBOM MHGopMaumnen ot MNIBM
OpraHn3aUMOHHO-TEXHUYECKMMU MEPONPUATUSMU A0MKEH ObITb UCKAOYEH AOCTYN Hapywwutenen Kk MN3BM
C KJTH04aMu.

Mpwn xpaHeHun kno4ven Ha HDD MS5BM Heob6x0AMMO MCNO/Ib30BaTb NAPOJIbBHYIO 3aLLUTY.
CK3WU moxeT hyHKLUMOHMPOBATb M XpaHUTb K/KOYEBYHO MHPOPMaLUMIO B ABYX peXMMax:
e B MNaMATU NPUSIOXKEHUS ANSA UCNOSTHEHMS 1.
e B "Cnyxbe xpaHeHus kno4en", peann3oBaHHOMW B BUAE CUCTEMHOrO cepBuca AN
WUCMOJSTHEHUSA 2.
OyHKUNOHMPOBaHMe M xpaHeHue ktoyen CK3U Kpuntollpo CSP B "Cnyxb6e xpaHeHus knouen"
obecrneuMBaeT  OOMOMHWUTENbHYK  3aWMTy  K/IOYEBOWM  MHdOpMauuMM  OT  APYrMX  MPUNOXKEHUN,
BbINOSHAOWMXCA Ha NMDBM, HO MOXeT He3HauYnTeNbHO 3aMen/INTb MPOU3BOANTENBHOCTb CUCTEMBI.

B cnyyae Heob6Xx0AMMOCTM MpPOBEAEHUS PEMOHTHbIX U persiaMeHTHbIX paboT amnapaTHOM 4actm
CK3UN/COK Heobxoammo obecneymTb HEBO3MOXHOCTb AOCTyMa HapywuTens K Ka4yeBoW WHdgopMauuu,
coaepxaulerica B annapatHoi 4vactu CK3U/COK. KoHKpeTHbIi nepeyeHb Mep Ao/mKeH 6biTb onpeaeneH
Ucxoas M3 ycrosuin akcnnyataumm CK3U.

6.8. Cpoku AeNCTBUS NOSb30BaATENbCKUX KOYen

Mpu 3akcnnyataumm CK3U  XTAM.00050-02 pomkHbl  cobntogatbCs  cneaylowme  CpoKu
NCNOMb30BaHNA MOJb30BaTE/IbCKUX 3aKPbITbIX KoUen n ceptuduKaToB:

e MaKCMManbHbIA CPOK AENCTBMSA 3aKpbiTOro katda UM - 1 rog 3 mecsaua;
e MaKCUMaJibHbIA CPOK AENCTBUS OTKpbITOro knto4ya DUM - 15 neT;
e MaKCUMasibHbIA CPOK AENCTBUS 3aKpbITbIX U OTKPbITbIX Ktoveln obmeHa — 1 rog 3 mecsua.

6.9. YHUUTOXEHME KKYEen Ha KJTIYEeBblIX HOCUTENsaxX

Knioun Ha knw4eBbix HocuTensx (Bkawdyas Touch Memory wu cMmapT-KapTbl), CPOK AENCTBUS
KOTOPbIX WCTEK, YHWYTOXAKTCA NyTeM nepedopMaTMpOBaHUS KIHOYEBbIX HocuTenen cpeacrtsamm 10O
CK3M, nocne 4yero K4YeBble HOCUTENM MOTYT MCMNOMb30BATbCA A5 3arMncU Ha HWUX HOBOWM KIIHOYEBOW
nHdopmaumu.

O6 YHMUTOXEHWM K/O4Yel AenaeTcs COOTBETCTBYLWaAs 3anucb B "XypHane nonb3oBaTtens cetun'
(cMm. BegeHue xxypHanosB).
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6.10. WHTepdenc ynpasneHmsa knrodamm CK3U

MocnenoBaTenbHOCTb AEWCTBUI MPU FeHepaumMm 3aKpbITbIX KKOUYen nosfib3oBaTenen, ynpasrieHuu
X NapofnsMu, ynpasneHuun Kno4amMmmn onpegeneHa B AokyMmeHTe «XKTAMW.00050-02 90 03. Kpuntollpo CSP.
WNHCTPYKLMS MO UCMOMb30BaHUIO».

7. TpeboBaHnda nNo BCTpamBaHUIO U uUcrnosnb3oBaHuto MO
CK3U

BcTtpanBanme CK3M B 3awmwaemMble MHGOPMAUMOHHbLIE CUCTEMbI AOJIKHO TMPOM3BOAUTLCSA B
cooTBeTcTBMU C [MonoxeHunem [MK3-2005. BcTpamBaHue A0MKHbI MPOBOAUTbL OpraHmsauum, umerowme
JIMLEH3MIO Ha NpaBo NpoBeAeHus Taknx paboT.

Ons  obecneyeHus  3aliMTbl  3MIEKTPOHHbIX  AOKYMEHTOB M CO34aHWMS  3alUMLLEHHOM
aBTOMaTU3MPOBAHHON CUCTEMbI B NEpPBYI0 OUepeflb UCMOMb3YIOTCA KpUnTorpadumueckme MeTofbl 3aLiuThbl,
KOTOpble MO3BOSIAOT 06ecneynTb 3alWMTy LEeNTOCTHOCTU, aBTOPCTBA U KOH(MUAEHUMANBHOCTU 3NEKTPOHHOW
MHbOpMauMM U peanu3oBaTb MX B BWAE MPOrpaMMHbLIX WM annapaTHbIX CPeAcTB, BCTPavBaeMbiX B
aBTOMATU3NPOBAHHYIO CUCTEMY.

Mpy CO34aHWM 3aLMLLEHHON WMHGMOPMALMOHHON CUCTEMbI LOSKHbI 6blTb OMpeaAenieHbl Moaesb
BO3MOXHbIX Yrpo3 M noAutMka ee 6e3omacHocTM. B 3aBMCMMOCTM OT MOMAUTUKM 6Ee30MacHoOCTU
onpeaensieTca Heob6xoanMbIA Habop KpunTorpaduUecknx MyHKUMIA U OpraHnM3aLMOHHO-TEXHUUYECKUX Mep,
peanunsyeMbix B CO34aBaeMOi CUCTEME.

OyHkumm CK3W npwm BCTpamBaHuMM B MpuKnagHoe nporpammHoe obecneyeHne MOryt ObiTb
NCMNO/Ib30BaHbI:

1. UYepes wuHTepdenc GyHkuni CryptoAPl 2.0, 4TO TO3BOASET MNPUMEHATb BeCb
WMHCTpyMeHTapuii dupmel Microsoft. [na aTux uenen paspaboTymky MOryT BOCMOJ/Ib30BaTbCA NPOrpaMMHOM
OOKyMeHTauuen, cogepxaulerica B MSDN (Microsoft Developer Network), a Takxe nocTaBisieMbIM
TectoBbiM MO; Ha Unix-nnatdopmax (Linux, FreeBSD 5, Solaris 10) uepe3 uHTepdenc 6ubnnorteku
capilite.dll, asnsawowenca nogmMHoxecTBoM uHTepdelica CryptoAPl 2.0. [na 3Tux uener B KOMIJIEKT
NMOCTaBKM BKJlO4YaeTca pAokyMeHT XTAWU.00050-02 90 05 "Kpuntollpo CSP. PykoBopacrso
nporpamMMucra’.

2. HenocpeactBeHHbIM Bbi30BOM ¢yHKUM CK3WM nocne 3arpyskm Moayns C UCMNOAb30BaHUEM
dyHKkumMn LoadLibrary. ns 3Tux uenern B KOMNAEKT NOCTaBKK BKAOUaeTcs AokymeHT XTHAKM.00050-02 90
05 "KpunTtollpo CSP. PykoBoacTBO NporpaMMucTta”, onncbiBaloLWmnii coctas GyHKUMA 1 TecTosoe [0.

Huxe npuBeaeH OCHOBHOM nepevyeHb TpeboBaHMn U YyCNOBMIA NO BCTPAMBAHWUIO, peannsyemblX npu
mncnonb3oBaHnm CK3U.

7.1. KoHdpuaeHUmManbHOCTb MHPOPpMaLUU

Mpu nepegayve aaHHbIX B ceTu obecneumBaeTcsl MCMoNb30BaHNEM DYHKUMI WwdpoBaHus.

Ona obecneueHus 3awmtbl oT HCA K vHdOpMaumm npu XpaHeHuu (Ha auckax, B 6ase AaHHbIX)
[OMyCKaeTcs UCMnosib3oBaHMe WndpoBaHUs Ha NPON3BOAHOM (HanpuMep, OT Naposis) KIIYe.

7.2. NWpeHTndumkaums n aBTopcTeo

Mpwn ceTeBOM B3amMoaeNCTBMKM (YCTAHOBJIEHMM ceaHca cBA3n) obecneumBaeTcs pyHkumamm LM
npyM WCNONb30BaHUM MX B npouecce ayTeHTUdUKaunm (Hanpumep, B COOTBETCTBUM C peKOMeHAaunsamu
X.509). OpgHOBpeMEHHO npu ayTeHTUdUKauMnu [AOJSHDKHA WCNOSb30BaTbCs 3awWMTta OT MNEepenoBTOPOB.
Ons 3Tux uenenm MOXeET WCNONb30BaTbCA (YHKUMA MMUTO3aWMTbl C BblYUMCNEHMEM MMWUTOBCTABKM Ha
CECCUOHHOM KJ1toYe (CUMMMETPUYHbBIA KoY WKndpoBaHUs).

Mpn 31eKTpOHHOM AOKyMeHToobopoTe obecneumBaeTcsa UCMonb3oBaHMeM GyHKuun  SLUIMN
3/IEKTPOHHOIO AO0KyMeHTa. [JOononHWUTENnbHO AO0MKHA ObiTb NMpeaycMOTpeHa 3alimMTa OT HaBsA3biBaHWS,
NOBTOpa 3/1eKTPOHHOIO AOKYMEHTA M LENOCTHOCTb CMPaBOYHMKOB OTKPbITbIX Ktoden DLM.

7.3. LUenocTtHoCTb

Ob6ecneumnBaeTcs Mcnosnb3oBaHneM dyHkunii DM 31eKTPOHHOro AoKyMeHTa. Mpu ncnonb3oBaHUK
dyHKUMM wmndpoBaHus (6e3 mcnonbzoBaHus DUIM) obecneumBaeTcs MMuTo3awmTon. ns obecneyeHus
LLe/TIOCTHOCTU XPaHUMbIX AaHHbIX MOXET 6biTb MCMOMb30BaHa (YHKUMSA XEWMPOBAHUSA UM MMUTO3ALLMUTI,
HO Npu 3ToM He obecneuymBaeTcsi aBTOPCTBO MHMOpMaLnK.
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7.4. HeoTka3yeMoOCTb OT nepeaayn 371eKTPOHHOro 4OKYMeHTa

ObecneunBaeTcs wucnosnb3oBaHneMm ¢yHkuun SUM (moanucb AOKyMeHTa OTnpaBuTeENeM) U
XpaHeHneM gokyMmeHTa ¢ DL B TedeHMe yCTaHOBIEHHOIO CpoKa MPUEMHOMN CTOPOHOW.

7.5. HeoTKasyeMoCTb OT NpuemMa 3/1eKTPOHHOro 4OKYMEHTa

ObecneumnBaeTcs ucnonb3oBaHmeM yHkuui SLUIMN 1 KBUTMpOBaHMEM NpueMa AOoKYMeHTa (noanuch
KBUTAHUUM MoflyyaTeneM), XpaHeHMEM LOKYMeHTa U KBuTaHuuu ¢ DL B TeyeHne yCTaHOBIEHHOIO Cpoka
OTNpaBnsaoWen CTOPOHOMN.

7.6. 3awuTta oT NnepenoBTOpoOB

ObecneunBaeTca WCNonb3oBaHWEM KpunTorpaduyeckmx ¢yHkumin 3SUM, wudpoBaHua unnm
MMUTO3aLWNTbI C 406aBNEHNEM YHUKANBbHOIO MaeHTUdUKaTOpa CETEBOM CECCUUN (ITEKTPOHHOIO AOKYMEHTa)
C nocneayowen nx NpoBepKom NPMEMHOM CTOPOHOWM MIn pa3paboTKoi cneunann3npoBaHHOro NMpoToKona
ayTeHTUduKaumm (obMeHa 31eKTPOHHbIMU AOKYMEHTaAMM).

7.7. 3awuTta OT HaBsa3blBaHMSA MH(OpPMaLUn

3awmTa oT HapywuTens C uenblo HaBA3blBaHUA UM NPUEMHON CTOPOHE cob6CTBEHHOM MHbopMauuu,
nepegaHHon sKobbl OT NMuUA CaHKUMOHMPOBAHHOIO nosnb3oBaTensa (HapyleHue aBTOpCTBa MHGoOpMauun).
ObecneunBaetcsa mcnonb3oBaHneMm dyHkuuii SUM ¢ npoBepkon aTpvbyTOB 3M1EKTPOHHOrO AOKYMEHTa W
OTKpbITOr0 KJ4a oTnpaBuTens. B cnyyae HaBsA3biBaHUA WHMOpMaLMM MNpo KOMMPOMETauuu Krya
obecneunBaeTcs OpraHM3auMOHHO-TEXHUYECKUMU MeponpusaTuaMn. Hanpumep, cos3gaHWeM CUCTEMbI
LEeHTPanNM30BaHHOrO  ynpaBfieHUs  KA4YeBOW  MHdopMmaumeli  (onosBeweHMeM  abOHEHTOB)  wAu
crneumanmsMpoBaHHbIX MPOTOKOJIOB 3/IEKTPOHHOIO AO0KYMeHToobopoTa.

7.8. 3awuTa OT 3aKnaaokK, BUpycoB, Mmoagnmdumnkaumm
CUCTEeMHoro v npuknagHoro MO

Ob6ecneunBaeTcs COBMECTHbIM MCNosib30BaHNEM KpunTorpaduyecknx CcpeacTs, cpeacTs
aHTMBMDYCHOVI 3aWnTbl U OPraHn3aunOHHbIX MepOﬂpMﬂTMﬁ.

7.9. lNpaBuna BcTpanBaHus U ncnonb3osaHnsa CK3U

MNpu BcTpamBaHun CK3W Kpuntollpo CSP B npuknagHoe nporpamMMmHoe obecneyeHue uam
MCMoSb30BaHUM ero B COCTaBe CTaHAapTHOro npuknagHoro MO AOMKHBI BLINOAHATLCSA cneayoLlne
TpeboBaHus:

1. Mpy K“CNonb30BaHUM OTKPLITOrO K/OYa AOSIKHbI 6bITb  0becneveHbl ero aBTopusauund,
AOCTOBEPHOCTb, LIe/IOCTHOCTb U MAEHTUYHOCTb. DTO MOXET ObiTb peann3oBaHo:

e MYyTEM 3aBepeHus OTKPbLITOro kaw4ya DU goBepeHHOW CTOpoOHOM (HampuMep, B ciyyae
MCMOJIb30BaHMS CEPTUPUKATOB OTKPbITbIX KITHOUEN);

e MNyTeM [JOBEPEHHOr0 pacnpoCTPpaHEHUs U XPaHEeHUs OTKPbITbIX KlYeid B Buae
CMpaBOYHUNKOB.

2. Tpu ncnonb3oBaHUM CepTUPUKATOB OTKPbITbIX KJItOUEN, 3aBEPEHHbIX NMOAMUCHIO AOBEPEHHOMN
CTOPOHbI, AOMXHa 6blITb 0becneuyeHa 6e3onacHas AOCTaBka M XpaHeHMe cepTMdUKaTa OTKPbITOrO Kitoya
[OBEPEHHOW CTOPOHbI, C MCMNOJSIb30BaHWEM KOTOPOro MpOBEPSATCA OCTajibHble CepTUdUKaTbl OTKPbITbIX
K/to4yel nosnb3oBaTenen.

3. Kpuntorpaduyeckoe cpeacTBo, C MOMOLLbD KOTOPOro NPOM3BOAUTCS 3aBEPEHME OTKPbITbIX
KJOYEN WM CNPaBOYHMKOB OTKPbITbIX KJKOYEN, [AO/MKHO 6blTb  cepTuduumpoBaHo Mo  KJjaccy,
COOTBETCTBYHOLLEMY MPUHATON NONNTUKE 6€30MacHOCT!.

4. [Onsa ot3biBa (BbiBOAA W3 AENCTBMA) OTKPbITbIX K/OYEN AOSKHbI MCMOMb30BaTbCA CPEeACTBa,
Mo3BOMISAOLWME MPOU3BECTU aBTOPM3aLMIO OT3bIBAlOWLEro nnua (B 3TUX UENssX MOXET 6biTb MCMONb30BaH
CMUCOK 0TO3BaHHbIX CepTUDMKATOB, 3aBepeHHbI DLIM 4oBEpeHHOI CTOPOHbI).
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5. Mpu BbizoBe dyHkunii CK3WM B npuknagHOM nporpaMMHoM obecneyeHun HeobxoanMo
npoBepsTb KOA 3aBeplieHns MyHKUUK.

Hanpumep:

unsigned long ErrorCode;
unsigned long CPLastError;
HCRYPTPROV hProv = 0;

ErrorCode = 0O;
ErrorCode = CPFunction (hProv ...);
if (ErrorCode == 0) {
CPGetProParam (hProv, PP_LAST ERROR,
(char*) &CPLastError,
sizeof(unsigned long),
0):
if (CPLastError == GPE_CHECKPROC_TESTFAIL) {
Kpurnueckasa ommbra
AB apMIZHoe 3aBeplueHMre IMnporpaMMbel

}

OBbpaboTKa HEKPUTUUECKMXK OUMOOK

}

7.10. WNcnonb3oBaHMe pacwmpeHHoro nHtepgenca CK3U

BHewHuin nHTepderic CK3UN  XKTAM.00050-02 Mo3BOJISEeT WCMoJib30BaTb 6osee WKUPOKUA MO
CpaBHEHUIO C MpeablaymMMM BEPCUAMU KNacc Kpuntorpaduyeckmx NpOTOKONOB, MOCTPOEHHbIX Ha 6ase
CK3M (B wacTHOCTM, KpunTorpaduyeckne npoTokonbl, obecneymsatowme ncnonb3osaHue pabotsl CK3U ¢
dYHKUMOHaNbHbIM Kto4yeBbiM HocuTenem (OKH), npotokonsl IPSec u ap.).

8. YnpasneHune knrwdamu CK3U

KnioueBas cucrtema CK3U 6asupyetrca Ha apxutekType PKI pekomeHpaumit X509 u B 4actm
ynpasneHns cepTudukaTamMm OTKPbITbIX KoYeln fomkHa obecneumBaTbCs YAOCTOBEPSAIOWMUM LIEHTPOM
(YU). B kauectBe YL, MoxeT BbiCTynatb YpoctoBepsitowmin ueHTp Kpuntolpo YL, HO ponyckaetcs
ncnonb3oBaHme LeHTpa Ceptudwmkaumm kopnopaumm Microsoft (Microsoft Certification Authority), wunu
apyrme  peanusaumu, obecneumBarowme  BbiNONHeHWe  dYHKUMIA  AoBepeHHoro obpalweHus ¢
ceptudurkaTamm.

PekoMeHpaunM no ynpaBneHWo KadYamu npumsedeHbl ana Kpuntollpo YL ¢ opraHu3auMoHHOM
CTPYKTYpPOI, 31€MEHTaMM KOTOPOWN SABNSIIOTCSH:

1. UeHTp ceptndmkaumm (LIC)

LleHTp pernctpauunmn (LIP)

APM agmuHucTtpatopa YL

Monb3oBaTenbckne cpeacrTsa B3amMoaencTems c YL

MporpamMMHbIV MHTepdenc B3aumoaencTeums ¢ YL

OnuncaHune YpocTtosepsowero ueHtpa Kpuntollpo YU npuseaeHo B MNpunoxeHun 4.

u b WN

MpuMmeyaHue.
|..| CK3U XTAN.00050-02 MOXeT MCNonb30BaTbCs B KayecTBe KpunTosiapa B COCTaBe pasfiMuHbIX
—— NpUKIagHbiX CUCTEM, OPraHM3auMOHHbIE CXEMbl YMNpaB/IEHUS KJ/IOYEBOM CUCTEMOM KOTOPbIX
MOryT OT/IM4aTbCS OT paccMaTpMBaeMon.

Ceptudmkat  OTKpPbLITOrO  K/4Ya  noanmmcn  mnu  wudpoBaHus  npeacraensiet  coboi
CTPYKTYPUPOBaHHYO ABOUYHYIO 3anncb B popmaTte ASN.1, coaepxalyyto:

e UM cybbekTa uan obbekTa CMCTEMbI, OA4HO3HAYHO MAEHTUDMLUMPYIOLLEE €ro B CUCTEME;
e OTKPbITbIM K04 CcybbekTa nnm obbekTa CUCTEMDI;

e [OMNONHWUTENbHbIE anVI6YTbI, onpeanendemble Tpe6OBaHVIFIMVI MCnoJsib30BaHUA CepTVIqJMKaTa
B CUCTEME,

e DUM U3zpgaTensa (YaocToBepstowero LeHTpa), 3aBepsoLLY0 COBOKYMHOCTb 3TUX AAHHbIX.
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dopmaTt cepTudukata onpeaeneH B pekomeHgauusax ITU-T 1997 roga X.509 n pekomeHaaumsx
IETF 1999 roga RFC 2459. B HacToswee BpeMs OCHOBHbIM MPUHSATLIM (bopMaToM siBNseTcs dopMaT BeEpCUmn
3, no3BondwWMin onpeaenntb AONOSHEeHMs (extensions), C MNOMOWbIO KOTOPbIX peanunsyeTcs
onpeaeneHHas nonntnka 6e3onacHoOCTM B CUCTEME.

Huwxe npuBeaeHbl TpeboBaHWMSA MO YynpaB/eHMIO K/IOYEBOWM CUCTEMOM Ha BCEX 3Tanax ee
XXM3HEHHOIrO UMKa, HauymHasa ¢ popmMmmpoBaHus knwoden LleHTpa Ceptudukaumm. TpeboBaHMs npuBeneHsbl
C y4yeToM Hanuuumsa LleHTpa Peructpaumu, asasioweroca GyHKUMOHaNbHOM eaAnHULEN cuctembl. B cnydae
ero oTcytctBuMa  (dyHkumm LeHTpa Peructpauum BbinonHsetr LeHtp Ceptudwukauum, QyHKUNM
agMmHucTpaTtopa LP BeinonHaeT agMmmHucTpaTop LC.

8.1. YaocToBepsitownn LEHTP

YpocToBepsilowWmni LeHTp obecnevymnmBaeT BbINOSIHEHNE CleaAYyOWNX QyHKUNA:
e peructpaumsa (dpopmmposaHue) anctpnbytnsos MO CK3U n Bbigaya nx nonb3oBaTensam;

e (dopMMpOBaHME, XPaHEHWE WU  WUCMNONb30BaHWME 3aKpbIToro knw4va (knwden) LeHTpa
CepTndukaumm;

e perucrpauusi rnosb3oBaTenen B COOTBETCTBMM C TpeboBaHumsMM PernamenTta ([orosopa)
CUCTEMBI;

e oOJslyYyeHue OT Nosib30BaTesnis 3anpoca Ha CcepTUdMUKaAT, KaK B 3/IEKTPOHHOM, Tak U B ByMaxHOM
BMAE;
e BepudmKaums 3anpoca Ha cepTudukar;

e (opMMpOBaHME CepPTUPUKATOB OTKPbLITbIX K/KOYEN MNONb30BaTeNE Ha OCHOBE MOSYYEHHbIX
3anpocoB W 3aperncTpMpoBaHHON MHdoOpMaLum;

e [0CTaBKa CepTUdUKATOB OTKPbITbIX KJIOYEN MOsb30BaTeNsiM;
e nosyyeHue n o6paboTka coobLieHNIn 0 KOMNPOMETaUMKM KITHOUYEN NOSb30BaTENSAMU;

e OpraHusauus CcxeMbl OMNEpaTMBHOINO OMOBEeWeHUs nosb3oBatenen 060 BCeX W3MEHeHUsX,
npoucxoasawmx B ceTn (KOMNpoMmeTaumsa Kit4del, BOCCTaHOB/IeHMe KOHMWAEHUMaNbHOW CBA3M nocne
KOMMpoMeTaummn K4yen, BKIIYEHME HOBbIX NOJib30BaTesNien, N1aHoBas CMEHA KKYen 1 T. n.);

e MJIaHOBOE M3roTOBJIEHWE CMUCKA OTO3BAHHbIX CEPTU(MKATOB;
e paspaboTka v noasepxka GYHKLUMOHUPOBAHUSA MNapoSibHOW CUCTEMbI OMOBELLEHUS B CETU;
e yrpaBfieHWe K/IHOYEBOW CUCTEMO;

e pa3bop KOH(MAWKTHbIX CUTyauuih W [OKa3aTeNbCTBO aBTOPCTBA 3/IEKTPOHHOIO [AOKYMEHTa,
CHabXXeHHOro 31eKTPOHHOM LM(POBON NOAMUCHIO.

B cocTtaB YL BXoaaT:
e nporpamMmHo-annapaTtHblie cpeacTtsa LleHTpa CepTudumkaumu;

e [MporpamMMHo-annapaTHble cpeacTsa LleHTpa Peructpaummn (Npu ycrioBUM €ro akcnayatauum Ha
otaensHoi NM3BM);

e MporpaMMHo-anmnapaTHble CpeacTBa ANs pa3bopa KOHMANKTHBIX CUTyaLuii;
e [J0MOSIHUTENbHbIE CpeacTBa, obecneynBalolIMe CETEBOE B3aMMOAENCTBME Mofb3oBaTenen u YL,

8.2. ®opmunposaHue kntodven Lentpa Ceptndumnkaumm

dopmMmmnpoBaHue knwden LleHTpa CepTudurkaumm npomssoanTcs aamMmmHucTpatopom LIC cneayrowmm
obpasom:

1. AammHuctpatop ULC peructpupyetca B YL B "XypHane perucrtpaumm agMMHUCTPATOPOB
6e3onacHocTn n nonb3osaTtenen” (cMm. 8.11 "BeaeHue xypHanos"). Peructpauunto npoBoaMT HavanbHUK YL

(0 YeM genaeTca COOTBETCTBYIOLWAS OTMETKA B XYypHane).

2. AgmuHucTtpatop LC npousBoanT QopMmmpoBaHMe 3akpbiTtoro kntoda LC wn ceptudumkarta
oTKkpbITOoro kntoya LIC. C 3akpbitoro knwda LIC dopmupyeTcs pesepBHas Konus, KoTopasi XpaHUTCS Yy
HavanbHuka YLU. ®akT u3rotoBneHms knw4da mn ceptudukaTta LIC 3aHocuTcs B "XypHane nonb3oBaTens
ceTn" 1 3aBepsaeTcs HayanbHMKOM YLI.

3. bnaHk ceptudukata LC BbIBOAUTCS Ha MPUHTEP B ABYX 3K3eMMisipax U 3aBepsieTcs
HayanbHukoM YL n agmmHuctpaTopom LIC. OgHa konusa 6naHka ceptudumnkaTa LIC XxpaHUTCS M HavanbHUKA
YL, BTOpas konusa nepepaetca agmmHmnctpaTtopy LP (LC).

4. AgmuuHunctpatop LC npomssBoaut dopmmpoBaHme COC LIC, KOTOpbI HE COAEPXWUT HU OAHOrO
0TO3BaHHOro cepTtudukaTta. bnaHk COC BbIBOAUTCA Ha MNpUMHTEpP B ABYX 3K3eMnispax W 3aBepsieTrcs
aamMmHuctpatopom LC. OpHa konus 6naHka COC LC xpaHuTca M HadanbHuka YL, BTOpas konus
nepepaetca agMmHuctpaTtopy LUP (LC).
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Mpumeuanme. Mpu dopmupoBaHun COC LC mn Hanuuum ceTeBbiX
cpeacTtB pacnpoctpaHeHns COC B cuctemMe, peKOMeHAYeTCs YyCTaHOBUTb
ﬂ!_._" B cocC [OMNONHEHWEe Touka pacnpocTtpaHeHus coC
== (issuingDistributionPoint) ¢ 3agaHveM B HeM MeToga JAoOCTyna,
KOTOPbIA MOXeT 6bITb UCNOMb30BaH MOAb30BaTENAMU ANA PerynspHoro
obHoBneHus COC (cm. [23]).

8.2.1. 3akpbITbIM K14 U cepTndukaT LIC

Cpok genictBums 3akpbiToro kmatoda LIC (ToyHee, knwo4ya YNosHOMo4YeHHoro nmua YLU) cocrasnsiet 3
roga. B TeueHue 1 roga 3 MecsiueB 3aKpbiTblid KAOY YNosHOMO4YeHHoOro nuua YL ucnonb3lyertcs ans
M3roToBJIEHMS CEPTU(MUKATOB Nosib30oBaTese N GopMMPOBaHUS CMTIMCKOB OTO3BaHHbIX CEPTU(RMKATOB.

Mo wucteyeHun 1 roga 3 MecsiueB M A0 OKOHYaHWSA CpoOKa [AEeNCTBMSA 3aKpbiTOro KJkuya
YnonHoMouyeHHoro nuua YL, AaHHbIN 3aKpbITblA KUY UCMONb3YETCS UCKIKYUTENbHO Ans GOopMUpPOBaHMS
CMUCKOB OTO3BaHHbIX cepTudmkaTos YLI.

8.3. XpaHeHune 1 ncnosib3oBaHme 3akpbiToro kiwda LC

3akpbITbin Ktoy LIC n ero pesepBHasi KONnsa XpaHATCSA y HadanbHuka YL. Mpn HeobxoammocTun ero
MCNONb30BaHUA WAM B Hadane paboyvero gHSA (CMeHbl, NpuM CMeHHoM paboTte), 3akpbIiTbin katoy LC
BblgaeTcs aaMuHuctpatopy LUC, o ueMm penaetcs nometka B "XXypHane nonb3oBaTens cetu'.
PekomeHayeTcs He 3arpyxaTb nporpamMMmHoe obecnedveHue LIC 6e3 Heob6xXxoAMMOCTM, a Npu 3arpy>KEHHOM
MO, He ocTaBAATb 3aKpbITbiM kto4d LIC 6e3 koHTpona agMuHuctpartopa LIC.

8.4. ®opmmpoBaHue knoven LleHTpa Perncrpaumnm

PekoMeHpaumun, onncaHHble B AAaHHOM pa3sfjesie, OTHOCATCA TONIbKO K CUCTEMaM, WUCMOJb3YHOLWUM
LleHTp Perncrpaunn.

8.4.1. Peructpauusa LUeHTpa Perncrpaumu

Aamumuuctpatop LIC npoussoant peructpaumio LIP B LleHTpe CepTudukaumm, o 4yem penaercs
3anucb B "XKypHane perucrpauum aaMMHUCTpaToOpoB 6€30MacHOCTM 1 nofnb3oBaTenen”.

8.4.2. WN3rotosneHue kntouyen LleHTpa Perncrpaunmn
1. AamuHuctpatop UP ycrtaHaBnuBaeT ceptudukat LIC Ha M3BM LP. PekomeHayeTca obecneunTtb
3alUMLLEHHYIO AOCTaBKy M xpaHeHue ceptudumkaTa LC Ha MIBM.

2. AgMuHucTpaTtop LP npousBoauT popMMpoBaHMe NMYHOIO 3aKpbIToro kaw4ya LIP n 3anpoca Ha
cepTudukaT, cogepxkalwiero oTkpbITbi koY LIP. C 3akpbiToro knwoda LIP dopMmnpyetcs pesepeHas konus,
KoTopas XpaHuTca Yy HadanbHuka YL. lMomeTka o0 ¢dopMMpoBaHMM KKO4Ya M 3anpoca Ha ceptudukar
3aHocuTca B "XypHane nonb3oBaTens cetun'.

3. bnaHk 3anpoca Ha cepTudUKaT BbIBOAUTCA Ha MPUHTEpP B ABYX 3K3eMN/sipax M 3aBepseTcs
aaMUHUCTpaTopom LIP.

4. 3anpoc Ha cepTuduKaT 3anncbiBaeTcs Ha MarHUTHbINM HOCUTENb (AUCKETY).

5. AamuHuctpatop LIP npubbiBaet B YL, rae agmumuHuctpatop LIC npoussoauT ¢opMupoBaHue
ceptudukata LC, ncnonb3ys ans 3Toro nNosiyvyeHHbIr 3anpoc Ha ceptudukaT n 6ymMaxHbii 61aHK 3anpoca.
BnaHk 3anpoca Ha cepTuduKaT 3aBepseTca aaMmHuctpatopom LC. OgHa konus 6naHka 3anpoca XpaHUTCS
y aammHuctpatopa UC, apyras - y agMmHucTpaTtopa LP.

6. AoMmuHucTpaTtop LIC BbiBOAUT Ha npuHTep 6naHk ceptudmkaTa LIP B AByX ak3emnnsapax. bnaHk
ceptudukaTa LIP cBepseTcs ¢ 6naHKoM 3anpoca u 3aBepsieTca agMuHuctpatopamu LUC, LIP n HaYanbHUKOM
Y.

7. AaMuHuctpaTtop LUP nonyyaet nuuHbii ceptudmkat LIP Ha MarHMTHOM HOCUTENE U 3aBEpPEHHbIN
6naHk ceptudumkaTa LP.

8. AamuHuctpartop UP, ncnonesysa MO LP, yctaHaBnueaeTt ceptudukaT Ha NMSBM LIP.

Mocne 3aBepweHuna 3Tux pgencteuii Uentp Ceptudmkaumm un LleHTp Perncrtpaumm roToBbl K
perncrtpauum nonb3oBaTenein CUCTEMbI U BblMYCKY CEPTUPUNKATOB.

8.5. ®opmMupoBaHue KaK4en nonb3oBaTens

Obwas CXeMa, ncnonbsyemasa Anda BKAKYEHUA Nonb3oBaTeNnda B CUCTEMY, COCTOUT U3 Cieayrtownx
2TanosB:

1. perncrtpaumsa nonb3oBaTens;
2. (popMupoBaHMe Nosb30oBaTeNeM JIMYHbIX Ktouel (3anpoca Ha cepTudgukar);

31



XKTAN.00050-02 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30mnacHoCTU.
O6was yactb

rnepepayva 3anpoca B LleHTp Perncrpauuu;
Bepudurkauna 3anpoca LleHTpoM Perncrpauum;
dopMupoBaHme ceptudmrkaTa nosb3oBaTens;

o U AW

nofyyeHue ceptudurKaTa nosib30BaTeNsM.

PykoBoACTBO OpraHuMsauuu-nonb3oBaTensa Ans perucrpauum nonb3oBaTenss B CeTU  AOJKHO
npeactaBnTb B YLL Ha UMA €ro HadaJlbHMKa C conpoBoAUTENbHbIM NMUCbMOM cCrneayrouwme AOKYMEHTbI
(KOHKpEeTHbIN coCTaB AOKYMeHTOB onpeaensetcs PernameHTom ([JoroBOpPOM) CUCTEMBI:

1. nuct c obpasuamm nevyaTy n IMYHOW MNOAMUCKU PYKOBOAUTENS OpraHusaumm;
2. konuio [orosopa (BpemMeHHOro cornaweHus) ¢ aaMMHUCTpaUMen CUCTEMBI;

3. BbIMUCKY W3 TMpMKasa O Ha3HayeHMW agMUHUCTpaTopa WHGOPMaLMOHHON 6e3onacHoCTH
opraHusaumu (3amMecTuTens), 3aBepeHHYI0 NOAMNUCHI0 PYKOBOACTBA M MeyaTbio opraHusaumm;

4. 3anosiHEHHble W 3aBepeHHble JIMCTKM MO Yy4yeTy KaAapoB Ha agMUHUCTpaTopa 6e30macHocTH
opraHmusaunu (3amMecTuTens).

(DOpMI/IpOBaHVIe KtoYer nonb3oBaTens nponcxoanT B cne,qyrou.l,eﬁ nocnenoBaTes/iIbHOCTH.

8.5.1. Peructpauusa nonb3oBaTtens

1. Nonb3oBaTenb cUCTEMbl MNKM aaAMUHUCTpaTop 6e3onacHocTu npubbiBatoT B LleHTp Perncrpauum
YU c gokymMeHTaMu, Heob6xoaAnMbIMK ANa perncrtpauum nosb3oBaTens B cmcreme.

2. AoaMuHuctpatop LUeHTpa Pernctpaumm Ha  OCHOBaHMM  MNOSHOTbI WM AOCTATOYHOCTU
npenocTaB/ieHHbIX JOKYMEHTOB MPOM3BOANT PErMCTpaUMIo Nob30BaTeNs B cMCTEME.

3. JaHHble perucrpaumu nonb30BaTeNs BbIBOAUTCSA Ha MpuUHTEp B ABYX 3K3eMniaspax W
3aBepsieTca agMuHucTpaTopoM LIP n nonb3oBatenem. OamH ak3eMnnap 6naHka perncrpauum XpaHutcs y
aaMuHucTpartopa LP, BTopoi ak3eMniisip — y nosib3oBaTesns.

4. AaMunHucTpaTtop LP BblgaeT nosb3oBaTeNto KapTOuKy OMoOBEeLleHUs O KOoMMpoMmeTauuu, B
KOTOpOWM oTpaxalTcst TenedoHbl u naponu YL n nonb3osatens (cM. Puc. 3. KapTouka onoBelleHus o
KoMMpoMeTaumn).

B Kaptouke onoBeweHUs ykasaHbl: TenedoHbl YL, naponb (KogoBoe Ci0BO) aAMUHMCTpaTopa
YL, yHUKanbHbI Napofb (KOAOBOE CNOBO), MPUCBOEHHbIN Nosb3oBaTtento YL.

MpuMeuaHmne. KapTouka onoBeLweHUA MCMNOoJb3yeTCcss y4YaCTHMKaMm
ﬂ!_._" CUCTEMbl ANs CoO6WeHNIn O KOMMpOMEeTauum Kiwda no TenedOoHHbIM
== KaHanaMm obwero nosb3oBaHMsA. KapTouka onoBewWweHWA [OJIXHa
XPaHUTbCS Y NONb30BaTENS HapaBHe C Ko4YaMu.

Maponb YL OcCHOBHOW nNaponb Pe3epBHbIN Naponb

TenedoHbl AaMmnHucTpaTopa LP (YLU)

Mapone nonb3oBaTtens OCHOBHOM Naposib PezepBHbIl Maponb

Puc. 3. KapTouka onoBelwjeHUsa 0 KOMNpoMeTtaumm

5. MpU HanWyMM CUCTEMbI 3MIEKTPOHHOM MOYTbI W 3apervcTpUpoBaHHOrO MOYTOBOrO ajpeca
nosb3oBaTtens, agMMHucTpaTop LIP no6aBnseT ero B CMUMCOK pacchiikv Mosib30BaTeNel CUCTEMbI, KOTOPbIi
MCronb3yeTcs AN LeHTPasn30BaHHOro OMNOBELLEHUS MOSb30BaTeNEeN CUCTEMBI.

6. AomuHucTpartop LIP aenaet 3anucb B "XXypHane perncrpaunm agMMHUCTpaTopoB 6e3omacHocTm
W nonb3oBartenen”.

MpumeuaHue. [pu perucTpaunmn Kaxaoro nonab3oBaTenss CUCTEMbI
|_!!| agmMmHuctpatop UC (UP) nepemaet nonb3oBaTento konuo 6naHka
ceptndukata LC, ceptndumkaTt n COC LC (LIP).

8.5.2. ®opMupoBaHuMe SINYHbIX KoYen nonb3oBaTens

Mpn Hannuum B opraHusauum agMuHmMcTpatopa 6e30MacHOCTU, BCE OMMCaHHble HUXE AeNCTBUSA
MOryT npoussBoamTbcs nmbo aamMuHuMcTpaTtopoM 6e3onacHocTn, nmbo nonb3oBaTeNeM B MNPUCYTCTBUM
aaAMuUHUCTpaTopa 6e3onacHocTu.

1. Nonb3oBatenb ycrtaHaBnmBaeT ceptudukat n COC LC (UP) B cnpaBo4YHMK cepTuduMKaTOoB.
TpebyeTcs obecneunTb 3alUMULLEHHYIO AOCTaBKY U XpaHeHue cepTudumkaTa LIC Ha NMDBM nonb3osaTtens.

2. Nonb3oBaTtenb nNpou3BOoANT (OPMUPOBaAHME JNIMYHOMO 3aKPbLITOFO K/4a W 3anpoca Ha
cepTuduKaT, coaepxallero OTKPbITbIMA KoY Nonb3oBaTens.
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3. bnaHk 3anpoca Ha cepTudmKaT BbIBOAUTCA Ha MPUHTEP B ABYX 3K3eMMspax M 3aBepsieTcs
nonb3osartenemM, (agMMHWUCTpaToOpoM 6€30MacHOCTM MNpW ero HaauvyMm) U OTBETCTBEHHbIMW NNLAMMU
(Hanpumep, AMPEKTOPOM U FaBHbIM Byxrantepom).

4. Npu OTCYTCTBUM CETEBOro B3auUMOAENCTBUSA opraHusauuu ¢ LP, 3anpoc 3anucbiBaeTcs Ha
MarHUTHbIA HOocUTenb (AUCKETY) Ansa nepegayu B LIP.

5. Mpu Hanuumm ceTeBOro B3auMMOAENCTBUS opraHusaumm c LP, 3anpoc Ha cepTudwukat MoxeT
6bITb NepeaaH no cetu. Mpu 3ToM HeobxoaAnMO obecneunTb NOATBEPXKAEHNE BNaAeHMS 3aKPbITbIM KITIOUOM
nonb3oBarteneM. [na 3TOro 3anpoc Ha cepTudukat MoxeT ObiTb nocnaH B Buae coobuieHus,
NOAMMCAHHOIO NpeablAyLINM KH0HYOM Mosb30oBaTens.

6. Echm 3anpoc 6bl1 3anMcaH Ha MarHUTHbIM  HOCUTEesNb, nosib3oBaTenb (aAMWHUCTpPATOP
6esonacHoctn) npubbiBatoT B LeHTp Ceptudumkaumm (YL,) BMecTe C 3amnmMcaHHbIM 3anpocoM U
3aBepeHHbIMM 6naHkaMu 3anpoca.

7. Ecnhm 3anpoc Ha ceptudumkat 6bin nepegaH Mo ceTu, nonb3oBaTenb (agMUHUCTpATOp
6e3onacHoCT1) AO/KHbI nepefatb ob6e konuu 6naHka 3anpoca B LleHTp CepTtudwukaummn, ncnonb3ys ans
3TOro AOCTynHble cnocobbl AocTaBku (Hanpumep, 3akasHoe NUCbMO).

8. Mpun nonyyeHun 3anpoca Ha cepTudumkaTr agmmHuctpatop LIC npoussBoanT dopmMmmpoBaHme
cepTudukaTa nonb3loBatens. CepTudukart nonb3oBaTens xpaHutca B 6ase LIC B TeyeHne yCTaHOBJIEHHOIO
CpoKa xpaHeHus (paBHOro CpoKy AEeNCTBMSA cepTudmkaTa).

9. AgMmuHuctpatop LC BbiBOAMT Ha NpuHTep ABe Komuu 6naHka cepTudmkaTa nosb3oBaTens u
Aenaet 3anucb 0 dopMupoBaHuM ceptTudmrkaTa B "XKypHane nonb3osartens cetun".

8.5.3. MonyyeHue nnUYHOro CepTMd)MKaTa nonb3oBaTenem
JInyHbIN cepTudurkaT MoxeT HbITb NONYyYeH creayowmmMm cnocobamu:
e MpW IMYHOM NPUCYTCTBUM NMoOnb3oBaTens (aaMMHUCTpaTopa 6e3onacHocTn) B YL;

e IO CETUN C UCMNOJIb30OBAHUEM 3aperMcTpmpoBaHHOro agpeca 3ﬂ€KTpOHHOl7| noyTbl NN B npouecce
HENOCpeaACTBEHHOIO COEANHEHUA C LEHTPOM.

B no6oM M3 nepeuncrieHHbIX ciydaeB cepTuduKaT He nepeaaeTcs Nosib3oBaTento A0 Tex Mop,
noka LleHTp PerucTpaumm He Nony4ynT 3aBEPeHHbIN 61aHK 3anpoca Ha cepTudukar.

MNpu nepefaye nAWYHOro cepTuUdMKaTa MNOMb30BATENO €My TaK Xe MNepefaeTcsl 3aBepeHHbI
aAMUHUCTpaToOpoM H1aHKk 3anpoca v cepTudmKaTa nosib3oBaTens. Bropble Konum 3TMX 61aHKOB XPaHATCS

B LIC (LIP).
8.6. lNoBTOpHasa perncrpaymnd rnoab3oBaTens

MoBTOopHas perucTpauus nosb3oBatens B LleHTpe Perucrpauuu npousBoAWTCA B Ciydae
M3MEHEHUS 3aperncTpupoBaHHbIX aTpuByTOB MoJsib30BaTeNs MO MHMUMATMBE MOJib30BaTens nuéo
aAMMHUCTPaUNUN CUCTEMBI.

8.7. MnaHoBas cMeHa KJryen

8.7.1. CmMeHa kntouen LeHTtpa CepTudunkaumm

3abnaroBpeMeHHO (40 OKOHYaHWS CpoKa AeNCTBUSA 3akpbiToro katoda LIC) agmumuHuctpatop LIC
npoun3soanT (OpMMpPOBAHME HOBOrO 3aKpbiTOro kaw4a u ceptudukata UC (cm. 8.2 "dopmupoBaHue
knouern LleHtpa Ceptndpukauymmn).

CdopmMmnpoBaHHbIi HOBbIN cepTudmkat LIC 3anmcbiBaeTcs Ha MarHUTHbIA HocuTenb (AWCKETY) u
nepenaetcs B LIP BMecTe ¢ 6n1aHkoM cepTudmkaTa.

Mpyn OKOHYaHMWM AENCTBUS 3aKPbITOrO K/O4Ya, KYEBble HOCUTEN C 3aKPbITbIM K/OUYOM, a Takxe
Konuu 3akpbiToro katoda LC yHMUTOXKaTCA No AKTY KOMUCCHEN.

Bce nonb3oBaTtenn cucTeMbl BO BpeMsl, OCTaBLUeecs A0 OKOHYaHMS CpoKa AEUCTBUS 3aKpbITOro
kntoya LIC, o6s3aHbl nonyuntb HOBbIN cepTudukaTt LIC n nobaButb ero B cnpaBo4YyHUKK cepTudmkaTos, 6e3
yAaneHus gencrsytowero ceptugpukarta LIC.

8.7.2. CMeHa kntoyen LleHTpa Perncrpaunmn

3abnaroBpeMeHHO (4O OKOHYaHWSI Cpoka AeNCTBMA 3akpbiToro kitoya LIC) agmuHucTpatop LIP
npousBoanT HOPMMPOBAHME HOBOMO 3aKPbITOTO KJtoYa U cepTudmkaTa LIP.

CMeHa kutovelt LleHTpa Peructpauuu npousBoAUTCS aHaNOMMYyHO CMEHe K/lYeil nosib3oBaTens
(cm. 8.7.3 "CmMeHa kntoyen nonb3osatensa").

Bce nonb3oBaTenu CUCTEMbl BO BpeMs, OCTaBLUeecs A0 OKOHYaHUS CpoKa AEeNCTBUS 3aKpbITOro
kntoya LIP, 06a3aHbl nony4nTb HOBbIN cepTudukat LIP.
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8.7.3. CMeHa k1r4en nonb3oBaTtens

Monb3oBaTenb, UMEKLWMA OENCTBYOWMNIA CepTUdMKAT U COOTBETCTBYHOLWIMA €My 3aKpbITblA K4
3UM, B nobot MOMEHT BpeMeHU (HO He No34Hee HeAesin) A0 OKOHYaHUA CpoKa AeNCTBUA AEWCTBYHOLWEro
3aKpbITOro K/04a, MOXeT NPOon3BeCcT hOpMMpOBaHME HOBOIO 3aKpbITOro KJo4a.

dopMmnpoBaHMe HOBOMO 3aKpbITOrO KJk4ya, 3anpoca Ha cepTudwmkaT, nepepada 3anpoca B LIP un
nonyyeHue cepTudukata Npou3BOAUTCSH COMNACHO MNOCAeA0BaTeNIbHOCTU, OMWCaHHOMW B pasgene 8.5 "
dopMupoBaHue knw4den ".

KntoueBble HOCUTENN C 3aKpbITbiM KAo4oM DLUIM, cpok AeNCTBUS KOTOPOro UCTEK, YHMUUTOXAtTCA
nytem nepedopmaTupoBaHus (0O4MCTKM), O YeM JdenaeTtcsa 3anucb B "XXypHane nonb3oBartensa cetn".

8.8. KoMnpoMeTaums Kitouemn

OnpegeneHne TepMunHa Komnpomertauusi, BuAbl KOMMNPOMETauuMM W OCHOBHble CO6bITUSA,
npueBosLLMe K KoMNpoMeTaumm, npueeneHsl B pasaene OCHOBHbIE TEPMUHbI U NMOHATUA.

Mo d)aKTy KOMMNpoMeTaunm KJIK0YEeN AO0MKHO 6bITh npoeeaeHo C}'IY)KEGHOE paccnenoBaHue.

BbiBeAeHHble M3 OENCTBUS CKOMMPOMETMPOBAHHbIE KJ/IlOUEBbIE HOCUTENW MOoCne NpoBeAeHUs
cny>xebHOro paccnefoBaHmMs YHMYTOXAKOTCH, O YeM aenaeTcs 3anmck B "XypHane nonb3oBaTens cetu".

8.8.1. KomnpoMmeTtauus kntoden LleHTpa CepTudmkaumm
B cnyyae komnpomeTauum knwda LleHtpa Ceptndunkaumm BCs cMctemMa A0/HKHA O6biTb OCTaHOBNEHA.

Mpun HanMuMM pe3epBHbIX KOYer, cMcTtemMa A0MKHA NOMHOCTbIO NEPENTU Ha KOMMAEKT pe3epBHbIX
Kto4en.

Ecnn pesepBHble kNtoun He 6binn NpeayCcMOTPeHbl, AAs BOCCTaHOBNEHUS CUCTEMbI HEO6X0ANMO:
1. MoBTOpHO NpousBecTn bopMmpoBaHue kya U ceptudukaTa LUC;

2. ChopmuposaTtb COC LC, c ykazaHmeM B HeM OT3biBaeMoro ceptudukara LC;

3. ObecneuunTtb nonyyerHue ceptudmkaTta n COC LIC BceMmm nonb3oBaTENSAMU CUCTEMBI;

4. MNpousBecTn BbINYCK HOBbIX CEPTUHMKATOB BCeX MOsb30BaTeNel, UCNonb3ys AeWCTByloLWMne
cepTudukaThl;

5. ObecneunTb Nnosly4eHNE HOBbIX JINYHbIX CepTVId)VIKaTOB noNb30BaTeIAMN CUCTEMDI.

8.8.2. KomMmnpoMmeTauusa knwoden LleHTpa Perncrpauumu

KomnpomeTaumsa knwo4da LIP He npuBOAMT K OCTaHOBY cucTeMbl. B cnydae komnpomeTauuu
CTAHOBWUTCS HEBO3MOXHbIM CeTeBOE B3aMMOAEWCTBME MexAay nofib3oBartenem cuctembl U LIP B uvactm
yrnpaBfeHNs KHYEBON CUCTEMOMN.

B cnyyae koMnpoMeTauuu Kiwoda LleHTpa PerucTpaumm Ao0/Hbl 6biTb BbIMOSHEHbI Creaytowne
MeponpuaTus:

1. LUC dopmupyet COC, € ykasaHneMm B HeM OT3biBaeMoro ceptudukaTta LIP;

2. MNpu Hanuuum pesepBHbIX Ktodel LUP, LIP nepexoauT Ha pe3epBHbIN KoY.

Ecnu pesepBHble kNOUM He bblNv NpeayCMOTpPeHbl, A5 BOCCTAHOB/IEHUS CUCTEMbl HEOHX0ANMO:
1. noBTOpHO NpousBecTn dopMnpoBaHMe Ko4va u ceptudukarta LP;

2. obecneuntb nonyyeHue ceptudukaTa LIP BceMn nonb3oBatenssMm cuctemol (B Crlydae CETEBOro
B3anuMoaencreus).

8.8.3. KomMnpoMmeTauus knwoyen noab3oBaTens

Mpu KOMNpoOMeTauun K/toya y nonb3oBaTesns OH AOJDKEH HEMeAJIeHHO NMpeKpaTUTb CBSI3b MO CETU C
APYTYMY NONb30BaTeNAMM.

Monb3oBaTtensb (MK aaMmMHUCTpaTop 6€30MacHOCTM OpraHu3auuun) AOMXKEeH HeMealeHHO U3BECTUTb
LP (YL) o koMnpoMeTaumm KNtoYer nonb3oBaTens.

NHdopMaumnsa o koMnpoMeTauMm MOXeT nepeaaBaTbcs B YU no tenedoHy c coobuieHnem 3apaHee
YCNOBJIEHHOIO Maposisi, 3aperncTpMpoBaHHoro B "KapTouke onoBeLleHns 0 KoMnpomMeTauumn".

Mocne kKoMNpoMeTauuu KJoYeN Mnosib30BaTesb (POPMUMPYET HOBbIN 3aKpbITbI K/OY U 3anpoc Ha
ceptudumkaT. Tak Kak MoNb30BaTE/lb HE MOXeT MCMNOosb30BaTb CKOMMPOMETUPOBAHHbLIA K4  Ans
dopmupoBaHus SLUIM 1 nepepgaym 3anpoca B 3alULLEHHOM BUAE MO CeTU, 3anpoc Ha cepTudmkaTt BMecTe C
6n1aHKaMKn AOCTaBISIETCA IMYHO Mosb3oBaTeneM (agMUHMUCTpaTopoM 6e3onacHocTu) B LieHTp Perncrpaumm.

8.8.4. [enctema YL, npn KomMnpomeTaumm Knoyen noab3osartens

Mpy nonyyeHMn CcoObBLIEHNS O KOMMpOMEeTauuu Kiva OAHOro W3 nofb3oBaTenei ceTw,
aaMuHucTpatop LIP onosewaetr LIC o HeobxoauMocT [o6aBfeHuss cepTuduKata, COOTBETCTBYIOLLErO

34



XKTAN.00050-02 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30mnacHoCTU.
O6was yactb

CKOMMNPOMETUPOBAHHOMY  3aKpbITOMy K/lO4Yy B CMMUCOK OTO3BaHHbIX cepTudukatos. LC, npu
dopmupoBaHum ovepenHoro COC, BkIOYaET B HEr0 OT3biBaeMblii cepTudumkar.

[aTa, ¢ KoTopon cepTUdMKaT CUMTAETCS HEeAEeNCTBUTENbHbIM B CUCTEME, YCTaHaB/IMBAETCA paBHOMN
nate usrotoBnieHnss COC, B KOTOpbI 6bi/1 BKJIKOYEH OT3bIBAaEMbIN CEPTUdUKAT.

Mpn Hanuuuu ceTeBbIX CpeacTs pacnpoctpaHeHna COC, aamuHucTpatop UP npowussoant
nybnukaumio COC.

Ons paccbinkn BHOBb M3gaHHoro COC BceM MNonb30BaTeNsIM, 3aperMcTpMpoBaHHbIM B CMUCKE
paccbinku (cM. 8.5.1 "Perncrtpaumsa nonb3osatens"), MoOXeT 6bITb NCNOMb30BaHa 3/IEKTPOHHANA NoyTa.

CepTudurkaT OTKPLITOro K/t4ya nonb3oBaTens He yaanserca u3 6asbl LUC (LUP) u xpaHutca B
TeYeHne YCTAHOBJ/IEHHOINO0 CpoKa XpaHeHus Ans nposegeHms (B cnyydae HeobxoammocTu) pasbopa
KOHMIMKTHbIX CUTYyaLWUii, CBA3@HHbIX C NpuMeHeHneM DL,

8.9. NcknuyeHne nosib3oBaTens U3 cetu

UcknioyeHne nonb3oBaTens M3 ceTU MOXET ObiTb OCYLLECTBEHO Ha OCHOBAHUW MUCbMEHHOrO
3asiB/ieHMs nofb30oBaTens B aApec HauvanbHuMKa VYL, 3aBepeHHOro pyKOBOACTBOM OpraHusauuu.
WcknioueHne nonb3oBaTens M3 CeTU MPOM3BOAUTCA aHANOrMYHO AEUCTBUSM MPU KOMMpOMETauuu Kiko4a
none3osartens. onyuynB Takoe 3asiBNeHWe, aaMuHucTpatop LP npousBoauT [eicTBuMa OnucaHHble B
pasgene 8.8.4 "[ericTtBua YU npu komnpomeTauunm knroyen nonb3osatens”.

8.10. TllepuognyHocTb nsgaHusa COC

MepuoaunyHocTb nsgaHus COC LieHTpom CepTudmkaumumn onpenensietcs agMMHUCTPaUMein CUCTEMbI.

LeHTp CepTudukaumm MoxeT exenHeBHO wusgasate COC un nybnukoBaTb €ro B CETEBOM
cnpaBoYHUKe (MpU ero Hannuum).

[nsa pacnpoctpaHeHus BHOBb u3gaHHoro COC, MOXET 6biTb MCNOMb30BaHa CUCTEMA 3NEKTPOHHOMN
MoyYTbl W CMUCOK pPacCblsIKM MONb30BaTeNlen CUCTEMbI, KOTOPbIA (OPMUMPYETCS Npu  permcrpauum
nonb3osartens (cMm. 8.5.1 "Peructpaums nonb3osartens").

Monb3oBaTenu AO0MKHbI perynsipHo 06HoBASATL COC, XpaHSWMACS B IOKajibHOM CrpaBOYHUKE
cepTudunKaToB C UCNOJIb30BAHNEM JOCTYMHbIX CPEACTB.

8.11. BepaeHwue XXypHasnos
AaoMunHucTpaTop YL, Beget cnegyrowme xypHanbl:
e "XypHan perucrtpaunu aaMMHUCTpaToOpoB 6e30MacHOCTU M nonb3oBaTenen” ,
e "XypHan nonb3oBatensa cetu",
AaMUHUCTpaTOpbl 6€30MacHOCTN OpraHM3aumn BeayT XypHan "XypHan nonb3oBaTtens cetn".

B "XypHane perucrtpauum agMmHUCTpaTtopoB 6e30macHOCTM M nonb3oBaTtenein" ukcupyroTes
dakTbl peructpaumn aamumHuctpatopos LC (UP), aamuHuctpatopoB 6e30MacHOCTM oOpraHuvsauunu,
nonb3oBaTenen CUCTEMbI.

B " XypHan nonb3oBatens cetn" 3anucbiBaloTCA @GakTbl W3roTOBAEHWS W MNJIAHOBOW CMEHbI
Kntoyen, pakTbl KOMMNPOMETALMWN KIOYEBbLIX AOKYMEHTOB, HEWTaTHble CUTyauuu, NpoOUCXOAsMe B CETH,
nposeAeHne pernaMeHTHbIX paboT, AaHHbIE O NONYYEHHbIX Y aAMUHUCTpaTopa 6e30MacHOCTM opraHnsaunm
KJIIOYEBBLIX HOCUTENAX, HEWTaTHbIX CUTyaumnsax, npousoweawmnx Ha APM c yctaHosneHHbIM 1O CK3W.

B ")XXypHane nonb3oBaTens ceTn" MOXET OTpaxaTbCs creayowas nHdopmMaumsa:

e [jaTa, Bpems;

e 3anuCb O KOMMNPOMETaUMN KO4a;

e 3anucb 06 M3roTOBAEHUM JIMYHOIO KJ/IKOYEBOrO HOCUTENS MNOoSb3oBaTens, uAeHTUdUKaTop
HocuTens;

e 3anucb 06 U3roTOBSIEHUM KOMUM JIMYHOIO K/HOYEBOr0 HOCUTENS nonb3oBaTend, VI,CI,eHTVIq)MKaTOp
HOoCcUTen4d,

e 3anucb 06 M3roTOB/IEHMM pE3EepBHOr0 KJKYEBOr0 HOCUTENs MNOoMb30BaTens, WAEHTUdUKaTop
HOoCcUTENnA

e 3anucb O MnojlyyeHuUM cepTudmKaTa OTKPbITOro kova SLUM, MNOMHbIK HOMEp KIYEBOro
HOCUTEeNs, COOTBETCTBYOLWMI cepTudnkaTy;

e 3aluncun, oTpaXakuwwme Bblaa4vyy Ha PYKU MNOJIb30BaTesidAM (OTBeTCTBeHHbIM VICI'IOJ'IHVITeJ'IﬂM) n
cAa4vyy UMN Ha XpaHEHWUE JIMYHbIX KJTIOYEBbIX HOCUTenemn, BkaYas pe3epBHbIE K/TIOYEBbIE HOCUTENN,
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e C0b6bITUA, npoucxoamslive Ha APM nonb3oBaTens ¢ ycraHoBneHHbiM O CK3W, c ykasaHuem
MPUYNH M NPEANPUHSITBIX AEACTBUIA;

|..| MpuMeuaHmne. OpMEHTMPOBOYHbIE Trpadbl >XypHanoB MNpuBeAEHbl B
== npunoxeHusx (cm. MpunoxeHune 2 u 3).

9. Pa3bop KOHMAMKTHbLIX CUTYyaLWUA, CBA3AHHbIX C
npumMmeHeHmnem DL

MpuMeHeHne 31eKTPOHHON UMdPOBOM MOANMUCK B aBTOMAaTU3MPOBAHHO CUCTEME MOXET MpUBOAUTb
K KOHMAMKTHBbIM CUTyauMsM, 3akJlo4alowWnMcs B OCnapuMBaHMM CTOpoHaMu (y4acTHMKaMW CUCTEMbI)
aBTOPCTBaA U/WUNK COAEPXMMOro AOKYMEHTa, MOAMMUCAHHOIO 3/IEKTPOHHON LM(POBOM NOAMNUCHIO.

Pa36bop MoAo06HbIX KOHMIMKTHLIX CUTyauuit TpebyeT NpUMEeHeHWs creuunasnbHOro MporpaMMHOro
obecneyeHunst 4N BbIMOJIHEHWS NMPOBEPOK W AOKYMEHTUPOBAHMSA AaHHbIX, UCMOJIb3YEMbIX MPU BbINOIHEHUN
npoueaypbl NpoBepKu cooTBeTCTBMSA LM coaep>XMMOMY 31EKTPOHHOMO AOKYMEHTa.

Pa360p KOH(bﬂMKTHOVI CUTyauUuuUn 3aKN4aeTca B AOKa3aTeNbCTBE aBTOPCTBaA NOoANMMUCU KOHKPETHOIo
SNEKTPOHHOIo AOKYMEHTA KOHKPETHbLIM UCMO/THUTESNIEM.

[aHHbIi pa3bop OCHOBbIBAETCHA Ha MaTeEMaATMYECKNX CBOMCTBax anroputma 3L, peanM3oBaHHOro B
cooTBeTCcTBUM co cTaHgapTtamu PO NOCT P 34.10-2001 wn INOCT P 34.11-94, rapaHTupyroweMm
HEBO3MOXHOCTb NoAAes KM 3HadeHnsa DUIM nobbiM nMuoM, He obnagaroLMM 3aKPbITbIM K/KOYOM NMOAMUCH.

Mpun npoBepke 3HauyeHus LM ncnonb3yeTcs OTKPbITHIN K04, 3HaYEHUE KOTOPOIro BblUMCASETCS NO
3Ha4YeHuto 3aKkpbIToro koya JUIM npu nx dopMupoBaHum.

B cucteMe A0MKHbI 6bITb NPEeAYCMOTPEHbI CPEACTBA BEAEHUS apXMBOB 3/IEKTPOHHbLIX LOKYMEHTOB C
3UMN 1 cepTUdUKATOB OTKPbIThIX KOUeil.

Pa36op KOHMMKTHON CUTyauMn BbIMOJHAETCS KOMUCCUEN, COCTOALLEN N3 NpeacTaBuTeNel CTOPOH,
cnyx6bl 6e3onacHoCcTM M akcneptoB. CocTaB KOMUCCUM, NOPAAOK ee hOpMUPOBaHUSA, pernameHT paboThl,
paccMOTpeHMe pe3ynbTaTOB OMNpPeaensieTcs B MNpPUNOXeHUu K PernameHTy cuctembl (Jorosopy),
3aK/IlD4aeMOMY MeXxay Y4Y4aCTHMKaMM aBTOMATU3UPOBAHHOM CUCTEMDI.

OcnapuBaHue pe3ynbTaToB paboTbl KOMUCCMM W BO3MeWeHWe NocTpajdaBlUed  CTOpoHe
NMPUHECEHHOro yuiepba BbIMONHAETCS B YCTAaHOB/IEHHOM AENCTBYHOLIMM 3aKoHOAATeNbCTBOM Poccumnckon
denepaumn nopsiake.

9.1. MNopsaaok pazbopa KOHPINKTHON CUTYyaLUN

Pa360p KOHdJJ'IMKTHOVI CUTyaumun BbIMOJZTHAETCA no nHnumnaTmnee noboro Y4YaCTHUKa
aBTOMaTVISVIpOBaHHOVI CUCTEMbI U COCTOUT U3:

1. npeabsaBNEHUS NpeTeH3Mn OA4HOM CTOPOHbI APYroW;

2. popMUpPOBaAHUS KOMUCCUM;

3. pa3bopa KOHMINKTHOM cUTyauum;

4. B3bICKaHUA C BUHOBHOW CTOPOHbI MPUHECEHHOrO ylepba.

Paz6bop KOHMAMKTHOW CUTyauum MNPOBOAUTCA C WMCMNONb30BAaHWEM MNPOrpaMMHOro obecneyveHus
CK31M Kpuntollpo CSP Aana >3neKTpOHHOro [AOKyMeHTa, aBTOpPCTBO WM CcoAepXaHue KOTOoporo
ocnapusaeTcs.

MpoBepka MNOAMUCAHHOIO 3/IEKTPOHHOIO [IOKYMEHTa BKJIlOYAeT B Ce6s BbIMOJIHEHUE CeayoLnx
NEeNCTBUIA:

1. onpepeneHne ceptudukKata WM HECKONbKMX CepTUduUKaToB, HeobXoAMMbIX AN MNPOBEPKMU
aun;

2. nposepka DI a3neKTpoHHOro AOKYMEHTa C UCMOJSIb30BaHMEM KaXAoro ceptudukaTa;

3. onpegeneHuve gatbl GOpMUpoBaHUs Kaxkaor DL B aN1eKTPOHHOM AOKYMEHTE;

4. npoBepka JUM kaxporo ceptudwmkata, NyTEM MOCTPOEHUA LENoYkM cepTudukaToB Ao
ceptudukata NasHoro LC;

5. npoBepka AeNCTBUTENbHOCTN CePTUMDMKATOB Ha TEKYLLUNI MOMEHT BPEMEHMU;
6. NpoBepKa AENCTBUTENbHOCTN cepTUdUKaToB Ha MOMeHT hopMupoBaHus ILIM;
7. npoBepka oTcyTcTBusa ceptudukatos B COC.

Mpu nposepke 3LIM gokyMeHTa, BepUdMKaumMn Lenovykm ceptndunkaToB, OTCYTCTBUM cepTudunkaTta
B COC, aBTOpCTBO NOANMCHK MOA ALOKYMEHTOM CUMTAETCS YCTAaHOB/IEHHbIM.
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MpumeuaHune. HecoBnageHve aatbl HOPMUPOBAHUA AOKYMEHTA
M CPOKOB OENCTBUSA cepTudukata u/vnm CpOKOB AENCTBUS 3aKpbITOro
K/lo4Ya He BJIMAKOT Ha onpejeneHne aBTOPCTBa AOKyMeHTa. Ha wux
OCHOBE  MOXHO  caenaTb  NpeanonoXxeHue O  HecobnoaeHuu
nonb3oBateneM PernameHTta (JoroBopa) B 4acTW CPOKOB AeNCTBUSA
Knoyen, ceptndukaTos nnm HEKOPPEKTHOIO NCNosb30BaHus
cepTudukaTta B npmknagHom MO.

9.2. Cny4yan HEBO3MOXHOCTU NMpoBepKn 3HaueHmns DU

MNpu He oBHapyXeHUU B apxuBe cepTMdMKaTa OTKPbLITOro K/toya Mosib30BaTesNs, BbIMOMHMBLLErO
SN, nokasaTb aBTOPCTBO AOKYMEHTa HEBO3MOXHO. B CBA3WM C 3TUM, apxuB C cepTudMKaTaMu OTKPbITbIX
K/loYei Heob6xoAMMO noaBepraTh perynspHoMy pe3epBHOMY KOMUWPOBAHWUIO M XPaHUTb B TEUYEHWE BCEro
YCT@HOB/IEHHOMO CPOKa XpaHeHMs.
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10. HewTaTHble cntyaumnmn npu akcnnyataunmn CK3U

nepcoHana npn nx BO3HUKHOBEHUMN.

Huxxe npuBeaeH OCHOBHOW MepevYeHb HeWTaTHbIX CUTyauuii W COOTBETCTBYOWME AENCTBUS

Ta6nuua 2. 1eCTBMA NepcoHasia B HEWTaTHbIX CUTyalUsaX

n/n

HewTaTHasa cuTtyaums

[enicTBua nepcoHana

DBaKyauus, yrposa
HanageHus, B3pbiBa U T.M.,
CTUXUNHbIE 6eacTBus,
aBapum obuiero xapakrtepa B
LleHTpe ynpaBneHus
K/THOUEBOWN CUCTEMOW.

OctaHoBUTb BCe DBM.

MepcoHan, nMewLWMi 4OCTYN K KoYaM, 06s3aH caaTb BCe
MMeLWMeECs y HEro B HaIMUYMM KJtoYeBble HOCUTENN
aaMUHUCTpaTopy 6e3omnacHoCTy.

AAMUHUCTpaTOp 6€30MacHOCTM YNaKOBbLIBAET BCE K/ltOUEBbIE
HOCUTENN, PErMCTPALMOHHbIE KapTOUKKN CepPTUMOMKATOB OTKPbITbIX
KJIlOYEN nonb3oBaTeneln B onevyaTbiBaeMblil KOHTENHep, KOTOPbI
BbIHOCUT B 6e30nacHoe noMelleHne uan 3gaHme. OnevyaTaHHbIn
KOHTEMHep A0/IKEH Hax0AUTbCS No4 OXPaHOM A0 OKOHYaHUS
OeNCTBUSA HewTaTHOM cMTyauum M BOCCTaHOBJIEHUS HOPMasnibHOMN
paboTbl annapaTHbIX U NporpaMMHbIX cpeacts CK3U.

AAMUHKCTpaTOp 6€30MacHOCTU OMoBeLLaeT No TenedOoHHbIM KaHanaM
06Lero nosib30BaHUs BCEX MOSb30BaTE/NEN O MPUOCTAaHOBKE paboThbl
CUCTEMBI.

B cnyyae HacTynneHusa cobbiTnsa, nosnekwero 3a cobomn
[ONIrOBPEMEHHbIN BbIXOA M3 CTPOS annapaTtHbiX cpeacts CK3U,
aAMUHUCTpATOop 6e3onacHocTH YHUYTOXAET BCHO KJTHOYEBYHO
MHGMOPMaLMIO C HOCUTENEN, HaXOASLWMXCS B KOHTENHEpeE.

KomnpomeTauus ogHoOro us
JINYHBIX KTIOUYEBBIX
HocuTenewn.

Mopsaok AeNCTBMIN Npy KOMMpOMeTaumMn Kitoyen onvcaH B pasaene
8.8.3 "KomnpomeTauusa kawyen nonb3osartens”.

BbIxoa 13 cTpos NepBoro
JINYHOIO KJIHOYEBOrO
HocuTens.

Heobxoanmo coobwmntb no TenedoHy B YL, o dhakTe Bbixoaa u3s cTpos
JINYHOrO KNOYEBOro HocuTens n obecneynTb ero goctaBky B YL ans
BbISICHEHMSA NMPUYNH BbiXoAa n3 cTpos. [Ana paboTbl ncnonb3lyeTcs
BTOPOW JINYHbBIN KHOYEBOW HOCUTEND.

BbIxoa 13 cTpost BTOPOro
JINYHOrO KKOYEBOro
HocuTens (Npuv yCnoBuK, YTO
nepBbll TOXE Bbilien u3
cTpos).

Monb3oBaTesib, Y KOTOPOro BbILWM U3 CTPOSi 06a INYHBIX KITHOYEBbLIX
HocuTens, siBnsieTcs B YL, Ans nNoBTOpHOW pernctpauun (6e3
N3MEHEeHUSA AaHHbIX pernucTpaummn).

OTkasbl n cbon B pabote
annapaTtHon yactu APM co
BCcTpoeHHon CK3U.

Mpu oTkasax n cbossx B paboTe annapaTHoi yactn APM co
BCTpoeHHoM CK3U HeobxoauMO 0CTaHOBUTL paboTy, no
BO3MOXHOCTW NIOKaNM30BaTb HEUCMPABHOCTb W B AalibHENLEM
NPOM3BECTU PEMOHT B YCTAHOB/IEHHOM MOPSAKe 1, NMpwn
HeobxoauMocTn, nepeyctaHosky CK3U.

OTkasbl n cbon B pabote
cpeacTs 3awmnTbl oT HCA.

Mpu oTkazax n cbosax B paboTte cpencts 3awmTtbl oT HC/,
aAMUHUCTpaTop 6€30MacHOCTU, AOJI)XKEH BOCCTAHOBUTb
paboTocnocobHocTb cpeacts HC. MNMpu HeobxoammocTm
rnepeyctaHoBuUTb NporpaMMHo-annapaTHble cpeactesa HCA.

YTepsa NINYHOro Ko4YeBoro
HOCcUTENA.

YTepsa NIMYHOro KN4YeBOro HOCUTENA NPUBOANT K KOMNpoMeTauuun
XpaHALWerocda B HEM Kitouya.

Mopsaok AeCTBMIA MpY KOMMNPOMETaUMU KTIOUYEN ONnCaH B pasaene
8.8.3 "KomnpomeTauusa kawyen nonb3osartens".

OTkasbl n cboun B paboTte
NporpamMMHbIX CpeacTB
BCNeACTBUE He BbISIBNEHHbIX
paHee owunboK B

Mpn oTkasax u c6osx B paboTe NporpaMMHbIX CPEACTB, B CEeACTBUM
He BbISIBJIEHHbIX paHee oWn6oK B NMPorpaMMHOM obecrnevyeHunn,
Heo6X0AMMO OCTaHOBUTb paboTy, IOKanM3oBaTb MO BO3MOXHOCTH
NpUYMHY OTKa30B M C60€B M Bbi3BaTb paspaboTumka gaHHoro MO
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Ne | HewTaTHasa cutyaums [JencTeua nepcoHana

nporpaMMHoM obecrneyeHun. | Unu ero npeacTtaBUTeNns Ans yCTpaHeHUS NPUYNH, Bbi3biBatOLWMNX
OTKa3bl U cbou.

9. |OTkasbl B paboTe Mpu oTkasax B paboTe NporpaMMHbIX CPEACTB, B CAeACTBUK
NMporpaMMHbIX CPeacTB CNYYaHOrO MW YMbILWMEHHOIO UX MOBPEXAEHUS, ML,
BCNeACTBUE C/TYYaMHOro MM | OTBETCTBEHHOE 3a 6e30MacHOCTb (PYHKUMOHNPOBAHUS MPOrPaMMHbIX
YMbILLMEHHOIO UX M annapaTHbIX CpeacTs, 0643aH0 NPOM3BECTU CiyxebHoe
NnoBpexaeHus. paccregoBaHve No AaHHOMY (aKTy C LUEsblo YCTAHOBEHNUS MPUYMHbI

OTKasa 1 BOCCTaHOBMEHNA NPaBUAbHON paboTbl MPOrpaMMHbIX
CpeacTB B YCTaHOB/IEHHOM MOpsAKE.

10. | OTka3sbl B paboTe Mpu oTkasax B paboTe NporpamMHbIX CPEACTB, B CNeACTBUMN OWKU60K
NpOrpaMMHbIX CPEACTB onepartopa, ornepaTop coobLiaeT o AaHHOM dakTe nuuy,
BCNeACTBUE OLIMBOK OTBETCTBEHHOMY 3@ 6€30MacHOCTb PYHKLUMOHNPOBAHUS
oneparTopa. NMporpaMMHbIX U annapaTHbiX cpeacTB. OTBETCTBEHHbIN 3a

6e30nacHOCTb PYHKLMOHMPOBAHMS MPOrPAMMHbIX M annapaTtHbIX
CpeAcCTB AaeT COOTBETCTBYIOLWME yKa3aHMs o6cnyxnsatoLemy
nepcoHasny No BOCCTAHOBAEHUIO NPaBubHOM paboTbl NpOrpaMMHbIX
CpeAcTB B YCTaHOB/IEHHOM MOPSAAKE.

Bce HewTaTHbie CUTyauun AOMXKHbI OTpaxaTbcs B "XXypHane nonb3osartensa cetn" (cm. 8.11).

11. TpebosaHusg no HCA

11.1. O6bwme TpeboBaHnsa No opraHnsaumm paboT no 3awmuTte oT
HCO

3awuTa annapaTHoro M nporpamMmHoro obecneyenms ot HC npwu yCTaHOBKE M WCMOAb30BaHMMK
CK3W sBnsieTcss coctaBHOM YacTbio obuier 3agaun obecneueHunss 6e3onacHoCcTn MHMOpMaUmMM B CUCTEME, B
cocTtaB koTopoi BxoauT CK3U.

Hapsay ¢ npuMmeHeHmeM cpeacts 3awmtbl oT HC HeobxoaAnMMO BbINOSIHEHME MPUBELAEHHbIX HUXE
OpraHu3aunoHHO-TEXHMYECKNX U aAMWHUCTPATUBHLIX  Mep no obecneyeHuio  MNpaBWIbHOIO
(dYHKUMOHMPOBaHNS cpeacts  o06paboTkm W nepegaym  MHGoOpMauuMm, a TakXe YCTaHOBNEHMe
COOTBETCTBYHOLWMX MpaBun  Ansa  obcnyxumBawwero nepcoHana, AonyweHHoro K pabote ¢
KOHpUaeHUManbHoM nHbopmMmaune.

3awuTta wuHdopmaumm ot HCA pomkHa obecneumBaTbCa Ha BCEX TEXHONMOMMYECKMX 3Tanax
06paboTkn MHpOpMauMn M BO BCeEX pexmMmax (YHKUMOHMPOBaAHUSA, B TOM uuc/le Mpu MpoBeAeHun
PEMOHTHbIX W perfiamMeHTHbIX paborT.

3awwuTta wmHdbopmaumm ot HCL ponkHa npegycMaTpmBaTb KOHTPOSb 3(M(EKTUBHOCTU CpencTs
3awmnTbl oT HC. DTOT KOHTPO/b AO/KEH NEPUOANYECKM BbIMOMHATLCA aAMUHUCTPATOpoM 6e30nacHOCTM Ha
ocHoBe TpeboBaHMI AOKYMEeHTauMn Ha cpeacTsa 3awmTbl oT HCA.

B opraHmusauum, sakcnnyatupytowen CK3U, gomxkeH 6biTb Ha3HayeH aaMUHUCTpaTop 6e3omnacHocTy,
Ha KOTOpOro BO3/jaralTcs 3agaym opraHmsaumm pabor no wucnonb3oBaHuto CK3W, BbipaboTku
COOTBETCTBYHOLLMX UHCTPYKUMIA AN Nofib30oBaTeNel, a Takxke KOHTpOosnb 3a cobntogeHneMm TpeboBaHuin no
6e3onacHocTH.

AAMUHMUCTpaTOp 6e30MacHOCTM He [Oo/HKEeH MMeTb BO3MOXHOCTb [AOCTyna K
KOHdMAeHUMnanbHo nHdopMauum nosb3oBaTene.

MpaBom poctyna k paboumm MectaMm C ycTaHoBfieHHbIMM CK3W  pomkHbl 06nagaTb TONbKO
ornpefesieHHble AN 3KcnnyaTtauuu nuvua, npowejwme COOTBETCTBYHOLWYH MNOAroToBKY. AAMUHUCTPATOp
6e30MacHOCTN OOMXKEH 03HAKOMUTb Ka)Aoro nosib3oBaTtens, npuMeHsiowero CK3U, ¢ gokyMeHTaumen Ha
CK3W, a Takxe ¢ ApyrMMn HOpMaTUBHbIMU AOKYMEHTaMu, CO34aHHbIMKN Ha eé OCHOBeE.
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11.2. TpeboBaHMa No pa3MeLleHNo TeEXHUYECKNX CpeacTB
C yCcTaHoBJ/ieHHbIM CK3W.

Mpn pasMelleHnn TeXHNYECKUX CpeacTB C yCTaHoBMeHHbIM CK3N:

e Jlo/mKHbl O6bITb  MPUHATBI Mepbl MO  WCK/OYEHUI0 HeCaHKUMOHWPOBAHHOro AocTyrna B
noMeLleHns, B KOTOPbIX pa3MeLleHbl TeEXHUYEeCcKne cpeacTBa C yCcTaHoBAeHHbIM CK3W, NOCTOPOHHUX nuL,
Nno poay CBOeWN AeATEeSIbHOCTU He ABAAKLWMXCS NepcoHasioM, AOMYyLWeEHHbIM K paboTe B 3TUX NOMeELeHUsX.
B cnyyae Heo6xoAMMOCTM MNPUCYTCTBMS MOCTOPOHHUX NUL B YKasaHHbIX MOMELWEeHUax AonxeH 6biTb
obecneyeH KOHTPONb 3@ WX [eUCTBUAMM M obecneyeHa HEBO3MOXHOCTb HEraTMBHbIX AENCTBUA C WX
cTopoHbl Ha CK3W, TexHuyeckune cpeancrsa, Ha KoOTopblX 3kcnayatupyetca CK3UM v 3awuwaemMyro
nHdopMaumio.

e BHyTpeHHAS nnaHMpoBKa, PpacrnosioXEHWEe U  YKOMMJIEKTOBAHHOCTbL paboumx MecTt B
nomeweHnsax  Ao/kKHbl  obecneumBaTb  MCMNOAHUTENSAM  paboT, COXPAHHOCTb  AOBEPEHHbIX UM
KOHpUAEHUMANbHbIX 4OKYMEHTOB M CBEAEHWUI, BKIOYAA KIoUYeBy MHdoOpMauuto.

e PasmeweHne CK3UN XTHAN.00050-02 B nomeweHusx, B KOTOpPbIX ocyliectBasieTcs obpaboTka
nHdbopmauum, coaepxalle CcBefeHMs, COCTaBNsAlWMe rocyAapCTBEHHYK TalHy, OCyLllecT-BaseTcs
YCTAQHOBJIEHHBIM MOPAAKOM.

11.3. TpeboBaHua no yctaHoBke CK3U, obuiecncremMHoro um
cneuymnansHoro MO Ha N2BM

1. M2BM, Ha KOTOpbIX WCNOMb3YyeTCs CK3W, pomxkHbl 6bITb  gonyuweHbl Ans8 o06paboTkm
KOHdUAeHUMaNbHON MHdOpMaumn nNo AencTeyowmnM B Poccuinickon depepaumm TpeboBaHMSaM Mo 3awmTe
nHdOpMaUmMKn OT yTEeYKM NO TEXHUYECKUM KaHanam, B TOM yucie, no KaHany ceasu (Hanpumep, CTP-K), ¢
yyeToM MoAenun yrpos B WHMOPMALMOHHOM CUCTEME 3aKa3uuka, KOTOPbIM AOMXHO MpoTuBOCTONATb CK3U
XT51.00050-02.

2. WHcTtannsauma CK3U XTAW.00050-02 Ha paboumx MecTax AOo/HKHA MPOM3BOAUTLCA TONbKO C
ANCTpnbyTMBaA, NOJTYYEHHOIrO MO AOBEPEHHOMY KaHarny.

3. K ycTtaHoBKe 06LIEeCMCTEMHOIO M CneunaabHOro nporpammHoro obecneyeHus, a Takxke CK3U,
JONycKalTCca nuvua, npowejlime COOTBETCTBYIOLWYK MNOAFOTOBKY W M3y4YMBLUME [AOKYMEHTAUMUIO Ha
cooTBeTcTBYHOWee MO n Ha CK3N.

Mpu yctaHoBKe nporpamMMHoro obecneverHus CK3W cnepyert:

e Ha TexHWyeckux cpeacTBax, NpeAHasHauyeHHbix Ans paboTtel ¢ CK3W, mMcnonb3oBaTb TOJSBKO
JIMLEH3MOHHOEe nporpamMMHoe obecrneyeHne dUpM - U3roToBUTENEN.

e [lpn ycraHoBke MO CK3WN Ha M3BM pomxkeH 6biTb obecrevyeH KOHTPOJSb LIENOCTHOCTU W
AocToBepHOCTb anctpmbytmea CK3M n coBmecTHO nocrasnsembix ¢ CK3M komnoHeHT COK.

e Ha MN3BM He Ao/mxHbl yCTaHaBNMBaTbCA cpeAcTBa paspaboTkm MO m oTnagyuuku. Ecnu cpeacrtea
OTNAAKN MPUNOXKEHUI HYXHbI A8 TEXHONOrMYECKMX NOoTpebHOCTel opraHuMsauuu, To UX UCNOMb30BaHWe
AOJKHO 6bITb CAaHKLUMOHUPOBAHO agMUHUCTPATOPOM 6e3onacHocTu. MNpu 3TOM A0/MKHbI BbITb peannsoBaHbl
Mepbl, UCKJYaloWwme BO3MOXHOCTb MCMOSIb30BAHUS 3TUX CPEACTB ANA pefaKTUpOoBaHUA Koda M namMsaTu
CK3N v npunoxeHun, wucnonb3ywowmnx CK3W, a Takxke pana npocMmotpa koga M namatm CK3UN un
npunoxeHuin, ncnonbsywowmnx CK3WM, B npouecce obpabotkn CK3U 3awmwaemon nHbdopmMauum n/vnm npu
3arpy>XeHHon Ko4YeBon nHbopMaunm.

e [lpenycmoTpeTb Mepbl, nckoyarwme BO3MOXHOCTb HECaHKLMOHNPOBAHHOIO He
06HapyX1MBaeMoro n3MeHeHus annapaTHoOM 4YacTu TEXHUYECKMX CPeACTB, Ha KOTOpbIX yYCTaHoBMeHbl CK3U
(Hanpumep, NyTEM oneyaTbiBaHMSA CUCTEMHOro 6n10Kka 1 pasbemos MN3BM).

e [locne 3aBeplleHMs Npouecca YCTaHOBKW AO/MKHbl 6biTb BbIMOSHEHbI AEACTBUSA, HEobxoaAnMble
AN OCYLLEeCTBNIeHNA NepuoANYECcKOro KOHTPONsS LeNnoCTHOCTM ycTaHoBneHHoro MO CK3U, a Takxe ero
OKpY>XEHWS B COOTBETCTBUM C AOKYMEHTaLMEN.

e [lporpammHOoe obecneyeHue, ycTtaHaBnmBaemoe Ha [2BM c CK3M He [AOMXKHO coaepxaTb
BO3MOXHOCTEN, MO3BONSOLWNX:

MoAN(ULMPOBATbL COAEPXKMMOE MPOM3BOJIbHbIX 0b1lacTel NnamaTu;

mMoaMduunMpoBaTb COBCTBEHHbIN KOA U KOA APYTrMX NOAMPOrpamMMm;

mMoaMduunMpoBaTh NaMsaTb, BbIAENEHHYIO ANS APYrUX NO4NPOrpamMMm;

nepenasaTtb ynpassieHMe B 061acTb CO6CTBEHHbIX A@HHbIX U A@HHbIX APYrnX NOAMPOrpamm;

- HECAHKUMOHMNPOBAHHO MO,DM(.bMLI,MpOBaTb Cbaﬁﬂbl, cogepxaume ncnonHdaemble Koabl NMpu mMX
XPaHEHUN Ha XECTKOM AUCKE,
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- MOBbIWATL NpeAoCTaB/IEHHbIe MPUBUIIErUN;
- MoanduumnpoBaTb HacTpoiku OC;
- NICMNOJIb30BaTb HEAOKYMEHTUPOBAHHbIE upMoli-paspaboTumkom dyHkumm OC.

11.4. Mepbl no obecneyeHuto 3awmtbl oT HC
Mpu ncnonb3oBaHmn CK3WM AO/MKHbI BbIMOMHATLCA Crieaylowmne Mepbl No 3awmTte nHdbopmaumm ot
HCAO:
e Heobxoanmo paspabotatb U MPUMEHUTb MOJIUTMKY Ha3HAYEeHUA U CMeHbl naponen (Ans Bxoaa B

OC, BIOS, npu wudpoBaHmn Ha napone w T.4.), MCNOMb30BaTb GUAbLTPbI Naposiein B COOTBETCTBMWU CO
cneayrwmmMm npasmnamm:

e [JIMHA Naposia AO0JIXKHa 6bITb HEe MeHee 6 CMMBOJIOB;

e B uyucse CMMBOJIOB Napons ob6s3aTenbHO A0MXKHbI NMPUCYTCTBOBATb OYKBbl B BEPXHEM U HUXKXHEM
perncrpax, umdpbl n cneunancHble cumosbl (@, #, $, &, *, % M 1.n .);

e [aposib He [O/MKEH BKAYaTb B cebs flerko BblYMCSIEMbIE COYETAHUSI CMMBOJIOB (MMeEHa,
damunmn n T. 4.), a Takke obwenpuHATele cokpaweHua (USER, ADMIN, ALEX n T. 4.);

e pW CMEHEe Napons HOBOE 3HayeHue AOJIHKHO OT/INYaTbCsA OT NpeablayLlero He MeHee YyeM B 4-X
nosnunsax;

e JINYHbIN naposb Nonb30oBaTe/lb HE UMEET MNpaBa coobwatb HUKOMY,

e MepuMoANYHOCTb CMEeHbl Mapofid onpeaensieTcs MPUHATOM MNONUTMKON 6e30MacHOCTM, HO He
[OJ/KHA npeBbiwaTth 6 Mecsaues.

YkasaHHasi nonnTuka obsizaTtenbHa ANs BCEX YUYETHbIX 3anuncei, 3aperncTtpmpoBaHHbix B OC.

e CpeactBamu BIOS posxHa 6biTb MCKKOYEHA BO3MOXHOCTb paboTbl Ha M3BM c CK3U, ecnu BO
BpeMs eé HayasibHOW 3arpy3kn He NPOXOASIT BCTPOEHHbIE TeCTbl.

SAMNPELLAETCA:

e OCTaBnATb 6e3 KOHTPONS BbIYMCAUTENbHbIE CPeACTBa, Ha KOTOpbIX 3kcniyatupyetca CK3WU,
nocsie BBoAa KJIKOYEBOM MHDOPMaUMKM NNMHBO MHOM KOHpUAEHUManbHON nHpopmMaunm;

e BHOCUTb Kakme-nmbo naMeHeHUs B nporpaMMHoe obecriedeHne CK3U;

e OCYLWECTBNASTb  HECAHKUWMOHMPOBAHHOE  aAMWHUCTPATOpOM  6e30MacHOCTM  KOMWPOBaHUE
KJIIOYEBbLIX HOCUTENEN;

e pasrnawaTtb COAEPXWMMOE HOCUTENEN KIHOYEBOW MHGOpPMaLMM nnu nepepasaTb CaMuU HOCUTENU
NMuaM, K HAM He AOMYLIEHHbIM, BbIBOAUTb K/OYEBYH MHMOPMaUMIO Ha AMCMAEN, NPUHTEP WU T.M. UHbIE
cpeacTtBa oTobpaxkeHusa nHbopMaumu;

e MCMNOMb30BaTb K/IOYEBbIE HOCUTENU B pEXMMaxX, He MPeAyCMOTPEHHbIX (PYHKUMOHMPOBAHMEM
CK3U;

e 3anucbiBaTb Ha K/OYEBbLIE HOCUTENIN MOCTOPOHHIOK MHbOPMaUUIo;

AOMUHUCTpaTOop 6€30MacHOCTU [AOMXEH CKOHMUIYypMpoBaTb OMEpaLMOHHY0 CUCTEMY, B cpefe
KOTOpOI MfaHupyeTcs ucnonb3oBatb CK3M, M oCywWecTBAATb MNEepUoAMUYECKUIn KOHTPOMb CAEeNaHHbIX
HaCTpOEeK B COOTBETCTBMM CO CNeayoWMMM TpeboBaHUAMN:

e HeE MCcnoJsib3oBaTb HECTaHAAPTHbIE, U3BMEHEHHbIE UM OTNTaA0O4YHbIE BEPCUU OC.

e VCK/NOYUTbL BO3MOXHOCTb 3arpy3kum u ucnonb3oBaHns OC, OT/IMYHOW OT NpeayCMOTPEHHOM
wTaTHoM paboToMn.

e VCKIOYNTb BO3MOXHOCTb YAA/IEHHOIO yrnpaBieHns, adMUHUCTPMpoBaHmsa n mogndukaummn OC un
eé HacTpoek.

e Ha [M2BM pgonxHa 6bITb YCTaHOBJIEHA TOJIbKO OA4HA onepauunoHHasa cucrtema.

e MpaBOM YycCTaHOBKM M HacTponkm OC wm CK3UW ponxkeH obnagaTb TONbKO aAMWUHUCTPATOp
6e3onacHocTy.

e BCe HeWUcrnoJsib3yeMmble pecypcbl CUCTEMbl HEOB6XOAMMO OTKIHOUMTL (MPOTOKOJIbI, CEPBUCHI U T.M.).

e pexuMmbl 6e3omnacHoCTM, peanm3oBaHHble B OC, AO/MKHbI 6biTb HAaCTPOEHbl HA MaKCUManbHbIN
YPOBEHb.

e BCeM nMoJb30oBaTeNsM W rpynnaMm, 3apernctpupoBaHHbiM B OC, HeobxoAMMO Ha3HauUTb
MWHUMaNbHO BO3MOXHbIe AJ151 HOpMasbHOM paboTbl Npasa.
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e HeobxoaMMO MpeayCcMOTPETb Mepbl, MaKCMMalibHO OrpaHuMuYmMBalrOMe AOCTYN K Cneaylowmm
pecypcaM cuCTeMbl (B COOTBETCTBYHLMX YCNOBUAX BO3MOXHO MOJIHOE yAaneHue pecypca Wau ero
HENCNoJsib3yeMon 4YacTu):

- CUCTEMHbIN peecTp;

- halinbl n KaTanoru;

- BpEMEHHbIe dalinbl;

XKYPHanbl CUCTEMbI;

- (halinbl NoAKaYKK;

Kawupyemas nHdopmaumnsa (naponv u T.n.);
- OTN1lajo4vHasn nHdbopmaums.

Kpome TOro, Heob6xogMmo oOpraHu3oBaTb CTuUpaHue (N0 OKOH4YaHMKM ceaHca pabotbl CK3WU)
BpeMeHHbIX dannoB un dannos noakavku, GOpPMUPYEMBLIX UM MOAUMDUUMPYEMLIX B Mnpouecce paboTbl
CK3W. Ecnm 3TO He BbIMOJHMMO, TO HAa >ECTKUW AWCK [AOJIKHbI pacrnpocTpaHAaATbCs TpeboBaHus,
npeabsiBAseMble K KH0YEBbIM HOCUTENAM.

e JO/IKHO BbITb MCK/IIOYEHO NonagaHue B CUCTEMY nNporpamMm, no3sondaroWmnX, Nonb3ysacb owmnbkamm
OC, nosbIwaTb NpeAocTaB/eHHbIE MPUBUNErNN.

e HeO6X0AMMO perynsipHo ycTaHaBnMBaTb NakeTbl 06HOBNeHus 6e3onacHoctn OC (Service Packs,
Hot fix u T.n.), o6HOBNSATL aHTUBUPYCHble 6a3bl, @ TakK Xe uccnenoBatb MHGOPMALMOHHbIE PeCcypCbl Mo
BOMpPOCaM KOMMbOTEPHON 6€30MacHOCTM C Lebio CBOEBPEMEHHOM MUHMMM3ALMM ONACHbIX NOCNEeACTBUIA OT
BO3MOXHOro Bo3gencrems Ha OC.

e B Ciyyae noakiwoudeHus MOBM c yctaHoBneHHbIM CK3UM k ob6wWenocTynHbIM CETAM nepepayn
AaHHbIX, HE0H6X0ANUMO UCKIIOUYNTL BO3MOXHOCTb OTKPbITUSA M UCMOMHEHUS HanoB N CKPUNTOBbIX 06bEKTOB
(Hanpumep, JavaScript, VBScript, ActiveX), nony4eHHbIX M3 06WEeAOCTYNHbIX CETEN nepenaydn AaHHbIX,
6e3 npoBeAeHUsI COOTBETCTBYIOLWMX NMPOBEPOK Ha NpeaMeT COAEPXKaHMS B HUX MPOrpaMMHbIX 3aKiaaoK u
BUPYCOB, 3arpyxaembiX U3 ceTu.

e Npu mncnosnb3oBaHnm CK3UM Ha MIBM, noaknoyeHHbIX K 06WenoCTyNHbIM CETSM CBA3U, C LENblo
WUCK/TIOYEHNA BO3MOXHOCTU HECaHKUMOHMPOBAHHOIO AOCTyna K CUCTEMHbIM pecypcaM WCMNONb3yeEMbIX
onepaumoHHbIX CUCTEM, K MPOrpaMMHOMY obecrneyvyeHunto, B OKpPY>XeHUM KOTOPOro pyHKUMoHupytoT CK3U, n
K kKoMrnoHeHTaM CK3W co cTopoHbl yKa3aHHbIX CeTel, AO/IKHbI MCNOSb30BaThCs AOMOAHUTENbHbIE METOAbI
W cpeacTBa 3awmTbl (HanpuMep: yCTaHOBKA MeXCeTeBblX 3KpaHoB, opraHusaumns VPN ceten mn T.n.). MNpwn
3TOM MpeanoyvTeHMe AO/DKHO OTAABaTbCHA CpeAcTBaM 3aluTbl, MMeELWMM cepTUduKaT YNOJTHOMOYEHHOIO
opraHa no ceptudukaumu.

e OpraHM3oBaThb M MCMOJIb30BaTb CUCTEMY ayauTa, OpraHn3oBaTb PEryssapHbIii aHann3 pesynbTaToB
ayauTa.

e OpraHn30BaThb M MCMOJIb30BaTb KOMMEKC MEPONPUATUIA aHTUBUPYCHOM 3aLUUTbI.
e IOJKHO B6bITb 3anpeLleHo ucnosb3oBaHne CK3U aAns 3awmTel peyeBoit MHdopMaumm.

e JO/XHa 6bITb 3anpelleHa pabota CK3U npu BKIOUYEHHbIX B [TDBM WTaTHbIX CpeAcTBax BbiXoda B
paavokaHan.

PekomeHpyeTca annapaTypy, Ha KoTopol ycTtaHaBnmBaeTcs CK3W, npoBepuTb Ha OTCyTCTBUE
annapaTHbIX 3aK1ajokK.

HE AONYCKAETCA:

1. OCYLIJ,eCTBJ'IﬂTb HECaHKUNOHNPOBaAHHOE KONMMpoBaHNE KNK4YeBbIX HOCUTEnen.

2. Pasrnawatb coAep>XMMoe HOCUTENEN KIo4YeBo MHGopMaumm Mnv nepeaaBaTtb camMyu HOCUTENU
AvMuaM, K HMM He [AOMNYyLWEHHbIM, BbIBOAWUTb K/OYEBYD WHMOPMauMilo Ha Auchaei U npuHtep (3a
NCKJIIOYEHMUEM ClydaeB, NPeAyCMOTPEHHbIX AAHHbIMU NpaBuUiaMn).

3. BcTaBnaTb KAOYEBOW HOCUTENDL B YCTpOVICTBO CUHUTbIBAHNA B peXWUMaxX, HE NpeayCMOTPEHHbIX
LWTAaTHbIM PEXWMOM UCNOJZIb30BaHUA KTKOYEBOIoO HOCUTENA.

4. MopgkntoyaTtb K MIBM fononHUTENbHbIE YCTPONCTBA M COEAUMHUTENN, HEe MpeAyCMOTPEHHble
LWUTaTHOM KOMMJEeKTaunen.

5. PaboTaTb Ha KOMMNbIOTEpPe, €C/IN BO BPEMS €ro HayaslbHON 3arpy3ku He NMpOXOAUT BCTPOEHHbIN
Tect O3Y, npeaycMOTpeHHbIn B MN3BM.

6. BHOCUTb Kakme-nnMbo naMeHeHus B nporpaMMHoe obecnedeHne CK3U.

7. V3MeHATb HaCTPOKKK, YCTaHOBMEHHbIe NporpaMmoit yctaHoBku CK3U nnm agMUHUCTPaATOpPOM.
8. Wcnonb3oBaTb CMHXPONOCHIIKK, BbipabaTbiBaeMble He cpeacTtBamMmn CK3N.
9

O6pabaTbiBaTb Ha MN3BM, ocHaweHHo CK3U, nHdopMauuio, coaepxallyo rocyaapCcTBEHHYHO
TalHy.

42



XKTAN.00050-02 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30mnacHoCTU.
O6was yactb

10. Ucnonb3oBaTb 6biBlNE B paboTe KAOYEBble HOCUTENW ANS 3anucu HOBOM MHdoOpMauuun 6e3
npeaBapuUTeNIbHONO YHUUYTOXEHUS Ha HUX KtoveBon nHdopmaumm cpeactsamm CK3U Kpuntollpo CSP.
11. OcyLwecTBNATb HECAHKUMOHNPOBAHHOE BCKPbITME CUCTEMHbIX 6nokoB MIBM.

12. MpnHOCUTbL 1 NCNoNb30BaTh B NOMELEHNN, rae pa3MelleHbl cpeactesa CK3U, pagnoTtenedoHbl m
ApYrylo pagmonepegarollyto annapatypy (TpeboBaHne HOCUT peKoOMeHAaTe NbHbIN XapakTep).

11.5. Ncnonb3oBaHne CK3W co cTtaHAAPTHLIMU MPOrpaMMHbIMU
cpeacrteamu COK

MporpamMmMHoe obecnevyeHme CK3UM XKTAN.00050-02 no3BonsieT MCNonb30BaTb POCCUIACKME
KpunTorpaduyeckne anroputMbl KU cepTuduKaTbl OTKPbITbIX Katouern craHgapta X.509 ¢ pasnnyHbIM
nporpaMMHbIM obecrniedeHnem Microsoft:

e LleHTp Ceptndumkauunm - Microsoft Certification Authority, Bxoaawmin B coctaB Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008r2.

e DnekTpoHHas noyta - MS Outlook (Office 2007, Office 2003, Office XP, Office 2000).

e DneKTpoHHas noyTta - Microsoft Outlook Express B coctaBe Internet Explorer.

e Microsoft Word, Excel, Info Path u3 cocraBa Microsoft Office 2003, 2007.

e CpeacrBa KoHTpons uenoctHoctn MO, pacnpocTpaHsieMoro no cetn - Microsoft Authenticode.

e Cnyx6bl TepMuHanoB ana Windows 2003 Server, Windows 2008 Server, Windows 2008r2
Server (Bkatoyas w03 cnyxb TepMnuHanos).

e 3awwuta TCP/IP coeanHeHuir B cetn WHTepHeT - npotokon TLS/SSL npu B3aumomencremm
Internet Explorer - web-cepBep IIS, TLS-cepBep, TLS-knueHT (IE).

e SQL-cepsep.

e ISA cepsep.

e CepBep TepMnHanos un knueHT (RDP).

e Cpeacra pyHKUMOHMPOBaAHUSA KoMMiekca pa3pabotkn OO0 «KPUMTO-MPO»
KpunTto-lpo YU 1.4, Kpuntollpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP, KnnenTt Kpuntollpo HSM.

CK3W XTAN.00050-02 npu dyHKUMOHMpoBaHuu nog ynpasneHnem OC Windows MoxeT
MCMNOob30BaTbCA C AOMOJIHUTEIbHBIMW NPOrPaMMHbIMU CPeACTBaMU 3aLMThI:

XTAN.00032-01 30 01. KpunTtollpo Winlogon. CpeacTBO ceTeBOW ayTeHTUdMKaLMW.

XTAN.00051-01 30 01. KpunTtollpo EFS. CpeactBo xpaHeHUs KOHdUAEHUNANbHON MHMOpMaL K.

Moa ynpasneHuem UNIX-nomobHbix OC CK3W XTHAW.00050-02 wncnonb3lyetrcs € NporpaMMHbIM
obecrneueHnem:
Certmgr (Kpuntollpo Certmgr).

L]
e CryptCP.

e Apache Trusted TLS (Digt).
L[]

Trusted TLS (Digt).
MporpamMmmMHoe ob6ecneuyeHne CK3U XTAM.00050-02 coBMecTMMO CO CpeacTBaMM aHTUBUPYCHOM
3alUNThI:
e McAfee VirusScan Enterprise Version 8.0i.
¢ Norton (Symantec) Antivirus.

e Amnrtusupyc Kacnepckoro
e Anrusupyc NOD32.

11.6. TpeboBaHua no noakntodeHuto CK3U anga paboTol
no obLenoCTynHbIM KaHanaM nepegayvm AaHHbIX

1. Nopsagok noakntodeHns CK3M K KaHanam CcBA3U [0/KeH OblTb onpeaeneH 3KCnayaTupylowen
opraHusaumeit. JlIuuom, oTBeTCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no obuwenocTynHbiM KaHanam, Kak Npasuno,
OOJ/IKEH ObITb aAMMHUCTPaTOpP 6e30nacHOCTHU.

2. Mpwn nogkntoyeHnn CK3M K obLLeAoCTyNHbIM KaHafaM nepefayu OaHHbIX AO/KHa 6biTb obecnevyeHa
6€30MacHOCTb 3alUMLLEHHOM cBA3M. MpKn 3TOM A0/KHbI ObITb ONpeaeneHsbl:

e [lopagok nogkntodyeHna CK3U K KaHanam.

e BblaeneHo MU0, OTBETCTBEHHOE 33 6e30MacHOCTb PaboTbl NO 06LWEA0CTYMHBIM KaHaNaMm.

e Pa3paboTaH TMNOBOM pernameHT 3aLLMLLEHHON CBA3M, BK/IOYAIOLLNIAL

- MONUTUKY 6e30MacHOCTM 3aLMLLEHHOW CBA3M.
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- BOMYCTUMbIW COCTaB NPUKNAAHbIX MPOrPAMMHBbIX CPEACTB, AN KOTOPOro A0MKHO 6bITb UCCNEA0BAHO U
060CHOBaHO OTCYTCTBME HEFAaTUBHOIO BAMAHUA Ha CK3M no KaHany nepeAayun AaHHbIX.

- NepeyeHb JONYCTUMbIX CETEBbLIX NPOTOKO/I0B.

- 3aLUMTY CeTeBbIX COeAUHEHN (NepeyeHb A0NYCTUMbIX CETEBbIX SKPAHOB).

- cMcTemMa M CpeacTBa aHTUBMPYCHOM 3aLmThI.

3. MepeyeHb CTaHAAPTHbIX MPOrpamMMHbIX CPEeACTB, NnpuBeAeHHbIX B M. 11.5, MoOXeT BKAKOYATbCA
AAMUHUCTPATOPOM B TUMOBOW pernameHT 6e3 npoBefeHUA AOMNONHUTE/bHbIX UCCnenoBaHui. Mpu 3TOM [O/KHbI
BbINOJIHATLCA:

® CBOeBpemMeHHOe OOHOB/IEHME MPOrpamMMHbIX CPEeACTB, BKAOYEHHbIX B COCTaB perfiaMmeHTa.

® KOHTpO/b cpeabl dyHKLUMOHMpPoBaHMA CK3N.

e onpeaeneHve U KOHTPO/b 3a UCMOJ/Ib30BAHUEM CETEBbIX MPOTOKONO0B.

e cobnogeHue npasun nonb3osaHna CK3U u cpepoint pyHKumoHnposaHmua CK3U.

4. Nomken 6bITb 0becnedyeH opraHM3auMOHHO-TEXHUYECKUIA KOHTPOJIb 3arnpocoB Ha YCTaHOB/EHME
coeanMHeHMss aboHeHTOB NO MpoTokoay TLS ¢ ucnonb3oBaHMeM 3@eMepHbIX K/4Yer, WUCKa4varmwme
BO3MOXHOCTb MCMNOJIb30BaHNA aboHEHTOM He CBOMX aTpubyToB coeamHeHuns (Takme, kak Client_Id n T1.n.).

5. Mpu wucnonbzosanmn CK3U ¢ gpyrumnm CTaHAAPTHbIMM MNPOrPamMMHbIMK  CPeacTBaMM, BO3MOXHOCTb
nogkatoueHna CK3M K obwenocTynHbIM KaHafam nepefayuv AaHHbIX A0/MKHA OblTb onpeaeneHa To/MbKO nocse
NpPoBeAEeHNA AOMNONHUTE/NbHbIX UCCNeA0BaHUNA C OLEHKOW HEBO3MOMHOCTM HEraTMBHOMO BAUAHUA HapylinTena Ha
dyHKUMOoHMpoBaHue CK3U, ncnonb3ytoLero BO3MOXKHOCTU 06LLLeA0CTYNHbIX KaHAN0B.

11.7. TpeboBaHusa no ncnonb3oBaHnto B CK3U nporpaMMHo-

annapaTHbIX cpeacTs 3awunTbl oT HC/

B kadecTBe nporpaMMHoO-annapaTHbiX cpeacTB 3awunTtbl oT HCA B CK3W MoryT Mcnonb30-BaTbCs
MporpaMMHO-annapaTHbIN KOMMeKC "Akkopa-AMA3" 7] 3/1EKTPOHHbIN 3aMoK “Cobonb”.
NoeHTUdUKaALMOHHbIE AaHHble YKa3aHHbIX CpeAcTB npuBedeHbl B AokyMeHTe “XXTHAWM.00050-02 30 01.
KpunTtolpo CSP. ®opmynsap”, n.3, NpuMmeyaHune 2.

11.7.1. TMporpaMMHo-annapaTHbii Komnnekc "Akkopa-AMA3"

MporpaMMHo-annapaTHbit  komnnekc (MAK) "Akkopa-AM[A3" npeagHasHayeH A0S  3awWuThl
nHdopmaummn ot HCQ npu ee obpaboTtke B MNIBM.

MNAK "Akkopa-AMI3" ncnonb3dyeTtcsa Ha nnatdopmax
e Windows (nnatdopma IA32);

e Linux (nnatdopma IA32);

e FreeBSD 6/7 (nnatdopma IA32);

e Solaris 9/10 (nnatdopma IA32).

MAK "Akkopa-AM3" obecneumBaert:

e naeHTMdMKauuo, NpPOBEPKY MNOAJIMHHOCTM, pasrpaHuMyeHue pgoctyna K pecypcam [9BM Ha
YPOBHE BbIMOSIHAEMbIX 334a4 U KOHTPO/b A0CTyna cybbekToB B cuctemy (MIBM);

e perucrpaumio U ydyer Bxoaa (Bbixoda) nosb3oBaTenen B cucteMmMy (M3 CUCTEMbI), 3anycka
(3aBeplieHuns) nporpaMM M MNpoLECccoB, AOCTyna nofib3oBaTtenenm K 3awmwaembiM daiinam, U3MeHeHUus
NOJIHOMOYMI NoNb30oBaTeNnewn;

e obecneyeHne LENOCTHOCTM MPOrpaMMHbIX CPeaCTB.

B kauyectBe wupaeHtudumkatopa B [AK "Akkopa-AMA3" wncnonb3yeTcss NEepCOHasbHbIN
naeHTugukatop DS 199x (TabneTtka Touch-Memory).

YctaHoBKa W HacTtporka MNAK "Akkopa-AMA3" Ha APM nonb3oBaTtens [O/HKHA MNPOU3BOAMTLCH B
COOTBETCTBUM C 3KCMN/yaTauMoHHOM AOoKyMeHTauuneln Ha MNMAK "Akkopa-AMA3".

Mpumeuanme. Tllepeng ycraHoBkon [1AK "Akkopa-AMA3" T9BM,
|_!!| ucnosnb3yemble B kadyectBe APM nonb3oBaTtenen, A0MXKHbl  6bITb
NpoBEpPeHbl Ha NpeaMeT UX KOPPEKTHOrO B3auMoAencTeus.

YcTtaHoBKa nporpaMMHoro obecneyeHus n annapaTHoM vactm komnnekca "Akkopa-AMA3" Ha APM
MOXET BbIMONHATLCA cneumanmnctamMm nocraswmka CK3M unu npeacrasmutensammn cnyxbbl MHOOPMaUNMOHHOM
6esonacHocTn. Hactpoinka komnnekca "Akkopa-AMA3" Ha Tpebyemyro KOHUrypaumio BbIMOSHAETCA
aAMUHUCTpaTopoM 6e30nacHOCTU. HacTpolika Ao/KHA  MCKA4YaTb  BO3MOXHOCTb  BMelLaTeNbCTBa
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nofb3oBaTens B MNPOLECChbl 3arpy3ku OMepauuMoHHOM cucTteMbl W NpuknagHoro MO ©  npoBepku
LIe/TOCTHOCTM MpPOrpaMMHOi cpeasbl.

11.7.2. 2nekTpoHHbIN 3aMoK "Cobonb"

CucTeMa DNEeKTPOHHbIM 3aMOK NpeaHasHayeHa Ana OpraHnsaumm 3almTbl KOMMNbOTEPA OT BX0Aa
MOCTOPOHHMX Mofb3oBaTenei. [log MNOCTOPOHHMMM MOMb30BATENAMW MOHMMAKTCA BCe /LA, He
3aperncTpmMpoBaHHbIe B CUCTEME DJIEKTPOHHbIA 3aMOK KakK M0Jib30BaTeNn AaHHOIO KOMMbOTEpPa.

DNeKTPOHHbIN 3aMok “Cobonb” ncnonblyetcs Ha nnatdopmax
e Windows (nnatdopma IA32);

e Linux (nnatdopma IA32);

FreeBSD 6/7 (nnatdopma IA32);

e Solaris 9/10 (nnatdopma IA32).

DneKTpOHHbIN 3aMok “Cobonb” obecneumBaet:

e perucTpauuio Nosb3oBaTeniell KOMMNboTEPa N Ha3Ha4YeHWe UM MepcoHanbHbIX MAEHTUHUKATOPOB
W napofiei Ha BXO4 B CUCTEMY;

e 3anpoc NepcoHanbHOro naeHTUdUKaTopa 1 Naposs nosb3oBaTeNs Npu 3arpy3ke KOMMbOTEPa;

e BO3MOXHOCTb 6J'IOKVIpOBaHVI9| BX04a B CUCTEMY 3apeErncTpnupoBaHHOro nosib3oBartens,

e BeJeHWe CUCTEMHOrO >XXypHana, B KOTOPOM MPOM3BOAMUTCS perucrpauusi cobbiTuii, UMeLnX
OTHOLLEHWe K 6e30MacHOCTU CUCTEMBI;

e KOHTPOJIb LIESIOCTHOCTM halnoB Ha xecTkoM aucke (Tonbko B OC Windows);
e KOHTPOJIb LENOCTHOCTU (PU3MUECKNX CEKTOPOB XeCcTKoro gncka (tonbko B OC Windows);

e annapaTHyl 3alinTy OT HECaHKLMOHMPOBAHHOW 3arpy3km OMepaumoHHON CUCTEMbl C TMBKOro
ancka n CD-ROM aucka.

YcTaHOBKa M HaCcTpoiKa 3/1eKTPOHHOro 3amMka Ha APM nonb3oBaTens A0/XHa Npou3BOAUTLCA B
COOTBETCTBMM C 3IKCMSyaTauMOHHON AOKyMeHTauumen. [epen 3KcnnyaTauven 3NEKTPOHHOro 3aMka B
coctase APM nonb3oBatens Heob6X0AMMO 03HAKOMWUTHLCS C KOMMIEKTOM AOKYMEHTauuu (B COOTBETCTBUM C
nacnoptom YBAJI.00300-04 TMC) Ha AaHHbIA KOMMAEKC W MPUHATb pEKOMeHAyeMble B AOKyMeHTauuu
3alUUTHbIE OpPraHM3aLnOHHbIE MEpbI.

HacTpolika 3neKTpOHHOro 3aMka Ha TpebyeMyt KOH(UrypaLuuio BbINOHSETCS aAMUHUCTPATOPOM
6e3onacHocTM. HacTpowka A0/KHa MCKIYaTh BO3MOXHOCTb BMellaTenbCTBa Mofib30BaTeNs B MPOLIECChI
3arpysKu ornepaumoHHOl cUCTeMbI U NpuknagHoro MO 1 NpoBepKu LENOCTHOCTU NPOrpaMMHON cpeabl.

11.8. O BO3MOXHOCTU ncnonb3oBaHna CK3U XTHAN.00050-02

C AONOJIHNTEJIbHBIMU MPOrpaMMHbIMN CpEACTBAMU 3aLLNTDbI

CK3MN XTAN.00050-02 npu dyHKuMoHMpoBaHum noa ynpasneHunem OC Windows MoxeTt
MCNOSb30BaTbCsA C AOMNOSIHUTENbHBIMU MPOrpaMMHbLIMU CPeACTBaMN 3aLUUThI:

1. Kpuntolpo Winlogon. Cpeactso ceTteBol ayteHTudukaumm. XT4M.00032-01 30 01, Gopmynsap.

2. KpunTtollpo EFS. CpeactBo xpaHeHus KOHdUAeHUnanbHon nHgopmaumm. XKTAKM.00051-01 30 01.
dopmynsap.

12. TpeboBaHusa No KpunTorpadpuyeckon sawmTe

[oNXHbI BbIMNOMHATLCA Tpe6oBaHUA No KpMNTorpacdmUyeckon awuTe:

1. Vcnonb3oBaHue TOIbKO IMLEH3MOHHOIO0 CUCTEMHOIO NporpaMMHoro obecneyeHus.

2. HacTtpoliku onepauMoHHbIX cucteM pana pabotel ¢ CK3WM, BKAOYEHHble B  AOKYMEHTbI
XKTAN.00050-02 90 02-01, XKXTAN.00050-02 90 02-02, >KTAW.00050-02 90 02-03, >KTAWM.00050-02 90
02-04, >XTAM.00050-02 90 02-05.

3. Mpu wnHcTtannaummn CK3W  pomkHbl 6biTb 0becrneyveHbl OpraHW3auMOHHO-TEXHUYECKMEe Mepbl Mo
VCKJTIOYEHMIO MOAMEHbI AUCTPUBYTUBA U BHECEHMST 3MeHeHul B CK3W nocne ycraHoBKM.

4. Vckno4veHne n3 nporpaMMHoro obecneyenuns N3BM c yctaHoBneHHbIM CK3W cpeacTts oTnagku.

5. CK3W pomkHO mMcnosb3oBaTbC CO CpeacTBaMuM aHTUBUPYCHOWM 3almTbl, CEPTUMUULNPOBAHHBLIMU MO
TpeboBaHnam ®CB Poccun. Knacc aHTUMBUPYCHbIX CpPeAcTB  3aluTbl  onpeaensercs yCcnoBUSMU
akcnnyataumn CK3W B aBTOMaTM3MPOBaAHHbLIX CUCTEMAX.

6. KntoueBas nHdopMaLmus SBAAeTCS KOH(PUAEHUNANbHOM.

7. BHewHss ramma, ncnosb3yemas Ana MHUUMaNM3aumm coCcTosiHMS nporpammuoro CH, sasnaercs
KOHdMAEHUMANIbHON.
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8. Naponb, ncnonb3yemblin ANa ayTeHTUdUKaunmM nonb3oBaTenen, 4OMKEH coaepXaTb He MeHee 6
CMMBONOB andasuTa MoWwHOCTN He MeHee 10. MNMeprMoaMYHOCTb CMEHbI Naposisi — He peXe 04HOro pasa B 3
Mecaua.

9. NeprMoaANYHOCTb TECTOBOIO KOHTPOS KpUnTorpadunyecknx yHKUMn - 10 MUHYT.

10. BExecyTouyHasq nepesarpyska [12BM.

11. MepuoanyHocTb ocTaHoBa [19BM ¢ o06sa3aTenbHON MNPOBEPKON CUCTEMbI  OXNAXAEHUS
npoueccopHoro 6noka N3BM - 1 mecsu.

12. 3anpewaercs 1CrNoab3oBaTb pPexuM npoctor 3ameHbl FOCT 28147-89 ans wwudpoBaHus
nHdopMaLunmn, KpoMe KHYEBON.

13. [JonkHO AaBaTbCa npeaynpexaeHne O TOM, YTO MpW WUCMOJSb30BaHMKN pexmnma wundpoBaHus
CRYPT_SIMPLEMIX_MODE maTtepwuan, obpabaTbiBaeMbIi Ha O4HOM Kue, aBTOMaTU4YeCKU
orpaHuyMBaeTCcs BenmunHom 4 MB.

14. Mpu dyHKUMOHUpoBaHMM CK3W aomKHbl BbIMNOAHATLCS TpeboBaHUA 3KCNayaTauMOHHOM
AOKyMeHTauum Ha ucnonb3dyembin MAK 3awmtbl oT HC/.

15. [domxHo 6bITb 3anpeweHo ucnonb3oBaHne CK3W ana 3awuTbl pedeBor WH@opmauum 6e3
npoBeAeHUs COOTBETCTBYIOLWMX AOMOMHUTENbHbIX NCCNEA0BaHUN.

16. [domkHa 6biTb 3anpeweHa pabota CK3WM npu BKAOYEHHbIX B [3BM wWTaTHbIX CpeacTBax
BbIX04a B paAnoKaHars.

17. Mpun dyHKUuMoHMpoBaHumM mcnonHeHus 2 CK3WM B nporpaMMHo-annapaTHbiX cpeaax Windows
XP/2003 (ia64), OC Solaris 9 /10 (sp arc, i a32, x 64) uHuumanmsauma MACYHY ponxkHa NpomM3BOAUTLCH C
NCro/b30BaHMEM BHELUHEN raMMbl.

18. Mpwu PyHKUMOHUPOBAHMM ucnofnHeHMsa 2 CK3W B nporpamMmHo-annapaTHbiX cpegax Windows
(x64, ia64), Solaris 9/10 (sparc, x64), 4na KOTOpbIX B HacTosilee BpeMs HeT paboTatowmx ¢ Hummn MAK
3awmTtbl ot  HCM, A[O/MKHbI  BbIMOJMHATLCA  OPraHM3aUMOHHO-TEXHUYECKME  Mepbl, UCK/Yalowme
BO3MOXHOCTb HECaHKLMOHMPOBAHHOIO AOCTyNa K KOH@UAEHUManbHOW MH@OpMaLMM B OTKPbITOM BUAE U
obecneyeHo ee xpaHeHue B N3BM ToNbKO B BMAE, 3alWIN@PPOBAHHOM Ha K/loUax nosb3oBaTenen.

19. KoOHTponem LenoCTHOCTM A0MXKHbI 6biTb OXBaveHbl dainbl, yKasaHHble B pa3aenax
«TpeboBaHus Mo KpunTorpaduryeckon 3awmre» gokymeHToB XTHAKM.00050-02 90 02-01,

XTAW. 00050-02 90 02-02, XKTAN.00050-02 90 02-03, XTAWN.00050-02 90 02-04, XKTAKM.00050-02 90 02-05.

20. 3ANPELWLAETCSH ncnonb3oBaHne 6ecnpoBoAHbIX KOMMbIOTEPHbIX MbILLEN.
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JlntepaTypa

@

10.

11.

12.

13.

14.
15.
16.
17.
18.
19.

20.

21.
22.

23.

24,

3akoH PO "O6 anekTpoHHOW undposon nognucn”, 10 aHBaps 2002 r. N 1-03.

3akoH PO "O6 uHdopmauuun, MHPOPMALMOHHBIX TEXHOAOIMAX U O 3awuTte mHdopmauuu", 27 uons
2006 ropga N¢ 149-03.

FOCT 28147-89. TocypapcTBeHHbIli cTaHgapT Poccuinickon ®@epepaumn. Cucrtembl 06paboTkm
nHdbopmMauunm. 3awmnTa Kpuntorpadurdeckas. Anroputm kpuntorpaduryeckoro npeobpasoBaHus.

FOCT P 34.10-2001. TlocymapcTBeHHbIn cTaHpaapT Poccuiickon ®epepauumn. WHdbopmaumoHHas
TexHonorusa. Kpuntorpaduyeckas 3awmTta uHdopmaumn. [lpoueccbl (GOPMMPOBaAHUS U MPOBEPKM
31EKTPOHHON UNdPOBOI NoaANUCH.

FTOCT P 34.11-94. TlocypapctBeHHbIn cTaHaapT Poccuinckon ®depepaunn. WHdopmaunoHHas
TexHonorus. Kpuntorpadunyeckas 3awmrta nHdopMaumm. GyHKUNS X3WNPOBAHUS.

MonoxeHne o pa3paboTke, NpoM3BOACTBE, peanusauum W 3KCnayatauum  wudpoBasnbHbIX
(kpunTorpadunyecknx) cpeacTts 3awnTbl MHpopMauum (MonoxeHune MK3-2005).

XTAN.00050-02 30 01. Kpuntollpo CSP. ®opmynsp.
XKTAN.00050-02 90 01. Kpuntollpo CSP. OnucaHne peanusauuu.

XKTAN.00050-02 900 2-01. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3omacHocCTw.
Ucnonb3oBaHme CK3U nog ynpasnenmem OC Windows.

XKTAN.00050-02 90 0 2-02. Kpuntollpo CSP. PykoBOACTBO agMMHUCTpaTopa 6e3omacHoCTw.
Ncnonb3oBaHne CK3W nog ynpasneHnem OC B OC Linux.

XTAN.00050-02 90 0 2-03. Kpuntollpo CSP. PykoBoaCTBO aaMMHUCTpaTopa 6e30mnacHoOCTU.
Mcnonb3osaHue CK3W nop ynpasnennem OC FreeBSD.

XTAN.00050-02 90 0 2-04. Kpuntollpo CSP. PykoBOACTBO agMMHUCTpaTopa 6e3omacHoCTw.
Ucnonb3oBaHme CK3U nopg ynpasnenmem OC Solaris.

XTANW.00050-02 90 0 2-05. Kpuntollpo CSP. PykoBOACTBO agMMHUCTpaTopa 6e3omacHoCTy.
Ncnonb3osaHne CK3W nog ynpasneHunem OC AIX.

XKTAN.00050-02 90 03. CK3U "KpunTtolpo CSP". MHCTpYKUMS MO UCMOSb30BaHMIO.
XKTAN.00050-02 90 04. CK3U "KpunTtollpo CSP". APM BblpaboTKu1 BHELLHEN raMMbl.
XKTAN.00050-02 90 05. KpunTtollpo CSP. PykoBOACTBO nporpaMMmucTa.
XKTAN.00035-01 30 01. YaocTtosepstownit ueHTp "Kpuntollpo YL". ®opmynsap.
OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1)

ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems Interconnection -
The Directory: Authentication Framework, June 1997.

RFC 3280, R. Housley, W. Polk, W. Ford, D. Solo, "Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile", RFC 3280, April 2002.

RFC 3369, "Cryptographic Message Syntax", August 2002.

RFC 4357, " Additional Cryptographic Algorithms for Use with GOST 28147 -89, GOST R 34.10-94,
GOST R 34.10-2001, and GOST R 34.11-94 Algorithms".

RFC 4490, "Using the GOST 28147-89, GOSTR 34.11-94, GOST R 34.10-94, and GOST R 34.10-
2001 Algorithms with Cryptographic Message Syntax (CMS)".

RFC 4491, "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with
the Internet X.509 Public Key Infrastructure Certificate and CRL Profile".
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MpunoxeHne 1. AKT roTOBHOCTU K paboTe

YTBEPXOAIO

(BOMKHOCTL)

(HanMeHoOBaHMe y4dpexaeHus)

(nognuce) (®.1.0.)

AKT
rOTOBHOCTM K paboTte C
(HanmeHoBaHue yupexaeHns) (HaMMeHoBaHWe U34ennin)
" " 201 r.
Komucecuna B coctase npeacenatens "
Ys1eHOB (A0MKHOCTB) (#.1.0.)
Ha3HayeHHas COCTaBMW/a HACTOSLWNI aKT O TOM, YTO NoMeLleHne
3KCNAyaTUpytoLero opraHa , pasMelleHmne /
XpaHvnuuia
HasBaHue obopynosaHue

K/1I0UEBbLIX HOCUTENEN, OXpaHa NMOMELEHNA U NOAFOTOBIEHHOCTb COTPYAHUKOB K 06CYXXNBaHUIO

obopynosaHue

COOTBETCTBYIHOT:

_ (FOCT, MHCTPYKUMSA, pYKOBOASILLME AOKYMEHTbI, NPaBuia Nnosib30BaHUs 1 T.N.)
KoMuccuns oTMedaeT, 4to nHctannsaums MO BblleynoMsAHYTbIX U3AENA NPpoBeAeHbl B COOTBETCTBUM C

NHCTPYKLMM

BbiBOA: KOMUCCUS CUMTAET, OOBEKT oTBeuvaeT TpeboBaHMAM
Ha3BaHWe obbekTa

Ha3BaHUWE UHCTPYKUUN

no obecnedeHunto 6€30NaCHOCTM CBS3MN MO YPOBHHIO M MOXET ObITb BBEAEH B
pencreume.

lMpeacepnartens:

(noanwucob) (®.1.0)
YneHbl KOMUCCUN

(noanwucob) (®.1.0)
(noanuck) (®.1.0)
(noanwucob) (®.1.0)
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O6Lwasa yacTtb

XKTAN.00050-02 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30mnacHoCTU.

[MpunoxeHue 2. XypHan perncrpaumm agMMHUCTPATOPOB
6e30nacHOCTU U nosb3oBaTenen

n/n OpraHmuszauusa ®.1.0. JaHHEIE permcTpaumnm JaTa IOaTa IIpuMedyaHue
aIMUHMUCTpAaTOopa permucrpauumn BEIOBITMA (mosip30BaTEND,
6e30IacHOCTHU aIMMHMCTPAaTOP)
IOJIb30BaTENA
CHCTEeMEI

1 Cumopos A. A. |HerT 21.01.2010 AIMVHUCTPATOP

0e30macHOCTU

2 VBaHOB WM. U. [IOUTOBEIM ampec: 01.02.2010 OnepaTop

a.sidorov@acme.ru pacueTHOM’
JOJIXHOCTH : CHCTEeME
[MpunoxeHue 3. XXKypHan nosnb3oBaTend cetTu
n/n IaTa o.1.0. CobBrIT JononHMTEeNnbHEIE IOaHHBIE [IprMedaHue
Bpemsa | nosb30BaTelNA ue
CUCTEeMEL
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MpunoxeHune 4.«Ypocrtoeepsaowmm ueHTp «Kpmnntollpo YL»

MporpaMMHbIN  KOMMeKCc «YgoctoBepsatwowun Lentp «Kpuntolpo YLU» npegHasHauyeH ans
BbINO/IHEHUS  OPraHM3auMOHHO-TEXHUYECKMX  MeponpusaTUi no obecneyeHnto  nonb3oBaTenen
YpoctoBepsitowero LleHTpa kak opraHusauum cpeactBaMm u  crnieuymdukaumaMmu 4as MCnosb30BaHuUS
CepTU@UKATOB OTKPbITbIX K/THOYEN B LeNsax:

e KOHTpPONA UENOCTHOCTU 3NIEKTPOHHbIX JAOKYMEHTOB, NepedaBaeMblX B aBTOMATU3MPOBAHHbIX
VIHd)OpMaLI,MOHHbIX cucremax;

e KOHTPOS LENOCTHOCTU NYBANYHbBIX MHDOPMALMOHHBIX PECYPCOB;

e NpoBEPKHU NOANMNHHOCTU B3aMMOD,EI‘;1CTBYI-OLIJ,MX nporpaMMHbIX KOMIMOHEHTOB n
KOHqJVI,EI,EHLI,VIaJ'IbHOCTM nepegaBaemMblX AaHHbIX MpU VIHq)OpMaLI,MOHHOM B3aV|MOLI,el7ICTBVIVI;

e CO3[4aHWSA CUCTEMbl OPUANYECKM 3HAUYMMOWN INEKTPOHHOM UMMPOBOM NOAMUCU B CUCTEMAX
3/IEeKTPOHHOIro A0KyMeHToo60poTa;

e obecrneyeHnss 6e30MacHOCTM W pasrpaHMYeHnss A0CTyna MNpyv B3aMMOAENCTBUMM CybbeKkToB
aBTOMaTM3MPOBAHHbIX NH(MOPMALMOHHbBIX CUCTEM;

e CO34aHuUA MepapqueCKoﬁ CUCTEMDI ynpasneHua Kno4vyamMu noanucu Cy6'beKTOB
ABTOMATU3NPOBAHHbIX VIHCbOpMaLI.VIOHHbIX CUCTEM.

MporpamMMHbI KoMnnekc «YaoctoBepsatowmii LleHtp «KpunTtollpo YL » obecneunBaerT:
e Peanusauuio MHOroponesow Mogenu ynpasneHnssmMmn obbektamm «Kpuntollpo YLi»
o Co3aaHue VIHdpacTpyKTypbl YaocToBepsowmxX LleHTpoB, MOCTPOEHHbIX MO:

- Mepapxnyeckon moaenu;

- CeTeBon (MOCTOBOM) MoAeNu.
e AyauTt cobbiTUiA, CBA3aHHbLIX C 3KCMNyaTaunen NnporpaMMHOro Komnaexkca

e Peanusaumio MexaHu3Ma 3aHeceHust B cepTuduKaT OTKPbITOrO K/to4ya MoAnMcKM CBeAeHun 06
OTHOLLEHUSX, NPU KOTOPbIX 3/TEKTPOHHbIA AOKYMEHT MMEET pUAMNYECKYIO Cuily, n obnactsax npuMeHeHus
ceptudunkaTa

e BepeHusa peecTtpa 3apermMcTpmpoBaHHbIX nosnb3oBaTenemn

- BbinonHeHwe npoueaypbl perMcTpauum nonb3oBaTeNs B LEHTPasM30BaHHOM pexuMme C
NpuBbLITUEM PErUCTPUPYEMOrO MOJIb30BaTeNs B YA0CTOBEPSOWMNA LIeHTp;

- BbinonHeHWe npoueaypbl perMcTpauMu nonb3oBaTeNnss B pacrnpefesieHHOM pexume 6e3
NpubbITUS PErMCTPUPYEMOIO NoNb30BaTeNS B YA0CTOBEpSAOLWMNIA LieHTp;

- BbINoSIHEHME MpoueaAypbl yAaneHWs nofib3oBaTeniell M3 peecTpa MnoJfib3oBaTenei no
3anpocaM aAMUHUCTpaTopa YaoctoBepstowero LieHTpa;

- BblnonHeHne npoueaypbl yAaneHus nosnb3oBaTtesien U3 peecTpa nonb3oBartenen B
aBTOMAaTUYECKOM pexunme;

e [eHepauus KOYEN NOAMUCK U WNPPOBAHUSA

- BbinonHeHMe npoueaypbl reHepauuu NMYHbBIX 3aKpbITbIX M OTKPbITbIX Katoyern UM w
wndpoBaHUA Nonb3oBaTens Ha paboyem MecTe nonb3oBaTens;

- BbinonHeHne npouenypbl reHepauum JSIMYHbBIX 3aKpbITbiIX M OTKPbITbIX KAo4ven UM um
wudpoBaHna Ha paboyeM MecTe agMMHUCTpaTopa YaocToBepstowero LeHTpa;

- BbinonHeHne npoueaypbl FeHepaumMn JMYHbLIX 3aKpbITbIX M OTKPbITbIX Katoyer SN
yrnoJsIHOMOYEHHOro nunua Yaocrtosepstowero LieHTpa;

- BbinonHeHne npoueaypbl FeHepaummn JMYHbLIX 3aKpbITbIX M OTKPbITbIX Ktoyern SN
YMOJIHOMOYEHHOr0 nua NoAYMHEHHOro Yaocroeepstowero LleHTpa;

e BepeHune peecTtpa 3anpocoB U 3asBNEHUN Ha cepTUdUKaTbl OTKPbITbIX K/OYEN B 3/1E€KTPOHHOM

Buae

- GopMupoBaHMe 3anpoca Ha cepTuduKaT HOBOMO OTKPLITOrO KJoYa Ha paboyeM mecTte
nonb3oBartens;

- dopMupoBaHMe 3anpoca Ha cepTudmKaT HOBOro OTKPLITOrO KJko4a Ha pabouem mecTte
aaMUHUCTpaTopa Yaoctosepswouero LieHTpa;

- BbiBOA 3anpocoB Ha cepTuduKaTbl OTKPbITbIX K/OYel Mnonab3oBaTener Ha OyMaXHbIN
HocuTenb Ha paboyem MecTe Nonb30BaTeENS;

e BejaeHune peecTpa cepTUdUKATOB OTKPbITbIX K/OUYel, M3aaHHbIX YAocToBepsaowmnM LieHTpoM B
3/1EKTPOHHOM Buae
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- KOHTpPOSb YHMKaNbHOCTM OTKPbITbIX KAKOYEeNn noanvcu u wudposaHns B HoOpMUpyeMbIX
ceptudukaTax;

- ®opMMpoBaHMe CepTUPUKATOB OTKPbITbIX K/OYen Mnonb3oBaTenel B 3/1eKTPOHHOM BUAE B
cooTBeTCTBMM ¢ pekoMeHpgaumsamm X.509 Bepcmn 3 wm RFC 2459, nossonsilowmnx C MOMOLLbIO
kpuntorpadumyecknx metogos (UIM) ueHTpanu3oBaHHO 3aBepsATb COOTBETCTBME OTKPLITOrO K/kouya WU
aTpmbyToB OonpeaeneHHOMY Mosib30BaTesto;

- BbiBog cepTM(dMKATOB OTKPbITLIX K/OYEN MNOJSib30oBaTenern Ha OyMaXkHbI HOCUTENb Ha
paboyeM MecTe Nonb3oBaTeNs;

- BbiBog cepTM(dMKATOB OTKPbITbIX KJ/HOYEN MNOJSib30oBaTenen Ha OyMaXkHbIi HOCUTENb Ha
paboyeM MecTe aaMUHUCTpaTopa YaocToBepstowero LleHTpa;

e BepeHue peectpa 3anpocoB W 3aABNE€HUMA  Ha  aHHyAupoBaHue  (OT3bIB) "
NpUOCTaHOB/IeHe/BO306HOBNEHNS AENCTBUSA CEPTUPUKATOB OTKPbITbIX K/KOYEN B 31EKTPOHHOM Buae

- BbinonHeHune npoueaypbl HOPMUPOBaHMS 3anMpoCOB Ha OT3blB CEPTUDUKATOB OTKPbITbIX
Kouei Ha paboyeM MecTe NoJfib30BaTens;

- BbinonHeHve npouenypbl HOPMUPOBAHMSA 3aMpoCcoB Ha OT3blB CEPTUMOUKATOB OTKPbITbIX
K/touelt nonb3oBaTesneil Ha paboyeM MecTe agMUHUCTpaTopa YaocTosepsitouwero LleHTpa;

- BoinonHeHne npoueaypbl GOpMUPOBaHMS 3aMpocoB OT MoJib3oBaTesiel Ha
NMPUOCTaHOB/IEHME/BO30OHOB/IEHME AENCTBUSA CEPTUDPUNKATOB OTKPbITLIX K/HOYEN Ha paboyeM MecTe
nonb3oBartens;

- BbinonHeHne npoueaypbl OPMUPOBAHMS 3aMpocoB Ha MPMOCTAHOBNEHME/BO306HOBNEHME
DENCTBUA CepTUPUKATOB OTKPbITbIX KJ/IHOYEN Mosib30BaTenel Ha pabodyeM MecTe aaMUHUCTpaTopa
Yaooctosepsatowero LeHTpa;

- ®opMupoBaHME W [OCTaBKY 3aperncTpuMpoBaHHbIM MOJSIb30BaTeNsIM CAMCKa OTO3BaHHbIX
CepTVI(bMKaTOB OTKPbITbIX Kouen ﬂOﬂbBOBaTEHEVI;

e BbinonHeHue npoueaypbl NOATBEPXKAEHUA MNOANMHHOCTY DLIM
- BbinonHeHue npoueaypbl NOATBEPXKAEHUSA MNOANNHHOCTM DM B 31eKTPOHHbIX AOKYMEHTaX;

- BbiMnonHeHWe npoueaypbl MOATBEPXKAEHUSA MOANMHHOCTM DUM  yNnoAHOMOYEHHOro nuua
YaocToBepstowero LleHTpa B M3AaHHbIX cepTUdUKaTax OTKPbITbIX KTOYEN.

e Peannsaumio cMcTeMbl ONOBELLEHMS MOSb30BaTeNel C UCMOIb30BAHMEM MOYTOBbLIX COObLLEHNI
- YrpaBneHue onoBeLleHnemM nonb3oBartenein o cobbITUAX B npouecce pernmcrpauumm;

- YnpaBneHue onoBeLleHneM nosb3oBaTesnen 0 CobbITUAX B TEYEHUM BCErO XM3HEHHOIO LMKIa
CepTUdUNKATOB OTKPbITbIX K/THOYEN.

ApxutekTtypa K «Kpuntollpo YL|»

MporpamMMHbIZ KOMMNeKkc «Yaoctosepswowmi ueHTp «Kpuntollpo YL» cocTtouT M3 cneayrowmx
KOMMOHEHT:

e LleHTp Ceptndukaumm (LC)
e LleHTp Pernctpauuu (LP)
e APM agmuHuctpatopa LP
e APM pazbopa KOHDNIUKTHbIX CUTYyaLUM
e [lonb30BaTeNbCKMX CPeAcTB B3ammoaencTems c YL
- APM perucTtpauun nosb3oBaTtens
- APM 3apernctpupoBaHHOro nosib3oBaTtesid C MapKepHbIM AOCTYMNOM;
- APM 3apeructpupoBaHHOrro nosib3oBaTesis C Kto4vYeBbiM 4OCTYMNOM.
e [MporpamMmMHoro nHtepdemnca szanmogenictems c YU (MHTepdenc BHewHMxX MpunoxeHmnin)
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¢ LleHtpom
perucTpaumm

Monb3oBatenu

LleHTp CepTudukaumm

LleHTp cepTuduKkaumm— KOMMOHeHT komnnekca «Kpuntollpo YL», npepgHasHayeHHbIt Ans
dhopMupoBaHusa cepTUUKaTOB OTKPbITbIX K/THOYEN MONIb30BaTeENEN N aAMUHUCTPATOPOB YAOCTOBEPSIOLWENO
LEeHTpa, CMUCKOB OTO3BaHHbIX CepTUMUKATOB, XpaHEeHUs 3TasloHHOW 6a3bl cepTudUKaToB M CNUCKOB
0TO3BaHHbIX cepTudukatoB. LleHTp Ceptudumkaumm ¢GYHKUMOHMPYET B ornepaumnmoHHor cucteme (0OC)
Microsoft Windows 2000/2003 Server n ncnosnb3yet 6a3y aaHHbix SQL 2000 Server Desktop Edition. SQL
2000 Server Desktop Edition yctaHaBnuBaeTcs nporpamMmmor yctaHosku MO LeHTpa CepTudukauunu.

LIC B3auMoaencTByeT TONbKO C LIeHTpoM Perncrpauumn unm Heckonbkumu LleHTpamu Peructpaumm
Mo OTAENbHOMY CEMMEHTY JIOKaNbHOW CETU C UCMOSIb30BaHMEM 3aLUMLLEHHOIO CETEBOrO MPOTOKONA.

LleHTp permncrpauuu

UeHTp Peructpaumm - komnoHeHT MAK «Kpuntollpo YL|», npegHa3HayeHHbIi ANs XpaHeEHUS
pPErnMcTpaumMoHHbIX AAaHHbIX MOSb30BaTesNel, 3anpocoB Ha cepTudukaTtbl U cepTuduKaTtbl NMosib3oBaTenen,
npenocTaBsieHnss uHTepdelica B3auMOAENCTBUSA TMofb3oBaTenen c YpocrtosepsiowmMm LleHTpom. LleHTp
Perncrpaunn dyHKunMoHMpyeT B onepaumoHHoi cucteme (OC) Microsoft Windows 2000/2003 Server u
ncnonb3lyeTt 6a3y aaHHbiXx Microsoft SQL 2000 Server (Desktop Edition, Standard Edition wnu Enterprise
Edition). M icrosoft S QL 2000 Server Desktop Edition yctaHaBnuBaeTcss nporpamMMon yctaHoBku [10
LleHTpa Perncrpauun.

LleHTp Peructpaumn B3ammogencteyeTr c LleHTpom CepTudumkaumm Mo OTAENbHOMY CErMeHTy
JIOKaNbHOM CEeTU C UCMOb30BaHMEM 3aLUMLLEHHOIO CETEBOro NpoToKona. Blanmopelnictene nonb3osaTenemn
C YpocToBepsilOWMM  LEeHTpoM obecneumBaeTcs 3@ CyeT MCNOMb30BaHua  npunoxeHun (APM
3aperncTpmpoBaHHOro NMosab3oBaTesns C KAKYeEBbIM A0CTynoM, APM 3apernctpupoBaHHOro nosib3oBaTens C
MapKkepHbIM goctynom, APM pernctpauum nonb3oBaTtens), npeaocrasnsembix LleHTpom Perncrtpaumn.

LleHTp PerucTpaumn sBnsieTcs eAMHCTBEHHOM TOYKOW Bxofa (perucrpaumu) nosib3oBaTesiein B
cuctemMe. TONMbKO 3apervcTpyMpoBaHHbIi B LleHTpe Peructpauum nonb3oBaTeslb  MOXET MONYYUTb
cepTUdMKaT Ha CBOW OTKPbLITLIN KUY B YaocToBepstoweM LieHTpe.
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APM agMuHuctpatopa LP

KomnoHeHT APM AaMuHuctpaTtopa LUP npeaHasHadeH 4ANng  BbINOJHEHUS OpraHmM3auuMoHHO-
TEXHUYECKUX MEpONpUSATUI, CBSA3aHHbIX C perucrtpaumen nonb3oBaTenen, GOPMUPOBAHUEM CNyXebHbIX
KAo4Yen n ceptTudukKaTtoB nonb3oBaTtenen u ynpasneHus LleHTpom peructpaumn. APM agMuHucTpatopa
dpyHkumoHupyetr B OC Microsoft Windows 2000/XP/2003. APM agMuHuWCTpaTopa B3auMOAEeNCTBYeT C
LleHTpoM Perncrpaumun no nNoKanbHOW CETU C NCNOMb30BAHUEM 3aLUULLEHHOIO CETEBOr0 NPOTOKONA.

MporpamMMHoe obecneuyeHne APMa aaMuHuCTpaTopa SIBASIETCS YHMBEPCASbHbIM M NCNOJSb3YETCs
ANa BCEX poJieit NpuBUIErMpoBaHHbIX Nosib3oBaTtesnen (aAMMHUCTPATOPOB, ONepaTopoB U T.4.).

APM pazbopa KOHMNNKTHbIX CUTYaLU

APM pa3bopa KOHMIMKTHbIX CUTyauuii npeaHasHayeH AN BbIMNOMHEHUS OpraHW3auMoHHO-
TEXHUUYECKUX MEPOMPUATUIA, CBA3AHHbIX:

e C noATBepXAeHMEM MOoASMHHOCTU DU B 3/1eKTPOHHbLIX AOKYMEHTax U onpeneneHuns craTtyca
CepTMCbMKaTOB OTKPbITbIX KJIt0YEN nonb3oBaTenein;

e C noaTeepxAaeHueM noannHHoctu SUIM ynosHoOMouyeHHOro nuua Yaocrosepsiouwero LleHTpa B
N3roTOBMEHHbBIX UM cepTudUKaTax OTKPbITbIX KIOYEN.

APM pa3s6opa KOHMINKTHbIX cuTyaumih dyHkumoHupyet B OC Microsoft Windows 2000/XP/2003.
APM pas3bopa KOHMIMKTHbIX CUTyauui He B3aMMOAENCTBYET HM C KaKMM [APYrMM KOMIMOHEHTOM
YpoctoBepsitowero LleHTpa W wucnonb3yeT B cBoen paboTe 06beKkTbl, MpeabsBAsieMble CTOPOHaMMU
KOH(MNMKTa B KayecTBe A0Kas3aTeNbCTBa TeX WAW MHbIX (QaKToB (3/1€KTPOHHbIA A0KYMeHT ¢ 3LUM,
cepTuduKaTbl, CMUCKM OTO3BAHHbIX CEPTUDMKATOB 1 T.4.).

APM permncrtpaunmn nonb3oBaTtend

APM peructpauumm nonb3oBaTtens LeHTpa Peructpauum npeaHasHaydeH ANs  BbINOJHEHUS
OpraHn3aunoHHO-TEXHUYECKNX MEPONPUSATUI, CBSA3@HHbIX C BbIMOJIHEHWEM TMpoueaypbl perncrpauum
nonb3oBaTtens Ha YaocTtosepstowemMm LieHTpe B pexume pacnpeneseHHoOW perucrpaumn.

APM peructpaumm nonb3oBartens @yHkumoHnpyetr B OC Microsoft Windows 98 wn Bbiwe (c
ycTaHoBneHHbiM MS IE 5.0 mn Bbiwe). APM perncrtpaumm nonb3oBaTens B3aumMoaencTByeT C LleHTpom
perncrtpauum no npotokony HTTP(S) c 0AHOCTOPOHHEN ayTeHTUdUKaunen.

K ocHOBHbIM dyHKUMAM APM perncrpaummn nonb3oBaTens OTHOCATCS:
e obecneueHue B3anmMoaencTems ¢ LleHTpom Perncrpaumn.

e obecrneyeHne BO3MOXHOCTHU CbOpMVIpOBaHVIH n nepegayn 3anpocCa Ha perncrpauuio
nonb3oBaTenA.

e wundpoBaHne nHpopMaumn, nepegaBaemMont Mexay nosb3osatenem m LleHTpoMm Peructpaumu, C
ncnosib3oBaHmeM npotokosna TLS ¢ 04gHOCTOPOHHEN ayTeHTUPUKaALUEN.

APM 3apernctpnpoBaHHOro noJib3oBaTtend C MapKepHbIM
AOCTYynoMm

APM  3apernctpmpoBaHHOro nosib30BaTesii C MApKEpHbIM  AOCTYNOM MpefHasHayeH Aans
BbIMNOJSIHEHUS OPraHU3aLMOHHO-TEXHUYECKMUX MEpPOMNpPUSTUIA, CBA3aHHbIX C TreHepauuen CiyXebHbIX
Knoyern, GOpMMPOBAHMEM 3ampoca Ha CnyXebHbll cepTuduUKaT OTKPbLITOrO KJ4Ya UM NoJydyeHue
cnyxebHoro ceptudurkaTa OTKPbITOro Kjtoua.

AyTeHTU(dMKaUNA 3apermcTpupoBaHHOro MoJfib30BaTeNls OCYLECTBAAETCA C  WCMNOJSIb30BaHUEM
BPEMEHHOro MapKepa A0CTyna, NpeacTaBAsowero coboin COBOKYMHOCTb CAeAYOWMUX CYLUHOCTEN:

e WapeHtndwukatop (ID);

e [laponsb.

NoeHTndpukatop dopmmpyetcs LleHTpoM Perncrtpaumm n npeacraBnseTr cobon Lenoe ymco.
Maponb popmupyetcs LleHTpoM Perncrpaunm m npeacraBnsieT cobom CTpoKy CUMBOJIOB AJIMHOM 6.

Mapkep poctyna, chopMupoBaHHbI LleHTpoM Perucrtpaumun, nepepaercsa nonb3oBaTtento nub6o B
npouecce perucrpaummn (c ncnosnbsoBaHneMm APM 3aouyHol (yAaneHHOW) perncrpauum) no 3awmueHHOMY
KaHany nmbo coobuwaeTca Nonb3oBaTENO aAMUHUCTPATOPOM.
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APM 3apernctpmpoBaHHOro Mnosib3oBaTesns C MapKepHbIM AOCTYMOM, Kak NnpaBusio, UCMoNb3yeTcs B
ABYX Cny4asix:

e B npouefype pachnpefefieHHON perucTpaumMu nosb3oBaTtens, Mocie WCMosib3oBaHus APM
pervcTpaunu nonb3oBaTens;

e B C/Nyyae noTepu KJ4Ya ayTeHTMduKauum (NpyM KOMMpPOMETauuMM WM B MHbIX Cly4vasXx)
3aperncTpmMpoBaHHOro  noJjib3oBaTenss W He MMEWLWero BO3MOXHOCTM  JIMYHOMO  MpubbITMUS B
YpocTtoBepsitowni LileHTp Ans nony4vyeHums Kn4ven n ceptudurkaTos.

APM 3aperncrpmpoBaHHOIro nosib3oBaTtens ¢ MapKepHbIM A0CTynoM dyHkumoHmpyeTt B OC Microsoft
Windows 98 u Bbiwe (c ycTtaHoBsieHHbIM MS IE 5.0 v Bbiwe). APM 3apernctpupoBaHHOro rnosib3oBaTens c
MapKepHbIM  AOCTynoM B3auMmogenctsyer ¢ LleHTpoMm peructpaumm no npotokony HTTP(S) c
OAHOCTOpPOHHEN (CepBEpHOI) ayTeHTUDUKaLNEN.

APM 3apernctpmpoBaHHOro nosib3oBaTesisa C KJl04YeBbIM
AOCTYMOM

APM 3apernctpupoBaHHOro Nosib30BaTens C KAYeBbIM AOCTYNOM NpegHasHa4vyeH Ans BbINMOSHEHUS
OpraHM3auMOHHO-TEXHUYECKMX  MEPOMPUSATUI, CBSI3@HHbIX C  YMNpaB/IeHWEM  JIMYHOW  KJHOYEBOM
MHpopMaumen un ceptudukatamMn, TakKMMU KakKk OpMUpOBaHME paboumx KIKYEN U 3asaABNEHUA Ha
M3roToBsieHMe cepTUdMKaTOB, 3aAB/EHUA Ha aHHyAMpoBaHWe CcepTUhUKATOB, MNPUOCTAHOBJIEHNE W
BO306HOB/IEHUSA AEACTBUS, NOJIyYeHME M YCTaHOBKA CMUCKA O0TO3BaHHbIX CeEpTUDMKATOB.

APM 3apernctpupoBaHHOro roJsib3oBaTens C KAK4YeBbiM AocTynoM dyHkumoHmpyet B OC Microsoft
Windows 98 u Bbiwe (c yctaHoBneHHbIM MS IE 5.0 u Bbiwe). APM 3aperncTpMpoBaHHOro nosib3oBaTtens c
KJIIOYEBBLIM AOCTYMNMOM B3aMMOAENCTBYET C LleHTpoM pernctpaummn no npotokony HTTP(S) ¢ AByXCTOpOHHEN
ayTeHTUdMKaLumen.

NHTepdenc BHewHnx MpunoxeHnin «Kpuntollpo YL»

MporpamMHoe obecneveHue LieHTpa Pernctpauun peanvsoBaHo B Buae Be6-cepeuca. Be6-cepsuc
LienTpa Peructpauun 6a3mnpyoTcs Ha TpeX OCHOBHbIX Beb-cTaHAapTax:

e SOAP ( Simple O bject A ccess Protocol) —npoTokon AN MOCbUIKM COOBLEHNA MO MPOTOKONY
HTTP(HTTPS) v apyrum Internet-npoTokonam;

e WSDL (Web Services Description Language) — Ha £a3blke A/ OMNUCaHUS MPOrpaMMHbIX
nHTepdencos Beb-cepBnCOB;
e UDDI ( Universal D escription, D iscovery a nd I ntegration) — Ha cTtaHgapTe ans mHaekcauum

Beb6-cepBMCOB.

Hanpumep, KOHCOMb agMuHuUcTpaTopa LleHTpa Permnctpaumun obuiaeTcsi ¢ cepBepOM MPUSIOXEHUS
nyTeM Bbi30Ba METOAOB YyAaneHHbix o6bekToB nmo SOAP npotokony, ucnonblys WSDL onucaHune Be6-
cepsuca RA.wsdl.

LeHTp pernctpauuu npenoctaBnseT NporpaMMHbIi MHTepdenc BHeWHnX npunoxerHunn (UBM) ans
aoctyna Kk dyHKunoHanbHOCTM LP. MNporpaMMHbIi MHTepdenc MCnonb3yeTcs BHELWHMMU MPUNOXEHUAMMU,
KOTOpble MOryT BbICTynaTb B POJM MOMb30BaTens WKW aAMUHUCTpATopa, B 3aBUCUMOCTM  OT
npeaocrasnseMoro ceptudunkara.

Ons obecneyeHnss BbI30BOB YyAaneHHbIX 06beKTOB C ucnosib3oBaHuneM SOAP npotokona LleHTp
Pernctpauumn copepxut cneuuanbHyto ASP cTtpaHuuy «RA.asp» — obpabotumk SOAP-3anpocoB. 3TOT
obpaboTumk npuHumaetr SOAP 3anpocbl, mnocTynatwme no npotokonam HTTP wnu HTTPS, B BMAe
pokyMmeHTtoB XML. C ucnonb3oBaHmem WSDL n WSML onwncaHusa Beb-cepBuca, OH npeobpasyeT uMx B
Bbl30Bbl 06bekTOB npunoxeHns COM+ LleHTpa Perncrtpaummn. o OKOHYaHWKO BbI30Ba, OH MNONy4Yaer
BO3BpallaeMble 3HauyeHus, ynakosbiBaeT mx B SOAP coobwieHne 1 OTnpaBasieT ero KJAMEHTCKOM 4acTu
NPUIOXEHNS.

dakTnyeckm, pa3paboTka NpuUIoXeHUs, KOTOpoMYy HeobxoauMMa @yHKUMOHaNbHOCTb LleHTpa
Perncrpauunm, cBOANTCS K HaNUCaHWIO NporpamMmMbl, KoTopas GopMMpyeT «MpaBuiibHbIE», B COOTBETCTBUN C
WSDL onuncanunem, SOAP 3anpocbl, cogepxauime HasBaHue Beb-cepBuca, nNopTta, Bbi3bIBAEMOro MeToAa,
HaMMeHOBaHMS M 3HavyeHus napameTpoB MeToAa. [MOTOM HeKOoTOopbiM 06pa3oM 3Ta Mporpamma OTnpaBnseT
nx no npotokonaM HTTP nnn HTTPS Ha URL agpec RA.asp. B oTBeT 3Ta nporpamMMa nonydaet SOAP oTseT
C pe3ynbTaTaMu Bbi30Ba, 3aTeM pasbupaeT 3TOT NakeT n U3BMEKaeT BO3BpaLlaeMble 3HaUYEHUS.
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Pexunmbl paboTtbl «KpunTtollpo YL»

Pe>xuMbl perucrtpauum nosnb3oBartesnieil Yaocrosepsioulero LieHTpa

MK «Kpuntolpo YL» obecneuynBaetr peanms3auunio Cneayrolwmnx PpexmMmoB perncrpaunmu
nonb3oBaTenen:

LleHTpann3oBaHHbIN pexum

MpU UEHTpPaANU30BaHHOM peXWMe perncTpauuun, naeHTUdrUKaumMsa Nosib30oBaTeNs OCyLecTBIseTcs
aAMUHUCTpaTopoM YaocToBepsiowero LleHTpa Ha OCHOBaHWM [AOKYMEHTOB, YAOCTOBEPSIOWMX JSIMYHOCTb
nofb30oBaTens, Npu JTMYHOM NPUBLITUM PEFMCTPUPYEMOTrO MNosib3oBaTtens B YLI.

AaMUHUCTpaToOp C mcnonb3oBaHueMm MO APM agmuHucTpaTopa LleHTpa Perucrtpauunm dopmupyet
3anpoc Ha perncTpauuto B 31eKTPOHHOW (hOpMe OT UMEHM NONb30BaTENS U NPUHUMAET ero.

PacnpeneneHHbIl pexnm

PacnpefeneHHbI pexuMm perncrpauumn nosnb3oBaTens SBASETCS OMUMOHANbHBIM PEXMMOM U
MCMONb3yeTcs Mpu HEBO3MOXHOCTU (MO pasHbIM MPUYMHAM, B TOM YWUCIE U MO MPUYMHE 3IKOHOMUYECKOW
LenecoobpasHOCTN) perucTpaumm nonb3oBaTesneil B LEHTPANN30BaHHOM peXuMe.

MﬂeHTMq)MKaLI,VIﬂ nosb3oBaTesid OCYLWECTBNIAETCA HOTAapuyCcoM NyTeM COBEpPLUEHUA HOTapuallbHbIX
AencTBmin npn 3aBeEpeHUNN 3adaBNEHUA Ha perncTpaunmio nonb3oBaTtend, Ha OCHOBaHUWU [OOKYMEHTOB,
YAOCTOBEPALWUNX JINHHOCTb NONb30BaTeENA.

C nomouwbto MO APM peructpaumm nosb3oBaTenss perucTpupyeMble Nosb3oBaTenu (GopMupytoT
3anpocC Ha pernucTpaumio B 31eKTPoHHON dopme.

Pernctpauns nonb3oBaTens B pacrnpeaeneHHOM pexume Ha YL ocyuiecTBnseTcs agMMHUCTPATOPOM
YpnoctoBepstouwero LleHTpa Ha OCHOBaHWM HOTapuanbHO 3aBEPEHHOro 3asiB/IEHUS Ha perucrpauuio u
3anpoca Ha perucTtpaumio B 3/eKTPOHHOW popMe nyTeM nNpUHATUS 3anpoca Ha perucrpauuio B
3M1eKTpOHHON dopMe.

YnpaBneHue K/w4YaMuM WU cepTuduKaTtaMu OTKPbITbIX KJ/lOYeid nonb3oBaTenen
YnocrtoBepsitouwiero LleHTpa

LleHTpann3oBaHHbIN pexunMm

Monb3oBatenu YL, nonyyalT KAKUYM U CepTU@UKaTbl OTKPbITbIX K/OYENn Yy OTBETCTBEHHOrO
coTpyaHuka (aamumHucTpaTtopa) YL.

AAMUHUCTPATOP BbIMOMIHAET MPOLEeAypbl reHepaumu Kden u cepTnudukaToB nosib3oBaTenei Ha
cBoeM paboueMm mecTe € ucnosnbsosaHmem NO APM agmuHuctpaTopa LleHTpa Peructpauum.

YnpaeneHue ceptudumkaTaMm NoMb30BaTENEN B TEYEHMM WX IKU3HEHHOrO UMKMIA, TakKxe
OCyLLecTBAseTcsa aaMMHUCTpaTopoM YL.

PacnpeneneHHbIn pexum

Monb3oBaTtenu Yaocrosepsowero LleHTpa caMocToATeNnbHO OCYLLECTBASIOT Npoueaypy reHepauunm
KJto4en 1 GopMMpoBaHME 3aMpocoB Ha cepTUdUKAT OTKPLITOro K/o4a.

BbimonHeHne 3TUX npoueayp OCYLLeCTBASAeTCA C ucnosnb3oBaHneM APM 3aperncrpMpoBaHHOro
nonb3osartens Ha paboyem mecTe.

MocTynatowme 3anpocbl Ha cepTudUKaTbl OTKPbITbIX K/OYENH nofnb3oBaTenerr obpabaTtbiBatoTcs
aaMmHucTpatopom YL ¢ ucnonbsosaHnem APM agMunHuctpatopa LleHTpa Perncrpaumu.

YcTaHOBKY Ha paboyeM MecTe BbIMyLWEHHbIX CepTUPUKATOB OTKPbITbIX K/OYen Mnonb3oBaTe/b
OCYLLEeCTBNAET TaKXe C ucnonb3oBaHnem APM  3aperncrpMpoBaHHOro nosb3osatensa. Ha APM
3aperncTpmMpoBaHHOro Monb3oBaTens npeaocTaBfsieTCd BO3MOXHOCTb OCYLeCTBUTb (popMMpoBaHue
3anpoca Ha oT3biB (NpnocTaHoBNeHNe/BO306HOBNEHWE AENCTBUS) CEPTUDUKATOB OTKPbITbIX KITHOUEN.

MacwTtabupyeMmocTtb U nponssoanTenbHocTb MK
«Kpuntollpo YL»

MacwTtabupyemocTb

Hanunune B coctaBe nporpaMMHoro o6ecrnedyeHuns LleHTpa Peructpauum nporpaMMHOro nHTepdelica
ANna paboTbl C BHEWHUMWU MPUIOXKEHUAMU TPETbUX GUPM MO3BOMSET CO34aBaTb WMHTErpuMpoBaHHble
peLleHns.

MporpaMMHbIN MHTepdENC NpeaocTaBnseT BO3MOXHOCTb BCTPOUTb B CTOPOHHWE MpPOrpaMMHble
NpoayKTbl MYHKUUKU NO ynpaBneHuto obbekTamu LleHTpa Peructpaumu (yyeTHble 3anucu noJsib3oBaTenei,
cepTudmMKaTbl, 3anpocbl OT Mosb3oBaTenei M T.4.). Takoe BCTpamBaHWe MO3BONSET OMNTUMU3NPOBATHL
MHbOPMaLUMOHHbIE MOTOKU B MPUKIAAHbIX CUCTEMAx 3a CUYET COBMELLEHWUS perMcTpauMu nonb3oBaTtenel B
NpuKNaaHoOM CUCTEME C perucTpauMein nonb3oBaTeNns Ha YaocToBepswweM LleHTpe, ynpolleHus
aBTOpM3aLMM abOHEHTOB B CMCTEMAXx 3alLMLLIEHHOIO JOKYMEHTOo060poTa U Tak Aasee.

55



XTAN.00050-02 90 02. Kpuntolpo CSP. PykoBoacTBo aaMMHUCTpPaTopa 6e30nacHOCTM.
O6was yacTb

Peanusaums nporpamMmHoro uHtepderica LleHTpa Permctpaumm C MCNosib30BaHWEM 3aLLULLEHHOMO
TPaHCNOPTHOro npoTtokona TLS m cTporoi ayTeHTMdMKaUMM B3auMMOAENCTBYIOLWMX KOMMOHEHTOB Ha OCHOBE
CcepTnduUKaATOB OTKPbITbIX KJo4Yeln, obecrneynmBaeT aBTOPM3aUWUIO KIIMEHTCKUX W CEepBEPHbIX YacTen
WHTErpMpOBaHHOIO MNpPUIOXeHUss U obecneumBaeT KOHMUAEHUMANBHOCTL MNepefaBaeMbiX AaHHbIX.
TpeboBaHue obecneyeHnss KOHOUAEHUNANBHOCTU NMepeaaBaeMbiX AaHHbIX MEeXAY BHELWHWUM MPUNOXEHUEM
n LeHTpoMm Perncrtpaumm BO3HMKaET B C/IeACTBMWM TOro, YTO B COCTaB nepefaBaeMbiX AAHHbIX BXOAUT W
nepcoHasnbHasa WHdboOpMaunuss nonb3oBaTene’ M WHOpMaLUMS M3 AOKYMEHTOB, pPerniaMeHTUPYILNX
obcnyxumBaHue nNonb3oBaTens B NPUKIaAHOM cucTeMe.

Mopnepxka Heckonbkux LleHTpoB Perunctpaumm B cocTaBe O0AHOMo KoMMekca YAOCTOBepsLwero
LleHTpa CcTaHOBWUTCA akTyalbHa B C/lydae Hanauumsa pasnuuHblix 6usHec-moaenen ynpassieHUs
perncTpaumMoHHbIMM 3aNuUCaMM MNONb30BaTeNlen U UX KIKYEBON MHMOPMaUMM B MPUKIAAHbIX CUCTEMax
npeanpmaTnsa. M3MeHss HacTpoMkMm WM pexumbl paboTbl B LeHTpax Perucrtpauwnu, obcnyxmarowmx
COOTBETCTBYHOLWME NPpUKIaZAHble CUCTEMbI, B COOTBETCTBUM C NpeabsBaseMbiMn TpeboBaHNAMN AOCTUraeTCs
onNTUMM3ALMSA CUCTEMbI YMpaBneHUsl y4eTHOW MHGopMauum nonb3oBaTenen, Kawdamu n cepTudukaTos
OTKPbITbIX K/TIOYEMN.

B3anmogencteme KOMMOHEHT YaocToBepsiowero LleHTpa nocpeacTBOM 3alUMLLEHHbIX COeANHEHWNI C
ncnonb3oBaHnem npotokona HTTP(S) obecneunBaeTr TeppuTopuanbHO-pacrnpeneneHHyo Moaenb
YpocTtoBepsitowero LleHTpa. Mcnonb3oBaHWe B KayecTBe CUCTEMbl TENEKOMMYHMKauuin ceTb UHTepHeT
no3BoJsisieT 3HaAuUUTENbHO YAEWeBUTb peanu3aunto Takon ™Moaenu Yaoctosepswwero LleHTpa 6e3
cylwiectBeHHoro ocnabnenus TpeboBaHuii No 6e3o0nacHoOCTU.

I'IpoussonuTen bHOCTb

C Luenbko nposeaeHuns He3aBUCMMOWN 3KCNEepTU3bl noTpebuTenbckmx CBOWNCTB "
npoussoantenbHoctn MK "Kpuntolpo VYL", OO0 "KPUMTO-MPO" (http://www.cryptopro.ru) u 3A0
"YpoctoBepswowun Lentp" (http://www.nwudc.ru/) 3aknoumnm cornaweHue, B paMkKax KOTOPOro Ha
TexHonornyeckon 6asze 3A0 "YpocrtoBepswowun LleHTp" cmnamm  cneunanucroB  KOMMaHum  6binu
nposedeHbl ucnbitaHua MAK "Kpuntolpo YU". MporpamMma n MeToauKa MUCnbiTaHui 6blna paspaboTaHa
coBMecTHO cneuunanuctamm 000 "KPUMTO-MPO" n 3A0 "YpoctoBepsitowmi LleHTp" 1 npeaycmaTpmBana
BbIMOJSIHEHME TECTOB, NOATBEPXAAKLWMX @YHKUMOHANbHble Bo3MoXxHoctn [MAK "Kpuntollpo VYL",
3asBJIEHHbIX NPOM3BOANTENEM. TakXe B paMKax 3TUX AOrOBOPEHHOCTEN BbINOMHANUCH HAarpy3o4Hble TeCTbl
no perncrtpaunmn nosnb3osatenen Ha «Kpuntollpo YL».
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JINCT perncTpaumm U3MeHeHui

JINCT perucTpaumm nameHeHui

Homepa nucrtoB (CcTpaHuu,) Bcero Ne Bxoasawumn Moan. |OdaTa
nncToB [OKYMEHTa N conpoBoau-
N3M | W3MeHEeH- |3aMeHeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX OOKYM. OOKYM. 1
Aata
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